Appendix

A Security of 10-Compatible Cryptographic Prim-
itives

In this section, we formally define the security properties of the 10-compatible prim-

itives from Section 2.3

A.1 Security of Puncturable Pseudorandom Function

» Selective Pseudorandomness at Punctured Points: This property of a PPRF
is defined through the following experiment between an adversary B and a challenger

C:

e 3 submits a challenge input x* € Xppgr to C.

e C chooses uniformly at random a PPRF key K* ﬁ Keprr and a random bit
b & {0,1}. Tt computes the punctured key K*{x*} & F.Puncture(K*, z*). If
b= 0, it sets r* = F(K*,x*). Otherwise, it selects r* ﬁ Yrepre- It sends back
(K*{z*},r*) to B.

e B outputs a guess bit ¥’ € {0,1}.

The PPRF F is selectively pseudorandom at punctured points if for any PPT adver-
sary B, for any security parameter A,

Advy, () = |Prib = '] — 1/2] < negl()\)
for some negligible function negl.

A.2 Security of Somewhere Statistically Binding Hash Function

» Index Hiding: The index hiding property of an SSB hash is defined through the
following experiment between an adversary B and a challenger C:

e B chooses an integer ngsppx < 2 together with a pair of indices if,i] €
[0, ngsp-prx — 1], and submits them to C.
e C selects a random bit b & {0,1} and computes HK & SSB.Gen(1*, nsp_pux, z';;‘),

and returns HK to B. A
e BB eventually outputs a guess bit b’ € {0,1}.

The SSB hash is said to be index hiding if for any PPT adversary B, for any security
parameter A,
Advis®™(\) = |Prb = '] — 1/2| < negl()\)

for some negligible function negl.
» Somewhere Statistically Binding: An SSB hash key HK is said to be sta-
tistically binding for an index i* € [0, nssppx — 1] if there do not exist any h €
{0, 1 osmmsn 4y £ 4/ € Dgepopig, and Tssps Mosy € Ilsss such that SSB.Verify(HK, h,
1%, u, Tees) = 1 = SSB.Verify(HK, h,i*, v/, mhg)-

The SSB hash is defined to be somewhere statistically binding if for any secu-
rity parameter A, integer ngsppix < 2’\, index ¢* € [0,nssp-x — 1], the hash key

nk & SSB.Gen(1*, ngspnix, i*) is statistically binding for i*. Note that this is an
information theoretic property.
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A.3 Security of Positional Accumulator

» Indistinguishability of Read Setup: This property of a positional accumulator
is defined through the following experiment between an adversary 3 and a challenger
C:

e B chooses a bound nacopx < 2* of the number of blocks, & symbol-index
pairs ((z1,71), ..., (Txyix)) € (Zaccrx X [0, Macesx — 1])7, and an index i* €
[0, naccpx — 1]. It submits all of those to C.

e C selects a random bit b & {0,1}. If b =0, C generates (PPscc, Wo, STOREQ ) &

ACC.Setup(1?, naceix). Otherwise, C generates (PPuce, wo, STORE() &
ACC.Setup-Enforce-Read(1®, naconxs (1,01),- .., (Zx,ix)), *). It returns
(PPscc, Wo, STOREg) to B.

e B outputs a guess bit b’ € {0,1}.

The positional accumulator is said to satisfy indistinguishability of read setup if for
any PPT adversary B, for any security parameter A, we have

Advyy O (\) = |Pr[b = '] — 1/2] < negl()\)
for some negligible function negl.
» Indistinguishability of Write Setup: This property of a positional accumulator
is defined through the following experiment between an adversary I3 and a challenger

C:

e B chooses a bound ncepx < 2* of the number of blocks, and » symbol-index
pairs ((21,41), -+, (Xw, k) € (Facenix X [0, Nace-px — 1])*. It submits all of those
to C.

e C selects a random bit b ¢ {0,1}. If b=0,C generates (PPaoq, Wo, STOREQ) &

ACC.Setup(l’\, Nacosx). Otherwise, C generates (PPycc, wp, STORE() ﬁ
ACC.Setup-Enforce-Write(1’\, Nacosixs ((T1,91),..., (Xs,1,))). It returns (PPcc,
wp, STOREy) to B.

e B outputs a guess bit ¥’ € {0,1}.

A positional accumulator is said to satisfy indistinguishability of write setup if for
any PPT adversary B, for any security parameter A, we have
Advy @ NPNVTE(N) = [Pr(b = '] — 1/2] < negl()\)

for some negligible function negl.

» Read Enforcing: Consider any security parameter X, naconx < 27,
((:81,2'1), ceny (xmin)) S (EACC—BLK X [07nACC—BLK — 1]))€7 and i € [OvnACC—BLK -
1]. Let (PP, wo, STORE) i ACC.Setup—Enforce—Read(1’\, Nacenuks ((T1,01),- -,
(Twyix)),7*). For j =1,... K, iteratively define the following:

— STORE; = ACC.Write-Store(PP ycq, STORE; 1, 4}, ;)
— AUX; = ACC.Prep-Write(PP,cc, STORE; 1, ;)
- w; = ACC.Update(PPACC, Wj—1,Tj, ij, AUXj)

The positional accumulator is said to be read enforcing if ACC.Verify-Read(PP ¢,
Wi, Ty, 05, Tace) = 1 implies either [i* ¢ {i1,...,i.}] A [z = €] or oy = x; for the
largest j € [k] such that 4; = ¢*. Note that this is an information theoretic property.

» Write Enforcing: Consider any security parameter A, nacepix < 2%, and ((z1,41),

. ) $
coy (Tryin)) € (Pacosik X [0, nacesk — 1])7. Let (PPace, wo, STOREg) <— ACC.Setup-
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Enforce-Write(l)‘7 Nacesk, ((£1,91), ..., (Tw,ix))). For j =1,..., K, iteratively define
the following:

— STORE; = ACC.Write-Store(PP o0, STORE; 1, i}, ;)
— AUX; = ACC.Prep-Write(PP,cc, STORE;_1, ;)
- w; = ACC.Update(PPACC, Wj—1,Tj, ij7 AUX]')

The positional accumulator is defined to be write enforcing if ACC.Update(PPacc,
Wi—1,y Tpy by AUX) = wour # L, for any AUX, implies woyr = wy. Observe that this
is an information theoretic property as well.

A.4 Security of Iterator

» Indistinguishability of Enforcing Setup: This property of a cryptographic
iterator is defined through the following experiment between an adversary B and a
challenger C:

e B chooses an integer bound nix < 2%, along with a sequence of x messages
(H1, ... phs) € M, and submits them to C.

e C selects a random bit b < {0,1}.1f b = 0, C generates (PPyrg, vo) & ITR.Setup(1*,

nyre ). Else, C generates (PPyrg, vg) & ITR.Setup-Enforce(1*, nyps, (111, - - -, ). It
sends back (PPyrg, vg) to B.
e 3 outputs a guess bit & € {0,1}.

The cryptographic iterator is said to satisfy indistinguishability of enforcing setup if
for any PPT adversary B, for any security parameter A,
Advig NN () = Pr[b = ] — 1/2| < negl(\)
for some negligible function negl.
» Enforcing: Consider any security parameter X\, nug < 2%,k < nux, and (B, .-

i) € M. Let (PP, vo) & ITR.Setup-Enforce(1*, nyzn, (f11, - - -, 1)) and v; =
ITR.Iterate’ (PPyx, vo, (111, - - - ;) for all j € [k]. The cryptographic iterator is said
to be enforcing if vy, = ITR.Iterate(PPyrg,v’, ') implies (v', u') = (vi—1, ptss). Note
that this is an information theoretic property.

A.5 Security of Splittable Signature

» VKgps.rey Indistinguishability: This property of a splittable signature scheme is
defined through the following experiment between an adversary B and a challenger

C:
e C generates (SKgps, VKgps, VKgps-rEs) & SPS.Setup(1*). Next it chooses a random

bit b < {0,1}. If b= 0, it sends VKgps to B. Otherwise, it sends VKgps.ney to B.
e 3 outputs a guess bit &’ € {0,1}.

The splittable signature scheme is said to be VKgpgrg; indistinguishable if for any
PPT adversary B, for any security parameter A,

Advig* ™) = |Pr[b = b'] — 1/2| < negl()\)
for some negligible function negl.
» VKgps ong Indistinguishability: This feature of a splittable signature scheme is
defined through the following experiment between an adversary B and a challenger

C:
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e 3 submits a message m* € Mgps to C.
e C generates (SKgps, VKsps, VKsps-rey) & SPS.Setup(1}). Next it computes
$ . .
(Osps-one,m= s VKsps-ong, SKsps-aBo, VKsps-apo) = SPS.Split(SKeps,m*). Then it

chooses a random bit b < {0,1}. If b = 0, it returns (Osps-onm,m* s VKsps-ong)
to B. Else, it returns (osps-onm,m=; VKsps) to B.
e B outputs a guess bit & € {0,1}.

The splittable signature scheme is said to be VKgps.ong indistinguishable if for any
PPT adversary B, for any security parameter A,

Advig >N (\) = |Pr[b = '] — 1/2] < negl()\)
for some negligible function negl.
» VKgps apo Indistinguishability: This feature of a splittable signature scheme is
defined through the following experiment between an adversary B and a challenger

C:

e B submits a message m* € Mgpg to C.
e C generates (SKgps, VKsps, VKsps-rej) & SPS.Setup(1}). Next it computes
$ . .
(Tsps-ong,m* s VKsps-one, SKsps-aso, VKsps-apo) < SPS.Split(SKgps, m*). Then it

chooses a random bit b ¢ {0,1}. If b = 0, it returns (SKgps-apo, VKsps-apo) 1O
B. Else, it returns (SKgps_apo, VKsps) to B.
e B3 outputs a guess bit ¥’ € {0,1}.

The splittable signature scheme is said to be VKgps apo indistinguishable if for any
PPT adversary B, for any security parameter A,

AdviyS™PPO(\) = |Prib = '] — 1/2] < negl()\)
for some negligible function negl.
» Splitting Indistinguishability: This feature of a splittable signature scheme is
defined through the following experiment between an adversary B and a challenger
C:

e B3 submits a message m* € Mgps to C.

$
o C forms (SKgps, VKsps, VKspsres) < SPS.Setup(1*) and (SK,pg, VK,pg, VK

ps-res)
SPS? SPS-REJ

A .
SPS.Setup(1"). Next it computes (Tsps-one,m=» VKsps-ongs SKsps-asos VKsps-apo)

Ter Teo Ten

SPS.Split(SKsps, m*) as well as (0lpg onp.m=» VKS SK VK

SPS-ONE?
SPS.Split(SK,ps, m*). Then it chooses a random bit b & {0,1}. If b = 0, it re-
turns (Osps-one,m=» VKsps-on, SKsps-aso, VKsps-ano) t0 B. Else, it returns (osps-ong,m=
VKsps-ongs SKéps_ ano> VK;PS-ABO) to B.

e 3 outputs a guess bit &’ € {0,1}.

! ! )
SPS-ABO? SPS-ABO

The splittable signature scheme is said to be splitting indistinguishable if for any
PPT adversary B, for any security parameter A,

Advg (X)) = |Prib = 1] — 1/2| < negl()\)
for some negligible function negl.

B Lemmas for the Proof of Theorem 4.1

Lemma B.1 Assuming ZO is a secure indistinguishability obfuscator for P/poly,
F is a secure puncturable pseudorandom function, SSB is a somewhere statistically
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Fig. 9 Structure of the Hybrid Reduction Proving Lemma

binding hash function, ACC is a secure positional accumulator, ITR is a secure cryp-
tographic iterator, SPS is a secure splittable signature scheme, and PRG is a secure
injective pseudorandom generator, for any PPT adversary A, for any security pa-
rameter \, |Adv52’y_1)()\) — Advi(‘)’y)()\)| < negl(\) for some negligible function negl.

Proof The proof of our Lemma extends the ideas involved in the security proof
for the message-hiding encoding of [17]. Lemma 1 in the security proof of the CPRF
construction of [7] also employs a similar technique. However, as mentioned earlier,
we extend the technique of |7] to support adaptive signing key queries of the adver-
sary as stipulated in our unforgeability experiment. We will first provide a complete
description of the sequence of hybrid experiments involved in the proof of Lemma|[B-]]
and then provide the analysis of those hybrid experiments providing the details for
only those segments which are technically distinct from [7]. Please refer to Fig. |§| for
an overview of the hybrid transitions and their analysis.

Let t*®) denotes the running time of the TM M®) e M,, queried by the ad-

versary A, on input the challenge string x* and 27" be the smallest power of
two greater than t*(*). The sequence of intermediate hybrid experiments between
Hyb, 1 and Hyb, ,, are described below:
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Sequence of Intermediate Hybrids between Hyb, ,_, and Hyb, ,

Hybg ,,_1,0: This experiment coincides with Hyb, ,_;.
Hybg ,,_1,1: This experiment if analogous to Hyb, ,_; o except that to answer the
v signing key query of A corresponding to TM M®) € My, with M®)(2*) = 0, B

proceeds as follows:

1. It first picks PPRF keys K{'I), . ,Ki”), Kés;A, Késs?,B7Ks(:s),E & F.Setup(1*).

2. Next, it generates (PP, w(”, sTORE") & ACC.Setup(1*, npcemx = 2*) and
(PPI(VFEE,U(()V)) & ITR.Setup(1*, nyrs = 2).
3. It provides A with the signing key
SKaps{M ™)} =

nK, PPy, wi”, sToreg”, pe{), v,
IO(Init—SPS.Prog[qéV),w(()u),v(()"),Kéﬁs),E )s
ZO(Accumulate.Prog[nssp sk = 2%, HK, PP/(;(/:)Cv PPI("II‘/I)U Ks(:s),E])v
IO( sps,A? “rsps, E

(

Change—SPS.Prog[K(V) K Ds ’
70 Constrained-Key.Progj(\lB)S (M) T = 2* ¢+¥) PP/(:(/:Zn PPI(%Z’ K,
K K KG 4 K g )
where the program Constrained—Key.F’rogg}})S is a modification of the program

Constrained-Key.Prog, . (Fig. 7)) and is depicted in Fig.

Hybg ,,_1,2: In this experiment, in response to the V0 signing key query of A corre-
sponding to TM M®) € M, with M) (z*) = 0, B performs the following steps:

1. It chooses PPRF keys K{"), e ,Ki”), K9 kW kY g F & F.Setup(17).

sps,A’ “*sps,B’ “tsps,E? ~ sps,

2. Next, it generates (PPE\VC)C,w(()”),STOREE)")) & ACC.Setup(1*, npce-px = 2) and
(PP](:FZ,U(()V)) & ITR.Setup(1*, g = 2*).
3. It provides A with the signing key

SKaps{ M)} =

s el storel”, pe() vf”).
ZO(Init-SPS.Prog[¢l”), w', v{", K1) 1)),

Sps,E
ZO(Accumulate.Prog™ [nggs puc = 2*,HK7PP(”) ) g®)

accr PPrrrs Bgpg s
(v) ERE
Ksps,F’h vé ])7

TO(Change-SPS.Prog M [K )\ K)o K& KD v, 07]),

TO(Constrained-Key.Prog(L.[M®) T = 2 +*0) pp{), pp't) K,
KM KO KRS K e )

sps,A? ~sps,B?

where the programs Accumulate.Prog(l) and Change—SPS.Prog(l) are modifica-

tions of the programs Accumulate.Prog and Change-SPS.Prog (Figs. and and
are depicted in Figs. 1] and [I2] respectively.

The rest of the experiment proceeds in the same way as in Hybg ,_; ;.
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Constants: TM M = (Q, Xiey, Xrare, 0, 90, gacs @res), Time bound T = 2N Running time on
challenge input t*, Public parameters for positional accumulator PP,.., Public
parameters for iterator PPir, PPRF keys K, K1, ..., Kx, Ksps, A, Ksps, B, SSB hash
value of challenge input h*, Length of challenge input £*

Inputs: Time t, String SEEDy, Header position POS;y, Symbol symy, TM state ST\, Accu-
mulator value wy, Accumulator proof mcc, Auxiliary value AUX, Iterator value
vy, SSB hash value h, Length £y, Signature ogpgs iy

Output: CPRF evaluation F(K, (h, fnp)), or (Header Position POSoyr, Symbol SYMeyr, TM
state STour, Accumulator value wour, Iterator value voyr, Signature ogps our, String
SEEDqyr), OF L
1. Identify an integer 7 such that 27 < ¢ < 2771, If [PRG(SEEDy) # PRG(F(K ., (h, lup)))] A
[t > 1], output L.
2. If ACC.Verify-Read(PPacc, Win, SYMiy, POSy, Tace) = 0, output L.

3. (a) Compute Tsps, A = ]:(KSPS,Aa (h1 eyt — 1))’ (SKSPS,A7 VKsps, A, VKSPS—REJ,A) =
SPS.Setup(lA; Tsps, A)-
(b) Compute Tsps, B = -F(KSI’S,B7 (h7 Llixp, t — 1))7 (SKSPS,B » VKsps, B» VKsPs»REJ.B) =

SPS.Setup(lA; Tsps,B)-
(c) Set miy = (vin, STiy, Win, POSy) and o =*-"
(d) If SPS-VerifY(VKSPS,Ay My, Ospsan) = 1, set o =*A’.

(e) Hla="-"T A [E>t) V (h#h") V (bnw #£7)], output L.
Else if [ =-'] A [SPS.Verify(VKsps, B, Mun, Tsesan) = 1], set a =‘B’.
(f) If a =-’, output L.
4. (a) Compute (STour, SYMour, 3) = 8(STiy, SYMy) and POSeur = POSiy + 3.

(b) If 8SToyr = gres, output L.
Else if [STour = qac] A [a =‘B’], output L.
Else if SToyr = gac, perform the following:
(I) Compute rgc = F(K, (h, lnr)), (SKsig, VKsic) = SIG.Setup(lA; Tsic)-
(IT) Output (SKsig, VKsic)-
5. (a) Compute wour = ACC.Update(PPacc, Win, SYMour, POSiy, AUX). If woyr = L, output L.
(b) Compute vour = ITR.Iterate(PPirg, Vin, (STin, Win, POSK)).

6. (a) Computc r;vs,A = ]:(KSPS,A ’ (h» ENP» t))w (SK;PS,A ’ \/K;PS,A’ VK;PS-RHJ,A) =
SPS.Setup(1*; /g 4)-
(b) Compute T/p- B — ]:(KSPS B (hv Line t))v (SK,'p' B> VK/P' B> VK,‘P S-RE] B) =

SPS.Setup(1*; 70 5)-
(c) Set mour = (Vour, STour, Wour, POSour ) -
Compute ogps.ovr = SPS.Sign(SK’,[, o Mout)-
7. Ift4+1= 2"/, for some integer 7', set SEEDour = F (K, /, (h, lwp)).
Else, set SEEDgyr = €.
8. Output (POSour, SYMour, STour, Wour; Vours Tses,ours SEEDour ) -

Fig. 10 Constrained-Key. Prog(l)

ABS

Constants: Maximum number of blocks for SSB hash ngsspix = 2)‘, SSB hash key Hk, Public
parameters for positional accumulator PP,¢, Public parameters for iterator PPy,
PPRF keys Keps, £, Ksps, 7, SSB hash value of challenge input h*, Length of chal-
lenge input £*

Inputs: Index 4, Symbol sYMy, TM state ST, Accumulator value wy, Auxiliary value AUX,
Iterator value vy, Signature ogps v, SSB hash value h, SSB opening value g
Output: (Accumulator value woyr, Iterator value voyr, Signature ogps.our), or L
1. (a) Compute Tsps, E — ]:(KSPS,E> (h7 Z))7 (SKSPS,E, VKsps, E VKsPs—m-:J,E) = SPS-SEtUP(]-)\'-, Tsr’s,E)-
(b) Compute Tsps, F = -F(KSPS,F) (h7 Z))a (SKSPS F, VKsps, F VKSPS-REJ.F) = SPS-SetuP(lk; T.SPS,F)‘
(c) Set my = (v, ST, wiy, 0) and a =*-"
(d) If SPS.Verify(VKsps, B, Min, Ospsn) = 1, set oo =*E"

() Hla =] A [ #£") V (h# h™)], output L.
Else if [ =‘-"] A [SPS.Verify(VKsps, F, M, Ospsan) = 1], set o =*F".
(f) If @ =7, output L.

2. If SSB.Verify(HK, h, i, SYMy, Tssz) = 0, output L.

3. (a) Compute woyr = ACC.Update(PP,cc, Win, SYMiy, 4, AUX). If woyr = L, output L.
(b) Compute vour = ITR.Iterate(PPirg, Vi, (ST, Wi, 0)).

4. (a) Computc Téps,E = ]:(KSPS,Ev (hv 7;+1))7 (SK;PS,EV VK;ps,Ev VK;PS-IHI,J,E) = SPS.Setup(lA; T;PS,E)'
(b) Set mour = (Vour, ST, Wour, 0). Compute ospsour = SPS.Sign(SKéPS’E,mOUT).

5. Output (wOUTy Vour, JSPS‘OITT)'

Fig. 11 Accumulate.Prog(l)
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1. (a)
(b)
()
(d)
(e)

(f)
2. (a)

(b)
(c)

Constants:  PPRF keys K, a, Ksps, B, Keps,E, Ksps, 7, SSB hash value of challenge input h*,

Inputs: TM state sT, Accumulator value w, Iterator value v, SSB hash value h, Length

Output: Signature ogpsour, or L

Length of challenge input £*

Cinp, Signature ogpg iy

Compute Tsps, E = F(KSPS,Ey (h’ Z1NP))7 (SKSFS,Eg VKsps, E VKSPS—REJ,E) = SPS-SetUP(]-A? ""srs,E)‘
Compute rgps, = ]'—(Ksl’s F, (h7 ZII\I’))7 (SKSI’S F, VKsps, F y VKsps-re) F) = SPS-SetUP(]-)\; T'sps F)

Set m = (v, ST, w,0) and a="*-"
If SPS.Verify(VKsps, £, M, Ospsun) = 1, set a0 =E".

If [a =] A [(boe Z£7) V (h # h™)], output L.

Else if [a =-'] A [SPS.Verify(VKsps, 7, M, Ospsn) = 1], set o =*F".

If o =‘-’, output L.

ComPUte Tsps, A = F(KSPS,A7 (h7 [mm O))7 (SKSPS.A ; VKsps, A, VKSPS-REJ,A) =
SPS.Setup(1?; reps, a ).

Compute Tsps,B = ]:(Ksps B> (h, Livp s 0))7 (SKSPS B VKsps, By VKgsps-rEs B) =

SPS.Setup(lA 5 Tpsps, B )

If [(h, boe) = (R, 07) [ =‘F"], output ogpsouvr = SPS.Sign(SKsps, B, M)

A
Else, output osps.our = SPS.Sign(SKsps, 4, m).

Fig. 12 Change-SPS.Prog(l)

Hybg ,,_; 3 In this experiment, to answer the v*h signing key query of A corre-
sponding to TM M®) € My with M) (z*) = 0, B generates all the PPRF keys as
well as the public parameters for the positional accumulator and iterator just as in
Hybg ,,_1,2, however, it returns the signing key

SKags {M(V) b=

1% 1% 1% 1% 174
nk, ppi, wl, sTore”, Pl v,

TO(Init-SPS.Proglgy”, w”, v{", K<) 1)),
ZO(Accumulate.Prog™ [ngsp puc = 2%, HK, ppY) ppl) KW

sps,E
K)o he, 07]), ,

TO(Change-SPS.Prog® [K V), K)o K&) K& 1 e, 00]),

I(Q(Constrained—Key.F’rogfjg)S [MW), T =27 t+() PPch)c, PP%{, K,
[(Y’)7 o K';V)7 K(V) K(V) h*, g*])

sps,A’ “*sps,B?

where the programs Accumulate.Prog(Q) and Change-SPS.Prog(z) are modifications of
the programs Accumulate.Prog(l) and Change—SPS.Prog(l) (Figs. and and are
depicted in Figs. and respectively. The remaining part of the experiment is
similar to Hybg ,_; o.
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(b)
(c)
(d)
(e)

O]
3. (a)

(b)
4. (a)

(b)
(c)

Constants: Maximum number of blocks for SSB hash ngsppx = 2>‘, SSB hash key HK, Pub-

Inputs: Index i, Symbol syM;y, TM state sT, Accumulator value wyy, Auxiliary value AUX,
Iterator value vy, Signature ogps v, SSB hash value h, SSB opening value mgsp
Output: (Accumulator value woyr, Iterator value vour, Signature ogps.our), or L
1. (a) Compute Tsps, E = ]:(KSPS,E7 (h7 7/)), (SKst,E, VKsps, E » VKsPs—REJ,E) = SPS-SetUP(l/\§ Tst,E)~

2. If SSB.Verify(HK, h, i, SYMyy, Tssp) = 0, output L.

lic parameters for positional accumulator PP,cc, Public parameters for iterator
PPirr, PPRF keys Kgps, 5, Ksps, , SSB hash value of challenge input h*, Length of
challenge input £*

Compute Tsps, F = ]:(Ksps,F, (h’ 74)), (SKSPS,Fa VKsps, F VKSPS—REJ,F) = SPS-SEtUP(l)\§ TSPS,F)~
Set muy = (v, ST, Wiy, 0) and a =¢-".

If SPS.Verify(VKsps, £, Mix, Osps,iy) = 1, set a =‘E".

If la="] A [z>£") V (1=0) V (h# h")], output L.
Else if [a =‘"] A [SPS.Verify(VKsps, 7, M, Osps,iv) = 1], set oo =*F".
If o =‘-7, output L.

Compute woyr = ACC.Update(PPacc, Win, SYMy, 4, AUX). If wour = L, output L.
Compute vour = ITR.Iterate(PPirr, Viv, (ST, Wiy, 0)).
Compute "‘éps,E = ]:(KSPS,Ea (h’ i+1))! (SK;r)s,Ev VK;r)s,Ev \/K;PS*TU-I,I,E) = SPS-SEtup(:l)\; r;r’s,E)'

Compute T{P< F = ]:(Ksps,Fv (h7 i+ 1))a (SK{p* yakl VK/‘P' F> VK/‘P‘—REJ F) =
SPS.Setup(1*; 70 p)-
Set mour = (Vour, ST, Wour, 0).

If i < £*, compute ospsour = SPS.Sign(SKip ., Mour)-

Else, compute ogpsovr = SPS.Sign(SKlue g, Mour)-

5. Output (wour, Vour, Tses,our)-

Fig. 13 Accumulate. Prog(z)

1. (a)

Constants: PPRF keys Ksps, 4, Ksps, B, Ksps, E, Ksps, 7, SSB hash value of challenge input h™,
Inputs: TM state sT, Accumulator value w, Iterator value v, SSB hash value h, Length

Output: Signature ogpsour, or L

Length of challenge input £*
Cinp, Signature ogps n

Compute res, 5 = F(Ks, 2, (hy lie)), (SKsvs, B, VKsps, B, VKspsren, ) = SPS.Setup(1*; rars, ).
Compute 1o, p = F(Ks, 7, (hy Lixe)); (SKsos, ' VKsps, ', VKspsres, ) = SPS.Setup(1%; mgps, 7).
Set m = (v,sT,w,0) and a="*-"

If SPS-Verif}’(VKSPS,E7 m, Usps‘m) =1, set a =‘FE".

If [ =1 A [(be > €%) V (b # h™)], output L.

Else if [a =*-"] A [SPS.Verify(VKsps, 7, M, Osps,v) = 1], set a =*F".

If =7, output L.

Compute Tsps, A = -F(Ksps,fh (h7 Lixp 0))’ (SKSPS,A7 VKsps, A, VKSPS—REJ,A) =
SPS.Setup(lA; Tsps, A)-

Compute Tsps, B = f(Ks|>s,B7 (h7 Cinps 0))7 (SKSPS,B7 VKsps, B 5 VKsps-ch,B) =

SPS.Setup(1*; rpsps, B)-
If [(h, boe) = (R, £7)] A [0 =‘F"], output ospsouvr = SPS.Sign(SKsps, B, m).
Else, output ogpsour = SPS.Sign(SKsps, 4, ™).

Fig. 14 Change-S PS.Prog(Q)

Hybg, 13, (¢ = 0,...,£* — 1): In this hybrid experiment, to answer the v

th

signing key query of A corresponding to TM M®) € M, with M®)(z*) = 0, B
proceeds as follows:

1. It first generates all the PPRF keys as well as the public parameters for the
positional accumulator and the iterator as in Hybg ,_; 5.

2. Next, it sets mg g

Cop (q;é”), q(()"), w(()y), 0). For j =1,...,, it iteratively computes

the following:
— aux{) = ACC.Prep-Write(pp{“), sTORE(, , j — 1)

J j-
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— w§”) = ACC.Update(PPglé)c, w;’i)17x.;_1,j -1, AUX§V))

- STORE§”) = ACC.Write—Store(PPg’é)mSTORE;II_)Dj —1,2%_))

j—1
— v](-") = ITR.Iterate(PPfﬁz,vj(-li)l, (qéy),w](-’:)l,O))

It sets mffjo) = (UL(V), q(()")7 wfy), 0).
3. It gives A the signing key
SKABS{M(U)} =
@) () () ) ()

HK, PP,cc, Wy, STORE( *, PPyg, vy

ZO(Init-SPS.Proglgy”, wi” vl K& 1)),

IO(Accumulate.Prog(B’L) [Nssppix = 23, HK, PP&?@ PPI(,Q, Ks(ﬁs)’E,
I{épys),F7 mE,VO)’ h*v é*Da

ZO(Change-SPS.Prog® [k %) K)o K)o K L he 00,

TO(Constrained-Key.Prog(L[M®), T = 2* +*®) pp(), ppl") K,
Ky KRG 4 K g L €))

where the programs Accumulate. Prog(‘“) and Change-S PS.Prog(‘S’L) are alterations

of the programs Accumulate.Prog'® and Change-SPS.Prog? (Figs. and

and are described in Figs. [15] and [16] respectively.

The remaining part of the experiment is analogous to Hybg ,_; 5.

Hybg ,, 13, (¢ =0,...,£*—1): This experiment is identical to Hyb , _; 3 except

Constants: Maximum number of blocks for SSB hash nggs px = 2>‘7 SSB hash key HK, Public
parameters for positional accumulator PP,¢., Public parameters for iterator PPz,
PPRF keys Kgps, i, Ksps, 7, Message m, o, SSB hash value of challenge input h™,
Length of challenge input £*
Inputs: Index i, Symbol SyM;y, TM state sT, Accumulator value wyy, Auxiliary value AUX,
Iterator value vy, Signature ogps v, SSB hash value h, SSB opening value mgsp
Output: (Accumulator value woyr, Iterator value vour, Signature ogps.our), or L
1. (a) Compute Tsps, E = ]:(KSPS,E7 (h7 7/)); (SKst,E, VKsps, E » VKsPs—REJ,E) = SPS-SetUP(l/\§ Tst,E)~
(b) Compute Tsps, F — ]:(Ksps,F, (h’ 74)), (SKSPS,Fa VKsps, F VKSPS—REJ,F) = SPS-setUP(l)\§ TSPS,F)~
(c) Set my = (v, ST, wi, 0) and a =¢-".
(d) If SPS.Verify(VKsps, &, Mun, Ospsn) = 1, set o =E”.

(e) If [a=-"1 A [(e>¢€") vV (0<i<) V (h#h")], output L.
Else if [ =‘-"] A [SPS.Verify(VKsps, 7, M, Osps,iv) = 1], set oo =F".
(f) If a =", output L.

2. If SSB.Verify(HK, h, i, SYMy, msss) = O, output L.

3. (a) Compute woyr = ACC.Update(PPacc, Win, SYMy, ¢, AUX). If wour = L, output L.
(b) Compute vour = ITR.Iterate(PPirg, Vi, (ST, Wiy, 0)).

4. (a) ComPUte Téps,E = ]:(KSPS,Ea (h’ i+1))! (SK;r)s,Ev VK;r)s,Ev \/K;PS*RH,I,E) = SPS-SEtup(:l)\; r;r’s,E)'
(b) Compute T;PS,F = }-(KSPS,Fv (h7 i+1))7 (SK;ps,F7 VK;PS,F’ VK;PS-REJ,F) = SPS.Setup(lA; T;‘PS,F)'
(c) Set  mour = (vour, ST, wour, 0).  If  [(h,i) = (A", )] A [mw = m, 0], compute

Osps.our = SPS.Sign(sKlp g, Mour)-
Else if [(h,i) = (R*, )] A [mu # m, 0], compute ospsovr = SPS.Sign(sKlp gy Mour)-
Else if i < £*, compute ogspsour = SPS.Sign(SKly ., Mour)-
Else, compute ogpsour = SPS.Sign(SK,g g, Mour)-
5. OUtPUt (wou'r; Vour, USPS.U[’T)'

Fig. 15 Accumulate.Prog®®*)

that in response to the v** signing key query of A corresponding to TM M®) € M,
with M®)(z*) = 0, B executes the following steps:
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Constants: PPRF keys Ksps, 4, Ksps, B, Ksps, B, Ksps, 7, SSB hash value of challenge input h™,
Length of challenge input £*

Inputs: TM state sT, Accumulator value w, Iterator value v, SSB hash value h, Length
L, Signature osps v

Output: Signature ogpsour, or L

1. (a) Compute rops, 5 = F(Ksps,E, (R, be)), (SKsps, B, VKsps, B » VKsps-ruy, B) = SPS.Setup(lA; Tsps, 2 )-

(b) Compute Tsps, F = ]:(KSPS,F; (ha lixe))s (SKSPS,F; VKsps, F» VKSPS—REJ,F) = SPS.Setup(lA; "'sps,F)-

(c) Set m = (v,sT,w,0) and a="*-"

(d) If SPS.Verify(VKsps, &, M, Ospsiv) = 1, set o =‘E".

(e) If [a =] A [(be > £") V (0 < by <t) V (h# h™)], output L.
Else if [ =‘-"] A [SPS.Verify(VKsps, F, m, Osps,n) = 1], set a =*F".
(f) If a =", output L.
2. (a) Compute Tsps, A = ]:(KSPS,A7 (h7 Lixp 0))’ (SKSPS,A7 VKsps, A, VKSPS—REJ,A) =
SPS.Setup(lA; Tsps, A)-
(b) Compute Tsps, B = f(KSPS,B7 (h7 Cixps 0))7 (SKSPS,B7 VKsps, B 5 VKsPs-ch,B) =

SPS.Setup(1*; rpsps, B)-
(c) If [(h, ) = (R™,£%)] A [ao ="F’], output ogpsour = SPS.Sign(SKses, B, mM).
Else, output ogpsour = SPS.Sign(SKsps, 4, ™).

Fig. 16 Change-SPS.Prog(3")

. It first generates all the PPRF keys as well as the public parameters for the
positional accumulator and the iterator as in Hybg ,,_; 5.

. Next, it sets m&& = (v(()y)7qéy>7wéy),0). For j=1,...,.+ 1, it iteratively com-
putes the following:

- AUXE.") = ACC.Prep-Write(PPff(’;)c, sToret”),,j — 1)

-1
- w§”) = ACC.Update(PPE:;)C, w;li)17x;_1,j -1, AUX§V))

- STORE§”) = ACC.Write-Store(PP{%),, STORE;VJD j—1a5 )

- vj(.”) = ITR.Iterate(PPI(;'rz,vj(-'i)l, (qéy),w(”) 0))

-1
It sets mfi)l’o = (vfi)l, Q(()V)a wfi)p 0).

. It gives A the signing key
SKaps{ M)} =

v 14 14 14 14
HK,PP&C)C,HJ(() ), STORE(() ), PPI(T}Z,U(() ),

IO(Init—SPS.Prog[qéy), w(()”), v(()l’)7 KS(QE]),

IO(ACCUmL”ate_ Prog(37b’) [TLSSB'BLK = 2)\7 HK, sz(xlé)(h PPI(;/IZJ Kg(sg),E7

Ks(:s),F7mE:-)1,07h*7£*])v )

TO(Change-SPS.Prog @V (K K)o k&) o k&) oohe, 07)),

ZO(Constrained-Key.Prog(L.[M®) T = 2 () Ppg'gic, ppY) K,
K KW KY KY) o)

sps,A? ~*sps,B?
where the program Accumulate.Prog(j’L ) is an alteration of the program
Accumulate.Prog®*) (Fig. and is shown in Fig.

Hybg ,,_1,4: This experiment is identical to Hybg ,,_; 3 4«1y with the exception that

now in response to the v signing key query of A corresponding to TM M ) e M,
with M) (z*) = 0, B does not generate the PPRF key Ks(;,;)  and gives A the signing
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Constants: Maximum number of blocks for SSB hash nggs px = 2>‘7 SSB hash key HK, Public
parameters for positional accumulator PP,¢., Public parameters for iterator PPz,
PPRF keys Kps, 5, Ksps, 7, Message m, 41,0, SSB hash value of challenge input h™,
Length of challenge input £*
Inputs: Index i, Symbol syM;y, TM state sT, Accumulator value wyy, Auxiliary value AUX,
Iterator value vy, Signature ogps v, SSB hash value h, SSB opening value mgsp

Output: (Accumulator value woyr, Iterator value vour, Signature ogps.our), or L
1. (a) Compute Tsps, E = ]:(KSPS,E7 (h7 7/)), (SKst,E, VKsps, E » VKsPs—REJ,E) = SPS-SetUP(l/\§ Tst,E)~
(b) Compute Tsps, F — ]:(Ksps,F, (h’ 74)), (SKSPS,Fa VKsps, F VKSPS—REJ,F) = SPS-SEtUP(l)\§ TSPS,F)~
(c) Set mi = (v, ST, wiy, 0) and a =¢-".
(d) If SPS.Verify(VKgps, E, Min, Osps,n) = 1, set oo =E".

(e) If [a=-"1 A [(e>¢€") vV (0<i<¢) V (h#h")], output L.
Else if [a =‘-"] A [SPS.Verify(VKsps, 7, M, Osps,iv) = 1], set oo =F".
(f) If a =, output L.

2. If SSB.Verify(HK, h, i, SYMyy, Tssp) = 0, output L.

3. (a) Compute woyr = ACC.Update(PPacc, Win, SYMy, ¢, AUX). If wour = L, output L.
(b) Compute vour = ITR.Iterate(PPirg, Vi, (ST, Wiy, 0)).

4. (a) Compute 14 5 = F(Kses,m, (hy i+1)), (SKips > Viips 5> VKips s, ) = SPS.Setup(1*; s 1)+
(b) Compute Tb/‘r’s,F = }-(KSPS,Fv (h7 i+1))7 (SK;ps,F7 VKQPS,F’ VK;P&REJ,F) = SPS'SetUp(l)\; 705/'Fs,F)'
(¢) Set moyr = (vour, ST, wour, 0). If [(h,i) = (h",1)] A [Mmour = Mm,41,0], compute ogpsovr =

SPS.Sign(sKgps > Mour)-
Else if [(h,3) = (h™, )] A [mour # Mu41,0], compute ogpsovr = SPS.Sign(SKéPS’F, Mour)-
Else if ¢ < £, compute ogpsouvr = SPS.Sign(SK;PS’a, Mour).
Else, compute ogps our = SPS.Sign(SK, gmour)-
5. Output (wom‘; Vour, Ust.orT)'

Fig. 17 Accumulate.Prog(g"/)

key
SKags {M(V) b=
HK, PP, w(()”), STORE(()V), ppY) v(()”),

TO
7O

70
70

Init-S PS.Prog[qéy) , w(()y) , U(()V) , Kf:S)E] ),

Accumulate.Prog[nssppx = 27, HK, ppY) ppl1) KS(sS)E] ),

Change-SPS.Prog™ (K] 4 K 1 K& om) b 7)),

sps,A? ~*sps,B?
Constrained-Key.Prog(LL[M () T = 2X *() ppY) ppl) K,
KK KGR g )
where the program Accumulate.Prog is shown in Fig. [3]while the program Change-SPS.
Prog(4), which is a modification of the program Change—SPS.Prog(3’L) (Fig. , is
depicted in Fig. [I8]

~ o~~~
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Constants: PPRF keys Ksps, A, Ksps, B, Ksps, 2, Message myx o, SSB hash value of challenge
input h*, Length of challenge input £*
Inputs: TM state sT, Accumulator value w, Iterator value v, SSB hash value h, Length
L, Signature osps v
Output: Signature ogpsour, or L
1. (a) Compute Tsps, E = ]:(KSPS,E7 (h7 elNP)y (SKsPs,E, VKsps, E VKSPS-RM,E) = SPS.SE'CUP(].)\; 7‘5%,E)~
(b) Set m = (v,sT, w,0).
(c) If SPS.Verify(VKsps, £, M, Ospsn) = 0, output L.

2. (a) Compute Tsps, A = ]:(KSPS,A7 (h7 Lixp, 0))’ (SKSPS,A7 VKsps, A, VKSPS—REJ,A) =
SPS.Setup(lA; Tsps, A)-
(b) Compute Tsps, B = .F(Ksps, B (h7 Lixp, 0))7 (SKSPS, B, VKsps, B VKsPs-REJ,B) =

SPS.Setup(1*; rsps, B)-
(C) If [(h»elNP) = (h*’[k )] A [m # me*.o}a output ospsovr = SPS-Sign(SKsPs,B» m)
Else, output osps.our = SPS.Sign(SKgsps, 4, m).

Fig. 18 Change-S PS.Prog(4)

Hyby, 14~ (v = 1,... ,t*(*) — 1): This experiment is analogous to Hybg 1.4

except that in response to the v*® signing key query of A corresponding to TM

M®) € My with M®)(2*) = 0, B proceeds as follows:

1. Tt first generates all the PPRF keys as well as the public parameters for the
positional accumulator and the iterator as in Hybg ,_; 4.

2. Next, it sets m&'g = (v(()”)7 q((]l'),w((f’)7 0). For j = 1,...,£*, it iteratively computes
the following:

- AUXE-V) = ACC.Prep—Write(PP%)c, STOREEZ)l,j -1)

- w](.") = ACC.Update(PP,(é)c7 w](-"f)l,x;fl,j -1, AUX§U))
- STOREyl) = ACC.Write—Store(PPg'é)c,STOREgli)l,j —1,z%_ )

Jj—1
- v](”) = ITR.Iterate(PPf}jg,v](li)l, (qéu),w§l:)1,0))

3. Then, B sets STp) o = qéw7 POS ) o = 0, and for t = 1,...,~, computes the

following:
v)

v v
— (SYMM(V)’tflﬂricz‘”til) = ACC.Prep-Read(PPgC)C,STOREg 412 POSpM () 1)

— AUX?:Lt = ACC.Prep-Write(PP(ZZ”STORES:LFNPOSM(V)J,Q

(WRITE)
- (STJ\/I(”),tv SYM ) 4 ,B) = 6(V)(STM(V>,t71a SYMJVI(W,tfl)
(v) _ (w) () (WRITE) (v)
— wy.yy = ACC.Update(PPice, W'y y 1, SYMy () 5 POSN () 11, AUX 0 y)
() _ ()  (v) (v)
— gy = ITR.Iterate(PPig, vy 1, (STase) 115 Weely 1> POSRr() 1))

- STORE/(ZL’)H = ACC.Write-Store(PPgZ)c, STOREﬁi’lFl, POS p/() 41, SYM

- POSM("),t = POS]\l(V)7t_1 + /B

@) _ (W) (v)
0y T (UZ*+’)/’ STA/I(V)’,\/7wZ*+,\/7POS]\/[(V)77)-

(WRITE)
M) ¢t )

B sets m
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4. B provides A with the signing key
SKABS{M(V)} =

v v v v v
HK, sz(xc)m ’LU(() ), STORE(() ), PPI(T}%, 1}(() ),

IO(Init—SPS.Prog[qéu), w(()”) , v(()”) , KS(:S{E]L
TO(Accumulate.Prog[ngsp sk = 27, HK, pp). pp) KV
(
(

SPS,E])’
TO(Change-SPS.ProgK(r) , KV 1]), ’

ZO(Constrained-Key.Prog 3 [M®), T = 2+ pp{Y), ppX) K,
) ) ) ) W) px px
Kl ,...,K)\ VKSPS,A7KSPS,B’mZ*,’Y’h 7£ ])
where the program Change-SPS.Prog is described in Fig. 4] and the program
Constrained—Key.Progg’g), a modification of program Constrained—Key.Prog(l)

ABS
(Fig. [10), is described in Fig.

Hyby, 1,4 (¥ = 0,... ,t*() — 1): This experiment is identical to Hybg 1.4
except that in response to the v*® signing key query of A corresponding to TM
M®) € My with M®)(z*) = 0, B proceeds as follows:

1. Tt first generates all the PPRF keys as well as the public parameters for the
positional accumulator and the iterator as in Hyb, ,,_; 4.

2. Next, it sets m(()ljg = (w8, g8, w”,0). For j =1,..., ¢, it iteratively computes

the following:
- Auxg.”) = ACC.Prep—Write(PP&VC)C, sTORE",, j — 1)

-1
— w§”) = ACC.Update(PPE\VC)C, w§?1,x§71,j -1, AUX§-V))
— store!”) = ACC.Write-Store(pp{“), sTOrRE!, , j — 1, 2%_
J j—1 J Jj—1
- v](.”) = ITR.Iterate(PPfﬁz,vj(-li)l, (qéy),w](-’:)l,()))
3. Then, B sets STpw) g = q((]y),POSM(U)_’O =0, and for t = 1,...,7, computes the
following;:
_ (SYMM@)J_l,ng)C’Fl) = ACC.Prep—Read(PPgZ)C, STOREéf)H_l, POS () 4—1)
- AUXE’:)H = ACC.Prep-Write(PP‘(\'é)C7 STORE%LF17 POS () 4—1)
- (STMw),t,SYMg\}V(R:)T?,ﬁ) = 60 (STpr0) 4—1, SYMpsce) 1)
— wi¥), = ACC.Update(pPii, w’\, |, SYME\V;FJ)T?, POS pr0) 415 AUXS, )
- véflt = ITR.Iterate(PPl(;'}z,véfltfl, (STM@)’t_l,wéfltA,POSM(um_l))
— STORE),, = ACC.Write-Store(PP{t,, STOREL", , |, POS p) 41 SYME\‘/}IV?J)T?)

— POSp() ¢ = POSp ) 41 + B

(v) = (v)

ot a ()
B sets my., Vpe'y s STM(.,)W,wa,WPOSM(,,>7,Y).
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Constants: TM M = (Q, Xiey, Xrare, 0, 90, gacs @res), Time bound T = 2N Running time on
challenge input t*, Public parameters for positional accumulator PP,.., Public
parameters for iterator PpPirr, PPRF keys K, K1, ..., Kx, Kss, A, Kss, B, Message
myx ~, SSB hash value of challenge input h™, Length of challenge input £*

Inputs: Time t, String SEED,y, Header position POS;y, Symbol symy, TM state ST\, Accu-
mulator value wy, Accumulator proof mcc, Auxiliary value AUX, Iterator value
vy, SSB hash value h, Length £y, Signature ogpgs iy

Output: CPRF evaluation F(K, (h, fnp)), or (Header Position POSoyr, Symbol sYMeyr, TM
state STour, Accumulator value wour, Iterator value voyr, Signature ogps our, String
SEEDqyr), OF L
1. Identify an integer 7 such that 27 < ¢ < 2771, If [PRG(SEEDy) # PRG(F(K ., (h, lup)))] A
[t > 1], output L.
2. If ACC.Verify-Read(PPacc, Win, SYMiy, POSy, Tace) = 0, output L.

3. (a) Compute Tsps, A = ]:(KSPS,Aa (h1 eyt — 1))’ (SKSPS,A7 VKsps, A, VKSPS—REJ,A) =
SPS.Setup(lA; Tsps, A)-
(b) COmPUte Tsps, B = -F(KSPS,B7 (h7 le; t — 1))7 (SKSPS,B s VKsps, B, VKSPS-REJ.B) =

SPS.Setup(1*; rsps, B)-
(c) Set my = (viv, STy, Win, POSy) and o =*-.
(d) If SPS-Verif}’(Vsts,Ay MN, Usr’s.m) =1, set a =‘A’

() Hla="] A [(t>t")V(E#E<y) V (h#h™) V (bnp #£)], output L.
Else if [ =-] A [SPS.Verify(VKsps, B, M, Tsps,in) = 1], set a =B,
(f) If « =-’, output L.

4. (a) Compute (STour, SYMour, 3) = 8(STi, SYMy) and POSour = POSiy + 3.
(b) If STour = quey, output L.
Else if [STour = qac] A [ae =‘B’], output L.
Else if [STour = qac] A [ =*A’] A [(h,lnp) = (R*,£*)] A [t < 4], output L.
Else if STour = gac, perform the following:
(I) Compute 14 = .7:(K, (h7 ZlNP))v (SKSI(H VKSIG) = SIG-SetuP(:l)\? TS!G)-
(IT) Output (SKsig, VKsic)-
5. (a) Compute wour = ACC.Update(PP cc, Win, SYMour, POSiy, AUX). If wour = L, output L.
(b) Compute vour = ITR.Iterate(PPirg, Vin, (STin, Win, POS)).

6. (a) Computc réps,A = ]:(KSPS,A ) (h» Lixe, t))» (SK;ps,A ’ VK;PS,A7 VK;ps-ch,A) =
SPS.Setup(1*; g 4)-
(b) ComPUtC r;PS,B = ]:(KSPS,B ) (hv Lixe s t))a (SK:%,B ’ VK;PS,B1 VK;Ps-I{HJ,B) =

SPS.Setup(1*; 74 ).
(C) Set mour = ('UoUT; STour, Wours POSOUT)~ ,
If [(h, boe, t) = (R, €7, 9)] A [mour = myx ], compute osps.ovr = SPS.Sign(SK{ue 4, Mour)-

Else if [(hy e, t) = (R, €%, 7)] A [mour # mex 4], compute
Osps.our = SPS.Sign(sKl 5, Mour)-
Else, compute ogpsovr = SPS.Sign(SKlpe s Mour)-

!
7. If t +1 =27, for some integer 7', set SEEDour = F (K, /, (h, fip)).
Else, set SEEDoyr = €.
8. Output (POSour, SYMour, STour, Wour, Vour, Tsps.outs SEEDouT )

Fig. 19 Constrained-Key.Prog(%?)

ABS

4. B provides A with the signing key
SKABS{M(V)} =

v v v v v
HK, PP/(\C)C» ’LU(() )7 STORE& ), PPI(TIE s ’U(() ),

ZO(Init-SPS.Prog[gl”, wl” ,v{", K& 1),

Sps, E

TO(Accumulate.Prog[nssspix = 27, HK, PPE\Z)C, PPI(}’@, Kg,’;E]),

TO(Change-SPS.Prog[K) . K% 1), ’

SPS,A: sps,E
ZO(Constrained-Key.Prog %) [M®), T = 2>, +®) pp%), PP K,
K KW KRE RS o om() h )

sps, A’ “rsps, B TU0* A0

where the program Constrained-Key.Proggg/) is an alteration of the program
Constrained-Key.Prog(2?) (Fig. and is described in Fig.
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3. (a)
(b)
(c)
(d)
(e)
()

4. (a)
(b)

6. (a)

(b)
(c)

Constants:

Inputs:

Output:

Compute

TM M = (Q, Xiey, Xrare, 0, 90, gacs @res), Time bound T = 2N Running time on
challenge input t*, Public parameters for positional accumulator PP,.., Public
parameters for iterator PpPir, PPRF keys K, K1, ..., Kx, Kss, A, Kss, B, Message
myx ~, SSB hash value of challenge input h”™, Length of challenge input £*
Time t, String SEEDy, Header position POS;y, Symbol syMmy, TM state ST\, Accu-
mulator value wy, Accumulator proof mcc, Auxiliary value AUX, Iterator value
vy, SSB hash value h, Length £y, Signature ogps iy

CPRF evaluation F(K, (h, fnp)), or (Header Position POSoyr, Symbol sYMeyr, TM
state STour, Accumulator value wour, Iterator value voyr, Signature ogps our, String
SEEDqyr), Or L

1. Identify an integer 7 such that 27 < ¢ < 27!, If [PRG(SEEDy) # PRG(F (K., (h, lww)))] A
[t > 1], output L.
2. If ACC.Verify-Read(PPacc, Win, SYMiy, POSy, Tace) = 0, output L.

Tsps, A = ]:(KSPS,Aa (h1 eyt — 1))’ (SKSPS,A7 VKsps, A, VKSPS—REJ,A) =

SPS.Setup(lA i Tsps, A)-

Compute

Tsps, B = -F(KSPS,B) (h7 ell\l’a t — 1))7 (SKSPS,B s VKsps, B, VKsPs-REJ,B) =

SPS.Setup(1*; rsps, B)-

Set muy = (v, STin, Win, POSy) and a =¢-".

If SPS.Verify(VKsps, 4, Mun, Ospsn) = 1, set o =A’

fla==] A[t>t") V ¢<y+1) V (h#h*) V (b # £*)], output L.

Else if [«
If ==
Compute

=] A [SPS.Verify(VKsps, B, M, Ospsin) = 1], set a =*B".

, output L.

(STour, SYMour, ) = 8(STiy, SYMpy) and POSour = POSy + 3.

If STour = quey, output L.
Else if [STour = qac] A [ae =‘B’], output L.
Else if [STour = qac] A [ ="A’] A [(h, ) = (R*,£€%)] A [t < v+ 1], output L.
Else if SToyr = gac, perform the following:
(I) Compute rgc = F(K, (h, lnr)), (SKsic, VKgic) = SIG.Setup(lA; Tsic)-
(H) Output (SKsic, VKsic)-

Compute
Compute
Compute

wour = ACC.Update(PP,cc, Wiy, SYMour, POSiy, AUX). If wour = L, output L.
Vour = ITR.Iterate(PPirg, Vin, (STin, Win, POSy)). , , ,
Tsps, A = F(Ksps, a, (h, bwe, ), (SKsps,,“u VKgps, A VKSPS—RE.I,A) =

SPS.Setup(1*; 7/ 4)-

Compute

T;ps,B = ]:(KSFS,Bv (h7 Lixe, t))v (SK;ps,B s VK;ps,B ’ VK;ps—Rm,B) =

SPS.Setup(1*; /s ).

Set mour = (Vour, STour, Wour, POSout)-

If [(h, bwp, t) = (R, ", v+ 1)] A [ = mex -], compute
Osps.our = SPS.Sign(SKlps 4, Mour)-

Else if [(h, bp, t) = (R, 0", v+ 1)] A [mun # mex 4], compute

Osps,our =

SPS.Sign(sKlps g, Mour)-

Else, compute ogpsovr = SPS.Sign(SKlpe o, Mour)-

’
7. If t +1 =27, for some integer 7', set SEEDour = F (K, /, (h, lup)).
Else, set SEEDgyr = €.
8. Output (POSour, SYMour, STour, Wours Vours Tses.ours SEEDour ) -

Fig. 20 Constrained-Key. Prog(Q’"’/)

ABS
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Hybyg ,,_1,5: This experiment is similar to Hyb07y_1747(t*<y> —1y with the exception that
in responding to the pth signing key query of A corresponding to TM M ) e M,
with M®)(z*) = 0, B gives A the signing key

SKaps{M ¥} =

HK, PP%)C, w(()”), STORE(()V), PPI(%%, v(()”),
Init-S PS.Prog[q(()V) , w(()y) , U(()V) , g(:gE] ),
(v) (v)

1%
Accumulate.Prog[nss pix = 2*, HK, PPy, PPy, KS(PS)’E]L

ZO(
TO(
IO(Change—SPS.Prog[K(y) K 1 7
TO(

sps,A? “tsps, E
Constrained-Key.Prog GL[M () T = 2X *() ppY) pp) K,
KM K KE K e )

sps,A? “*sps,B?

where the program Constrained—Key.Proggg)S is a modification of the program
Constrained-Key.Prog(2?") (Fig. and is described in Fig.

Constants: TM M = (Q, Xie, Zrare, 0, 90, dacs Gres), Time bound T = 2>‘, Running time on
challenge input t*, Public parameters for positional accumulator PP,.c, Public
parameters for iterator PPy, PPRF keys K, K1, ..., Kx, Kss, A, Kss, B, SSB hash
value of challenge input h*, Length of challenge input £*

Inputs: Time t, String SEED, Header position POS;y, Symbol symy, TM state ST\, Accu-
mulator value wy, Accumulator proof mcc, Auxiliary value AUX, Iterator value
vy, SSB hash value h, Length £, Signature ogpg x

Output: CPRF evaluation F(K, (h, nr)), or (Header Position (POSour, Symbol sYMoyr, TM
state STour, Accumulator value wour, Iterator value voyr, Signature ogps our, String
SEEDqur), Or L
1. Identify an integer 7 such that 27 < ¢ < 2771, If [PRG(SEEDy) # PRG(F(K ., (h, lup)))] A
[t > 1], output L.
2. If ACC.Verify-Read(PPacc, Win, SYMiy, POSy, Tace) = 0, output L.
3. (a) Compute  7gps, 4 = ]:(Ksrs,A1 (hy lp, t — 1))7 (SKSPS,Ay VKsps, A, VKSPS—REI,A) =
SPS.Setup(lA; Tsps, A)-
(b) Set mu = (v, STin, Wix, POSIy). If SPS.Verify(VKsps, 4, My, Ospsan) = 0, output L.
. (a) Compute (STour, SYMour, 3) = 8(STu, SYMy) and POSeur = POSiy + .
(b) If STour = gres, output L.
Else if [STour = qac] A [(hy le) = (R*,€°)] A [t < t*], output L.
Else if STour = qac, perform the following:
(I) Compute rgc = ]:(K7 (h7 Z]NP))7 (SKSlG) VKgig) = SlG-SEtUP(]-A? TSIG)'
(IT) Output (SKsig, VKsic)-
5. (a) Compute woyr = ACC.Update(PP oo, Win, SYMour, POSiy, AUX). If woyr = L, output L.

o~

(b) Compute vour = ITR.Iterate(PPirg, Vin, (STix, Win, POSy ).
6. (a) Compute T;PS,A = ]:(KSPS,Av (hv élNPv t))v (SK;PS.A ) VKéPs,A7 VK;PS—REJ,A) =
SPS.Setup(1?; Tips A)-
(b) Compute réPs,B = ]:(KSPS,Bv (h7 Lixe s t))v (SKéps,B ’ VK;PS,B’ VK;PS-REJ,B) =
SPS.Setup(1?; Ts B)-
(C) Set mour = (’Uom', STour; Wour; POSour )

If (h, bip, t) = (R*,£",t"), compute ospsovr = SPS-Sign(SK/'P' B> Mour)-
Else, compute gsps.ovr = SPS.Sign(SK{pe 4, Mour)-
!
7. If t +1 =27 | for some integer 7', set SEEDoyr = F (K1, (b, be))-
Else, set SEEDgyr = €.
. Output (POSour, SYMour, STour, Wours Vour, Tses,ours SEEDour )

o)

Fig. 21 Constrained-Key. Prog(3)

ABS

Hybg ,,_1,6: This experiment corresponds to Hyby ,,.
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Analysis

Let Adv(®" 0 (), Adv@ 1D (), Adv 752 (), Adv PP (), Advl 3 ()
(t=0,...,0=1), AV 3 ) (=0, 1), AdVPT T (), AdV A ()
(v = 1., 00 — 1) AdV@ (0 (v = 0, @) — 1), AdVEY T (), and
Advff‘)’ufl‘ﬁ) (M) represent respectively the advantage of the adversary A, i.e., the
absolute difference between 1/2 and A’s probability of correctly guessing the ran-
dom bit selected by the challenger B, in the hybrid experiment Hyb, with 7" as
indicated in the superscript of the advantage notation. By the description of the
hybrid experiments it follows that Advff’”fl)()\) = Advff’”fl’o)(k) and Advfg’u)(k) =
Advff’"_w)()\). Thus we have,
AV (A) — AV ()] <

AV O 00 — AV T ()] 4 [AVE Y () — AV )+
AV () — AdVED T ()] 4 AV () — AdVOT O )+

(
(

£ —1
S IAVET T ) — AV )]+
=0
=2

Z ‘Advfi),ufl,&u’)()\) . Adv.(/g,ufl,3,L+1)()\)|+
=0

Adv(Pr 30D () - Ady@ D ()] 4 [AdE D () — AdVEY TR ()4
(1

ST AR TR0 () — AV O]+

y=1
)
S 1AV () — AdVET TR ()4
y=1
Ay QoA =00 3y Ady 01D )] 4 [AdVETED (0) — Adv IO ().
(B.1)
Lemmas provided in Appendix [C| will prove that the RHS of Eq. (B.1) is
negligible and hence Lemma [B]] follows. 0

Lemma B.2 Assuming ZO is a secure indistinguishability obfuscator for P /poly
and F satisfies the correctness under puncturing property, for any PPT adversary
A, for any security parameter X, \Advﬁi)()\) —Advf)()\ﬂ < negl(A) for some negligible
function negl.

Proof The two differences between Hyb; and Hyb, are the following:

(I) In Hyby, B includes ZO(Vp) within the public parameters PP,z provided to A,
whereas, in Hyb,, B includes the program ZO(V;) within PP,gs, where
— (Vo) = Verify.Prog, . [K] (Fig. [1),
- (W)= Verify.Prog;BS[K{(hﬁE*)},VE:BS,h*,E*] (Fig. .

(IT) For n =1,...,dkey, the signing key SKABS(M(")) returned by B to A correspond-
ing to signing policy TM M@ e M, with M(”)(x*) = 0, includes the pro-
gram I(’)(Pé")) in the experiment Hyb,, while $K,us(M () includes the program
ZO(P{™) in Hyb,, where
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- Pé") =  Constrained-Key.Prog, . [M™, T = 2 pp{l, ppll), K,

Ki"l)’ o Ki”])’ Kégs),A? h*, K*L
— P = Constrained-Key.Progl, [M™, T = 2X pp{l., PP, K{(h*, %)},
KM, KD KD ],

the program Constrained-Key.Prog), ., being described in Fig.

Now, observe that on input (h,fnp) # (h*,£€*), both the programs Vy and Vy
operates in the same manner only that the latter one uses the punctured PPRF
key K{(h*,£*)} for computing the string 75 instead of the full PPRF key K used
by the former program. Therefore, by the correctness under puncturing property
of PPRF F, it follows that for all inputs (h,#np) # (h*,£€*), both the programs
have identical output. Moreover, on input (h*,¢*), Vi outputs the hardwired SIG
verification key VK, which is computed as (SKyq, VKye) = SIG.Setup(1®; 7%.),
where 7%, = F(K, (h*,£*)). Notice that these values are exactly the same as those
outputted Vp on input (h*,¢*). Thus, the two programs are functionally equivalent.

Further, note that the program Constrained-Key.Prog', .. computes F (K, (h, fixp))
if and only if (h,lwp) # (R*, €*). Thus, again by the correctness under puncturing
property of PPRF F, the programs Pé") and Pl(") are functionally equivalent as well
for all n € [Gey]-

Thus the security of ZO, Lemma [B-2] follows. Observe that to prove this lemma
we would actually have to proceed through a sequence of intermediate hybrid exper-
iments where in each hybrid experiment we switch the programs one at a time. O

Lemma B.3 Assuming F is a secure puncturable pseudorandom function, for any
PPT adversary A, for any security parameter \, |Advf)(/\) — Advf)()\ﬂ < negl(\)
for some negligible function negl.

Proof Suppose there exists a PPT adversary A for which |Adv£f)()\) — Advfj)()\)|
is non-negligible. Below we construct a PPT adversary B that breaks the selective
pseudorandomness of the PPRF F using A as a sub-routine.

e B3 initializes A on input 1 and receives a challenge attribute string z* = x5 ...
ZTje_y € Upps with |z*] = £* from A.
o After receiving z*, B proceeds as follows:
1. B first generates HK & SSB.Gen(1*, ngsppx = 2,4* = 0) and computes
h* = Huk(z*).
2. Bsends (h*, £*) as the challenge input to its PPRF selective pseudorandomness
challenger C and receives back a punctured PPRF key K*{(h*, ¢*)} along with
a challenge value r* € Ypppr, where either r* = F(K*, (h*,£*)} or r* & Verre-
B implicitly views the key K* as the key K.
3. Then B creates (SKyq, VKyg) = SIG.Setup(1*; 7).
4. Next, B sets the public parameters PP us = (HK, ZO(Verify.Prog) . [K*{(h*,
)}, VR, h*, £¥])) and gives it to A.
e For n = 1,..., xny, to answer the n'* signing key query of A corresponding to
signing policy TM M € My, with M (2*) = 0, B executes the following steps:

1. At first, B chooses PPRF keys Kfn)7 . .,K;"),K(n) K(")E & F.Setup(1*).

Sps,A? ~*sps,
2. Next, B generates (PP&Z)(;,wén),STOREén)) & ACC.Setup(1*, nacopx = 2*)
and (PPI(TUIE,U((J")) & ITR.Setup(1*, nyrr = 2*).
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3. B returns A the signing key
SKABS(M(”)) -

(m) . (n) (m) (m) ()
HK, PPoo, Wy, STORE ", PPy, Uy

IO(Init—SPS.Prog[qén), wén), v(()n), Kg(gg)’ED

TO(Accumulate.Prog[ngsppix = 2%, HK, pp(? pp(1) KE;L)E])

ZO(Change-SPS.Prog[K" . K™ )

sps,A? “sps, E

TO(Constrained-Key.Prog/,,.[M (", T = 2}, PPI(:Z;)C7 PPI(;Q,

K {(he, )} K7 K KD e )
e For § = 1,...,{sen, in response to the #1 signature query of A on message

msg'® € M ,ps under attribute string z*, B computes Us(?G) & SIG.Sign(gﬁ;G,

msg(®)) and provides A with a,gi)s = (VKye» 052).

e Finally, A output a signature o, on some message msg* under attribute string
z*. B outputs b = 1 as its guess bit in its PPRF selective pseudorandomness
experiment if A4 wins, i.e., if ABS.Verify(PP,pg, 2™, msg*, 0%,s) = 1 and msg* #
msg(® for any 6 € [Gsiox]. Otherwise, B outputs Y = 0 in its PPRF selective
pseudorandomness experiment.

Notice that if r* = F(K*, (h*, £*)), then B perfectly simulates Hyb,. On the other

hand, if r* & YVeprr, then B perfectly simulates Hybs. This completes the proof of
Lemma O

Lemma B.4 Assuming SIG is existentially unforgeable against CMA, for any PPT
adversary A, for any security parameter A, Advf)()\) < negl(\) for some negligible
function negl.

Proof Suppose that there exists a PPT adversary A for which Advff)()\) is non-
negligible. We construct a PPT adversary B that breaks the existential unforgeability
of SIG using A as a sub-routine. The description B is as follows:

e BB receives a SIG verification key VKj, from its SIG existential unforgeability

challenger C. Then, B runs A on input 1* and receives a challenge attribute
string o* = af ... 2} _; € Ungs with |z*| = £* from A.
e After receiving z*, B proceeds as follows:
1. B first generates HK ﬁ SSB.Gen(l)‘,nSSB_BLK = 2} ¢* = 0) and computes
h* = Hyx(z*).
2. Next, it selects a PPRF key K & F.Setup(1*) and creates the punctured
PPRF key K{(h*,(*)} & F.Puncture(K, (h*, £*)).
3. Next, B sets the public parameters PPy = (HK,ZO(Verify.Prog) [K{(h*,
)}, VKE ., h*, £%])) and gives it to A.
e For n = 1,..., xny, to answer the n'* signing key query of A corresponding to
signing policy TM M € My, with M (2*) = 0, B executes the following steps:

1. At first, B chooses PPRF keys K{n)7 . .,K;"),K(n) K(")E & F.Setup(1*).

sps,A? ~*sps,
2. Next, B generates (PP&Z)(;,wén),STOREén)) & ACC.Setup(1*, nacopx = 2*)
and (PPI(TUIE,U((J”)) & ITR.Setup(1*, nyre = 2*).
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3. B returns A the signing key
SKABS(M(”)) -

(m) . (n) (m) (m) ()
HK, PPoo, Wy, STORE ", PPy, Uy

ZO(Init-SPS.Proglg ", wf” v | KT 1))
TO(Accumulate.Prog[ngsppix = 2%, HK, PP&@@ PPI(";]})U KE;L)E])
TO(Change-SPS.Prog[K7) , K .])

TO(Constrained-Key.Prog/,,.[M (", T = 2}, PPI(:Z;)C7 PPI(;Q,

E{(h*, 00}, K" KPR b )
e For § = 1,...,{sen, in response to the #1 signature query of A on message

msg(e) € M s under attribute string x*, B forwards the message msg(g) to C and
receives back a signature aéﬁ? on msg(® from C. B provides, agié = (VKig, aé?c) )
to A.

e At the end of interaction, A outputs a signature 0¥, = (VKyq,0lg) On some
message msg* under attribute string x*. B outputs (msg*, o) as a forgery in
its existential unforgeability experiment against SIG.

Observe that the simulation of the experiment Hybs by B is perfect. Now, if A
wins in the above simulated experiment, then the following must hold simultaneously:

(I) ABS.Verify(PP,pus, 2%, msg*, oys) = 1.
(I1) msg* # msg(® for any 6 € [Gacx]-

Note that ABS.Verify(PP,us, 2", msg*,0%,) = 1 implies [y, = VKie] A
[SIG.Verify (VK ., msg*, o) = 1], i.e., SIG.Verify(VKY,, msg*, 0%) = 1. Further, no-
tice that msgl®, for 6 € [Gsan], are the only messages that B queried a signature
on to C. Thus, (msg*,0Z,,) is indeed a valid forgery in the existential unforgeability
experiment against SIG. O

C Lemmas for the proof of Lemma B.1

Lemma C.1 Assuming ZO is a secure indistinguishability obfuscator for P/poly,
F is a secure puncturable pseudorandom function, and SPS is a splittable signature
scheme satisfying VKgps.rpy tndistinguishability’, for any PPT adversary A, for any
security parameter \, |Adv52’”71’0) (N —Advfg’yfl’l)(kﬂ < negl(\) for some negligible
function negl.

Proof To establish Lemma we introduce t*(*) 4 1 intermediate hybrid experi-
ments between Hyb, ,_; o and Hybg ,_; 1, namely, Hyb, ,_; ., for v € [0, *(*)] such
that Hyby 1 g4+ coincides with Hyb,, ;, and Hyb,, ;4 coincides with
Hybg,, 1.1

Sequence of Intermediate Hybrids Between Hyb, ,_; o and Hyb, ,_

Hybo, 1,0 (v =0,... ,t*()): In this experiment in response to the v'" signing
key query of A corresponding to TM M®) € M, with M®)(2*) = 0, B proceeds as
follows:

1. It first picks PPRF keys K{",..., K\, K . K\ ..
@) )

2. Next, it generates (PP, w(”), sTORE)) < ACC.Setup(1*, nycemy = 2*) and
(PPI(%Z,D((JV)) & ITR.Setup(1*, nyrp = 2*).

K & FSetup(1)).
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3. It provides A with the signing key
SKABS{M(D)} =

() )

K, PP, wf 1) pp®) )

’STOREO aPPITR,vvo 5
Init-SPS.Prog[g\”, w”, o) K1) 1),

IO( sps,E
TO(Accumulate.Prog[ngsp sk = 27, HK, PPt PPy, KS(;’/S)E])7
TO(Change-SPS.Prog[K") ., K) )), ’
TO(

sps,A? “*sps, E

Constrained-Key.Prog(%?) (M), T =2* () PP/(;lé)m Ppl(g}za K,

ABS

KW KW KD KDY e )

sps,A? ~*sps,B?

where the program Constrained—Key.Prog(o’,”)7 depicted in Fig. E is a modifica-

ABS

tion of the program Constrained—Key.Prog(l) shown in Fig.

ABS?

The rest of the experiment is identical to Hyb, ,_; ¢.

Constants: TM M = (Q, e, Zrare, 0, 90, gacs gres), Time bound T = 2*, Running time on
challenge input t*, Public parameters for positional accumulator PP,c., Public
parameters for iterator PPy, PPRF keys K, K1, ..., Kx, Ksps, A, Ksps, B, SSB hash
value of challenge input h*, Length of challenge input £*

Inputs: Time ¢, String SEED,y, Header position POSs,y, Symbol sym,y, TM state sTy, Accu-
mulator value wyy, Accumulator proof m,cc, Auxiliary value AUX, Iterator value
vy, SSB hash value h, Length £, Signature osps

Output: CPRF evaluation F(K, (h, £ip)), or (Header Position POSoyr, Symbol SYMyr, TM
state STour, Accumulator value weour, Iterator value voyr, Signature osps our, String
SEEDour), or L
1. Identify an integer T such that 27 < t < 27T, If [PRG(SEEDY) # PRG(F (K., (h, &nr)))] A
[t > 1], output L.
2. If ACC.Verify-Read(PPycc, Win, SYMy, POSiy, Tacc) = 0, output L.

3. (3‘) Compute Tsps, A = ]:(KSPS,A7 (h7 livpy t — 1))7 (SKSPS,A7 VKsps, A VKsPs—REJ,A) =
SPS.Setup(lA; Tsps, A)-
(b) Compute Tsps, B = f(KSl"S,B7 (h’ Ligp t — 1)); (SKsrﬂs,B ; VKsps, B VKSPS—REI,B) =

SPS.Setup(lA; Tsps, B )-
(c) Set muy = (viy, STix, Win, POSy) and a =¢-.
(d) If SPS.Verify(VKsps, 4, My, Ospsn) = 1, set a =A’
() Hla=“"] A [t>t")V(t<~y) V (h#h™) V (bne # £")], output L.
Else if [ =‘-"] A [SPS.Verify(VKsps, B, Mix, Osps,in) = 1], set o =B,
(f) If a =7, output L.
4. (a) Compute (STour, SYMour, 3) = 8(STiy, SYMyy) and POSour = POSiy + .
(b) If STour = ggey, output L.
Else if [STour = qac] A [ao =B’], output L.
Else if SToyr = qac, perform the following:
(I) Compute rge = F(K, (h, b)), (SKei, VKsic) = SIG.Setup(17; ree)-
(IT) Output (SKsig, VKsic)-
5. (a) Compute wour = ACC.Update(PPacc, Win, SYMour, POSiy, AUX). If wour = L, output L.
(b) Compute vour = ITR.Iterate(PPirg, Vin, (STin, Win, POS)).
6. (a) Compute  T{y 4 = F(Ksps, A, (B, lixe, )5 (SKps, a5 Vi<pg 4> Vpsnps, 4) =
SPS.Setup(1*; Ty 4)-
(b) Compute 74y p
SPS.Setup(1*; 7l 5)-
(C) Set moyr = (UOKITy STour, Wours POSOUT)-

= f(KsPs,Bv (h'7 elNPv t))v (SK;ps,B ’ VKQPS,B’ VK;PS-REJ.B) =

Compute ogps ovr = SPS.Sign(SK;PS,a, Mour).
7. Ift+1= 2"/7 for some integer 7', set SEEDoyr = F (K7, (h, br))-
Else, set SEEDoyr = €.

8. Output (POSour, SYMour, STours Wours Vour, Tses,outs SEEDour) -

Fig. 22 Constrained-Key.Prog(%?)

ABS
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Analysis

Let us denote by Advf’"il’om()\) the advantage of A, i.e., the absolute difference
between 1/2 and A’s probability of correctly guessing the random bit selected by
the challenger B, in the hybrid experiment Hyb,, ; ., for v € [0,*()]. Clearly,
AV 0 () = AV () and AV D () = Adv Y THO0 (0. Hence,
we have

)
AV 0) = AdVETTEY ) < YT AV TR () — AdVRTTROTTE ().
y=1

(C.1)
Claim below justifies that the RHS of Eq. (C.1) is negligible and consequently
Lemma [C.T] follows.

Claim C.1 Assuming ZO is a secure indistinguishability obfuscator for P/poly, F
is a secure puncturable pseudorandom function, and SPS s a splittable signature
scheme satisfying VKsps.rpy tndistinguishability’, for any PPT adversary A, for any
security parameter A, |Adv52’”71’0’7)()\) — Advf’"il’o’vfl)()\)\ < negl(\) for some
negligible function negl.

Proof The proof of Claim is similar to that of Claim B.1 of [7]. a
O

Lemma C.2 Assuming IO is a secure indistinguishability obfuscator for P/poly,
F is a secure puncturable pseudorandom function, and SPS is a splittable signature
scheme satisfying VKgpsrpy tndistinguishability’, for any PPT adversary A, for any
security parameter \, |Advi?’”_1’1) (N —Advfg’y_l’z)(kﬂ < negl(\) for some negligible
function negl.

Proof To prove Lemma [C.2] we consider the following sequence of intermediate hy-
brid experiments between Hyb, ,_; ; and Hyb, ,_; o:

Sequence of Intermediate Hybrids between Hyb, ,_, ; and Hyb, ,_,

Hybg ,,_1,1,0: This experiment coincides with Hybg ,_; ;.

Hybg ,,_1,1,1: In this experiment, to answer the v signing key query of A cor-
responding to TM M®) € M, with M®)(2*) = 0, B selects an additional PPRF
key K» & F.Setup(1*) along with all the other PPRF keys as well as the pub-

SPS, F’
lic parameters for positional accumulator and iterator as generated in Hyb , _; ; o,
providing A with the signing key
SKABS{M(U)} =

v v v v v
HK, PPJ(XC)(H wé ), STOREE] ), PPI(Tl’z,a 1}(() ),

IO(Init—SPS.Prog[qéy), w(()”) , vél’) , KS(:;E]L
ZO(Accumulate.Prog® Y [ngss s = 2, HK, PP, PP, K

sps,E»
() w px
Ks:s,th 76 ])7 )

TO(Change-SPS.Prog VK ) \ K& o KW o K oo b 7)),

TO(Constrained-Key.Prog(L.[M®), T = 2* ) ppY). pp{¥) K,
KM K KE K b )

sps,A? ~tsps,B?
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where the programs Accumulate. Prog(0 D and Change-SPS. Prog(0 D are the alter-
ations of the programs Accumulate. Prog(l) and Change-SPS. Prog(l) (Figs.[1 .and.
and are depicted in Figs. [23]and [24]respectively. The rest of the experiment proceeds
in the same way as in Hybg ,_4 ; o-

3. (a)
(b)
4. ()

(b)

Constants: Maximum number of blocks for SSB hash ngsppx = 2>‘, SSB hash key HK, Pub-

lic parameters for positional accumulator PP,cc, Public parameters for iterator
PPirr, PPRF keys Kgps, 5, Ksps, , SSB hash value of challenge input h*, Length of
challenge input £*

Inputs: Index i, Symbol syMy, TM state sT, Accumulator value wy, Auxiliary value AUX,
Iterator value vy, Signature ogps v, SSB hash value h, SSB opening value mgsp
Output: (Accumulator value woyr, Iterator value vour, Signature ogps.our), or L
1. (d) Compute Tsps, E = f(KsPs,E7 (h7 7/))7 (SKSPS,E7 VKsps, E 5 VKSPS-REJ,E) = SPS-SetUp(l)‘; TsPs,E)-
(b) Compute rsps,r = F (Ksps,F, (h, 1)), (SKsps, F, VKses, F, VKsps-res, F) = SPS-SEtUP(l)\§ Tsps,F)-
(c) If (h,i) = (h",£"), set VK = VKgps-ris, F -
(d) Set my = (v, ST, wiy, 0) and o =*-".
(e) If SPS.Verify(VKsps, £, Min, Osps, i) = 1, set a =‘E".
(f) If [a=-] A [(i#£") V (h#h")], output L.
Else if [a=‘-"] A [SPS.Verify(VK, muy, osps.n) = 0], output L.
Else if [a =-'] A [SPS.Verify(VK, muy, osps.n) = 1], set o =*F".

(g) If a =, output L.
2. If SSB.Verify(HK, h, i, SYMy, Tssz) = 0, output L.

5. Output (’wmn > Vour Usr’s‘m:'r)-

Compute woyr = ACC. Update(PPML, Wiy, SYMyy, ¢, AUX). If wour = L, output L.
Compute ’UOUT = ITR.Iterate(PPir, Viv, (ST, Wiy, 0)).

ComPUte wa E — ]:(Ksps E, (h Z+1)) (C;Ksps E’VK5P5 E’VKsPs REJ, E) = SPS. SetuP( 5 5}’5 E)
Set mour = (Vour, ST, Wour, 0). Compute ogps our = SPS.Slgn(bKSFS,E, Mouyr).

Fig. 23 Accumulate.Prog

(0,1)

1. (a)
(b)
(c)
(d)
(e)
()

Constants: PPRF keys Ksps, 4, Keps, B, Ksps, E, Ksps, 7, SSB hash value of challenge input h™,
Inputs: TM state ST, Accumulator value w, Iterator value v, SSB hash value h, Length

Output: Signature ogpsour, or L

Length of challenge input £*
Lip, Signature ogps iy
Compute regps, g = —F(KSPS,E> (h7 Zrm*)); (SKST‘S,E7 VKsps, E 5 VKSPS—RHJ,E) = SPS-SEtUP(]-XQ rsrﬂs,E)~

Compute Tsps, F = ]:(KSPS,Fa (h7 ell\l’))7 (SKSPS,F; VKgps, F 5 VKSPS-REJ,F) = SPS-SetuP(]-)\; Tsps,F)-
If (h, bixe) = (h™,£"), set VK = VKgps-res, F -

Set m = (v,sT,w,0) and a="*-
If SPS.Verify(VKsps, 2, M, Ospsiv) = 1, set oo =‘E’

If [ =1 A [loe #£%) V (R # h™)], output L.

Else if [ =-'] A [SPS.Verify(VK, m, osps.n) = 0], output L.

Else if [ =-'] A [SPS.Verify(VK, m, ospsn) = 1], set oo =F".

If a =*-’, output L.

Compute Tsps, A = ]:(Ksps,fh (hv Lixp O))7 (SKSPS,Av VKsps, A, VKSPs—m-J,A) =
SPS.Setup(1*; Tsps, 4 )-

Compute Tsps, B = ]:(KSPS,B7 (h, b, 0))7 (SKst,B7 VKsps, By VKSPS—REJ,B) =

SPS. Setup(l ; Tss, B)
If [(h, boe) = (R, £7)] A [0 =*F’], output ogpsouvr = SPS.Sign(SKsps, B, ™).
Else, output ogps,our = SPS.Sign(SKsps, 4, ™).

Fig. 24 Change-SPS.Prog(O’l)

Hybg ., _1,1,2: In this experiment, in response to the v

th signing key query of A

corresponding to TM M®) € M, with M®)(z*) = 0, B proceeds as follows:

1. It first generates all the PPRF keys as well as the public parameters for the
positional accumulator and the iterator just as in Hybg ,_; 5 ;.
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2. Next it creates the punctured PPRF key Kﬁ;’;F{(h*J*)} &
(v.€7)

]-".Puncture(KS(sS)’F7 (h*,£7)) as well as computes rg, = ]:(Ks(:s),Fv (h*, )
A A E E
and (SK{ g VKL s VR s ar) = SPS.Setup(1Y:r0)).
3. It hands A the signing key
SKaps{M ™)} =
K, Pp, w”, sTore PR 08,

I(’)(Init-SPS.Prog[qé"), w(()l')7 véy), KS(;)E]),
ZO(Accumulate.Prog®? [ngsp i = 2, HK, PP, PP, Ké:s),Ev
KW (h*, 0%)}, VK(M(*) h 0%)),

sps, F' SPS-REJ,H
TO(Change-SPS.Prog D (K] K o K& o K& L A(h7,6)),
(v,€7) * Pk

VKSPS—REJ,H’ h 7é Da
ZO(Constrained-Key.Prog (L. [M®), T = 2* ¢*(), ppY) ppl) K,

KK KGR g )
where the programs Accumulate.Prog(O’z) and Change—SPS.Prog(O’Q) are the modi-
fications of the programs Accumulate.Prog(O’l) and Change—SPS.Prog(O’l) (Figs.
and and are described in Figs. and respectively.

The remaining part of the experiment is analogous to Hyb, ,_; ; ;.

Constants: Maximum number of blocks for SSB hash ngsspx = 2)‘7 SSB hash key HK, Public
parameters for positional accumulator PP,¢c, Public parameters for iterator PPz,
PPRF key Kgps, 2, Punctured PPRF key Kgs p{(h",£")}, Verification key VKg,
SSB hash value of challenge input h*, Length of challenge input £*

Inputs: Index i, Symbol syM;y, TM state sT, Accumulator value wyy, Auxiliary value AUX,

Iterator value vy, Signature ogps i, SSB hash value h, SSB opening value mgsp

Output: (Accumulator value woyr, Iterator value vour, Signature ogps.our), or L

1. (a) Compute Tsps, E — —F(KSPS,Ey (h’ Z))’ (SKSFS,EW VKsps, E VKSFS—REJ,E) = SPSSetUP(l/\; TSPS,E)‘

(b) Compute Tsps, F = f(KST’S,F{(h* 5 e*)}7 (h7 Z)), (SKsr’s,FH VKgps, F s VKSPS—IU—I,I,F) =
SPS.Setup(1*; Tsps, )

(c) Set myy = (v, ST, wi, 0) and a =
(d) If SPS.Verify(VKsps, &, Mux, Ospsn) = 1, set a =E".

)

() If [a =] A [(1#4£") V (h# h™)], output L.
Else if [(x:‘—’] A [SPS.Verify(VKH, M, o'sps‘,,\) = OL output L.
Else if [ =-] A [SPS.Verify(VKg, M, Ospsun) = 1], set o =F".
(f) If @ =", output L.
2. If SSB.Verify(HK, h, i, SYMy, sss) = 0, output L.
3. (a) Compute woyr = ACC.Update(PPacc, Winy SYMiy, 4, AUX). If woyr = L, output L.
(b) Compute vour = ITR.Iterate(PPirg, Vi, (ST, Wiy, 0)).
4. (a) Compute Ts/‘Ps,E = }_(KSPS,Ev (hv 7:+1))) (SKéPs,EW VKéPs,E’ VK;PS—REJ,E) = SPS'SetuP(l/\; T;‘PS,E)'
(b) Set mour = ('U()U'l'a ST, Wour, O) Compute ogpsovr = SPS-Sign(SK;p51E7 mou'r)-

5. Output (Wour, Vour, Tsps,our)-

Fig. 25 Accumulate. Prog(o’z)

Hybg ,,_1,1,3: This experiment is identical to Hyb,,_; ;5 except that while cre-

ating the v*" signing key queried by A corresponding to TM M®) e M, with
M@ (z*) = 0, B selects régﬁ{) & Voprr, i-€., in other words, B generates (SKgZ:f;{),
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Constants: PPRF keys Ksps, 4, Ksps, B, Ksps, 5, Punctured PPRF key Kgs p{(h™,€*)}, Verifi-
cation key VKg, SSB hash value of challenge input h*, Length of challenge input
Y —
Inputs: TM state sT, Accumulator value w, Iterator value v, SSB hash value h, Length
Cixp, Signature ogps x

Output: Signature ogps our, or L
1. (a) Compute Tsps, E = -F(KSPS,E7 (h7 ZINI’))7 (SKsPs,E; VKsps, E VKSPS-REJ,E) = SPS-SetUP(]-)\; 7'sps,E)<
(b) Compute Tsps, F° = ]:(KSPS,F{(h*7E*)}7 (h7Z]NP))7 (SKSPS,F7VKSPS,F;VKsPs—REJ,F) =
SPS.Setup(lA; Tsps, F)-
(¢) Set m = (v,sT,w,0) and a=*-"
(d) If SPS.Verify(VKsps, £, M, Osps,n) = 1, set o =‘FE".

(e) If [a =] A [(bmr #£*) V (h # h™)], output L.
Else if [ =-] A [SPS.Verify(VKg, m, ospsn) = 0], output L.
Else if [ =‘-"] A [SPS.Verify(VKg, m, ospsn) = 1], set o ="F".
(f) If a =, output L.
2. (a) Compute Tsps, A = F(Ksps, a5 (b, bixw, 0)), (SKsps, A5 VKsps, A, VKsps-res, A) =
SPS.Setup(1*; reps, a ).
(b) Compute Tsps, B = f(KSPS,Ba (h1 Cinp, O))’ (SKSFS,B s VKsps, B 5 VKSFS—REJ,B) =

SPS.Setup(lA; Toses, B )-
(c) If [(h,bnp) = (R*,£%)] A [ao ="F’], output ospsouvr = SPS.Sign(SKeps, B, M).
Else, output ospsovr = SPS.Sign(SKsps, 4, ™).

Fig. 26 Change-SPS.Prog(®:?

(v,€) (v,€7)

VKgpd 17 VKapd res 2 & SPS.Setup(1*), and gives A the signing key

SKags {M(V) b=

v v v v v
HK7 PP;(XC)(H 'U]é )a STOREé )a PPI(lej 1}8 )7

IO(Init—SPS.Prog[q(()”)7 w(()”) , v(g”) , KS(:;E]L
ZO(Accumulate.Prog®? [ngss i = 2, HK, PP, PP, K

w) (1.£°) e
Ks;/s,F{(h*vé*)}v\/Ks:é—REJ,H?h*vg*])7 )
K v

7O(Change-SPS Prog "2 [K) , K®) | K1),
v, * %
VKéPS—Rl)E.],H’h 7£ Da

I(Q(Constrained—Key.Prog[(é)S [MW), T =27 ++() PPgZ)c, PPI(ﬁ%, K,
KW KO KRS K e )

sps,A? “*sps,B?

K o{(h, )},

Hybg ,,_1,1,4: In this experiment, to answer the v signing key query of A corre-

sponding to TM M®) € M, with M(V)(.T*) =0, B creates all the components as in
Hybg ,_1 1.3, however, it provides A with the signing key
SKpps{ M)} =

v v v v v
HK, PP, wg”), sTORES”, PRI, of”,

IO(Init—SPS.Prog[qé"),w((]”),véy),Ké;’;E]),
ZO(Accumulate.Prog®? [ngss ik = 2%, HK, PP, PP, Kf;,’S)E,
* Pk e * P
Ks(rl’/s),F{(h 76 )}7VK£:S,fI)’h 7£ ])7

10(Change SPS.ProgTPKE) 1 K2 . K2 KL (0,7,
l/,f* * *
VK ) b)),

TO(Constrained-Key.Prog(L.[M®), T = 2* ) pp(¥). pp{¥) K,
KM K KE K e )

sps,A’ “*sps,B?
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The rest of the experiment is the same as Hyb, ,,_; ; 3.

Hybg ,,_1,1,5: In this experiment, in response to the V0 signing key query of A cor-
responding to TM M®) € My, with M®*)(z*) = 0, B forms all the components as in
Hybg ,_1 1.4 except that it computes rt) = .F(K(V) (h*, %)), (SK(V’Z ) vk®f)

sps,H — sps,F? sps,H sps,H ?
VKéIV,’i;i:J’H) = SPS.Setup(1*; rér'fg;)), and hands A the signing key
SKaps{M ¥} =

v v v v v
HK, PPFA(?(H U}é ), STOREE] ), PPI(Tl’z,a 1}(() ),

IO(Init—SPS.Prog[qéu), w((]”), véy), Ks(:s),E])7
IO(Accumulate.Prog(0‘2) [nSSB—BLK = 2)\7 HK, sz(\lé)(:a PPI(’ITle,v Kipys),y
* [k A * )%
KL p (0, 00}, Vi g b 6)),
7O(Change-SPS.Prog ) [k \ K&) , K& .
v, L* *
VK e 0],
I(Q(Constrained—Key.F’rogg}g)S [MW), T =27 t+() PP&VC)C, PPI(}/P)(, K,
K, K G 4 K b))
The rest of the experiment is analogous to Hyb, ,,_1 ; 4.

K oAb, )},

Hybg ,,_1,1,6: This experiment corresponds to Hybg ,_; 5.
Analysis

Let Advﬁ’”fl’l’ﬂ)()\) represents the advantage of A, i.e., the absolute difference be-
tween 1/2 and A’s probability of correctly guessing the random bit selected by

the challenger B, in Hybg, ;1 ,, for ¥ € [0,6]. By definition, Adv&?’”fl’l)(/\) =
Adv‘(/(‘),ufl,l,O) ()\) and Adv_(/g"j7172)()\) = Advfﬁ(‘),ufl,l,G)()\). Then, we have

6
AT O) = AV )] < 3T AR TR TE () — Adv TR (V).
9=1
(C.2)
Claims below will demonstrate that the RHS of Eq. (C.2)) is negligible and
thus Lemma follows.

Claim C.2 Assuming ZO is a secure indistinguishability obfuscator for P/poly, for
any PPT adversary A, for any security parameter A, |Advf’u_1’1’0)()\)fAdvEf’V_l’l’l)
(N)] < negl(\) for some negligible function negl.

Proof The difference between Hyby ,_;,9 and Hybgy,_;; is the following: In
Hybg ,, 11,0, B includes the programs ZO(Fy) and ZO(F;) within the vth signing key
returned to A, while in Hyb, ,,_; ; ;, B includes the programs ZO(P;) and ZO(Py)
instead, where

— Py = Accumulate.Prog[nssp.px = 27, HK, PPS\Z)C, PPI(}Q, Kf;;)E] (Fig. ,

- Pl = Change—SPS.Prog[Kélf;mKSFP";E] (Fig. ,
— P, = Accumulate.Prog®V[ngppx = 2%, HK, PP, PP, KS;’S)D Ké:g,F’
h*, £*] (Fig. [23),
_ pr_ _ 0,1 g () () (v) () * px .
P = Change-SPS.Prog' ™/ [K ¢ 4, Kooy po Kgpd gy Kps oo 17, €7] (Fig. [24).
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Now, observe that the programs P, and P; clearly have identical outputs for
inputs corresponding to (h,7) # (h*,£*). Also, by the correctness [Property
of splittable signature scheme SPS, both the programs output L in case SPS.Verify
(VKsps, 2, Mux, Osps ) = 0 for inputs corresponding to (h*,¢*). Thus the programs
Py and P, are functionally equivalent. A similar argument justifies the functional
equivalence of the programs Pj and Py.

Thus, by the security of ZO, Claim [C-2] follows. Of course, we need to consider
a sequence of hybrid experiments to arrive at the result where in each hybrid exper-
iment we change the programs one at a time. a

Claim C.3 Assuming ZO is a secure indistinguishability obfuscator for P/poly and
F satisfy the correctness under puncturing property, for any PPT adversary A, for
any security parameter A, |Adv52’y_l’1"1)()\) — Advfg’y_l’l"z)()\)\ < negl(\) for some
negligible function negl.

Proof The difference between Hyb, ,_;;; and Hyby, ;. is the following: In
Hybg ,_1.1.1, B includes the programs ZO(F,) and ZO(Fj) within the v*" signing key
returned to A, while in Hyb, ,_; ; 5, B includes the programs ZO(P;) and ZO(P;)
instead, where

— Py = Accumulate.Prog®Vngp i = 2%, HK, PP, PP, K . K

sps,E» sps,F»
h*, 0] (Fig. [23),
K(V) K(V)

- Py = Change—SPS.Prog(O’l)[Ki;,’;A,Ki;,g’B, sps. B> SPS7F,h*,€*] (Fig. ,

— P = AccumulateProg® P ngn = 2V, HK, PPl PRI KL
v * P v, * Ok .
KS(PS)yF (h*, ¢ )}’VKéPs—RI)aJ,H’h 0] (Flg.7
- P = Change-SPS_Prog(o,z)[ngss)’A7 Ki:;@ KS;JE’ Ks(;;)F (h*, )},

v, 0" £ px .
VKgpS,RZ:J’mh 0] (Flg..

Now, by the correctness under puncturing property of the PPRF F, both the
programs Py and P; have identical outputs on inputs corresponding to (h,i) #
(h*,£*). For inputs corresponding to (h*,¢*), P; uses the hardwired verification

(v, £7) vl (v, 0") (v, 0")
key VKSPS—REJ,H’ SPS-REJ, sps,H VKSPS,H’

VKgf;)%H) = SPS.Setup(lk;rf;:f;}) and rgf;) = f(Ki:;F, (h*,£*)). Observe that
these values are exactly the same as those used by the program Py for inputs cor-
responding to (h*, £*). Thus, both programs have identical outputs for inputs corre-
sponding to (h*, ¢*) as well. Hence, the two programs are functionally equivalent. A
similar argument will justify that the programs P§ and Pj are functionally equivalent.

Therefore, by the security of ZO, Claim follows, considering a sequence of
hybrid experiments where in each hybrid experiment we change the programs one
at a time. a

where in Hyb, ,_; ; 5, VK  is computed as (SK

Claim C.4 Assuming F is a secure puncturable pseudorandom function, for
any PPT adversary A, for any security parameter M, |Adv£2’”71’1’2)()\) —
Advffl)’y_l’l’B)()\)\ < negl(\) for some negligible function negl.

Proof Suppose there exists a PPT adversary A for which |Adv££’y_1’1’2)()\) —

Advff’yil’l’g)()\)\ is non-negligible. We construct a PPT adversary B that breaks the
selective pseudorandomness of the PPRF F using A as a sub-routine. The description
of B follows:
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e B initializes A on input 1* and receives a challenge signing attribute string z* =

x§ ... Tpe_q € Uaps with |2*| = £* from A.

Upon receiving x*, B proceeds as follows:

1. B generates HK & SSB.Gen(1*, ngsppix = 2*,i* =
Hux ().

2. Then, B selects a PPRF key K & F Setup(17).

3. After that, B computes %, = F(K, (h*,¢*)) followed by (SKig, VKe) =
SIG.Setup(1%; r%,).

4. B returns the public parameters PP,ps = (HK, ZO(Verify.Prog,,[K])) to A.

For i € [Gksy], in response to the n'' signing key query of A corresponding to

TM M € My with M (z*) = 0, if 5 # v, then B proceeds exactly as in

Hybg ,,_1 1,2, while if n = v, then B proceeds as follows:

1. B first selects PPRF keys Kfy), .. .7K§\”), Kés;A,
F.Setup(1*).

2. Next, it generates (PP, w!, sTORE) & ACCSetup(1*, nacemx = 2%)
and (PPI(TVQ,U(()V)) & ITR.Setup(1*, nypr = 2*).

3. Then, B sends (h*, £*) as the challenge input to its PPRF selective pseudoran-
domness challenger C and receives back a punctured PPRF key K*{(h*,(*)}

FE", (h*,6%)) o1 7% & Vioue. B
will implicitly view the key K* as the key K %)

Sps,F'*

0) and computes h* =

k¥, &

Sps,E

K(”)

sps,B?

and a value r* € Ypprp, where either r* =

4. B generates (SKEf’f;{),VKE:SK;},VKgf’Se;)E]H) = SPS.Setup(l)‘; r*).
5. B gives A the signing key
SKaps{M ¥} =
HK, pr\lg)c, wé”), STOREE,”), PPI(%%, v((f’),

IO(Init—SPS.Prog[qéy), w(()”), v(()l')7 KSES;E]L
(v) (v)

0,2 A (v)
IO(AccumuIate.Prog( )[nSSB—BLK =2 ,HK7PPACC,PPITR,KSPS’E,

* Pk v,0* « %
K {(h ’E )}’VKgps-Rl)aJ,H7h 76 ])7
TO(Change SPS.Prog " I 1 Ky, K K {7,
VKs;é—REJ,H’ h*v K*D,

I(Q(Constrained—Key.F’rog/(jg)s [MW), T =27 t+() PP&"C)C, PPI({}{, K,
(v v) v) v) * Pk
K, KV K K e )
For 6 € [Gsiax], in reply to the @' signature query of A on message msg?) ¢

M s under attribute string z*, B computes 052 & SIG.Sign(SKy,,, msg?)) and
provides A with Uf@ = (VR;G, Ufﬁ))

Finally, A output a signature o, on some message msg* under attribute string
z*. B outputs b =1 as its guess bit in its PPRF selective pseudorandomness
experiment if A wins, i.e., if ABS.Verify(PPps,2*, msg*, 05,s) = 1 and msg* #

msg(® for any 6 € [dsicn]. Otherwise, B outputs b = 0 in its PPRF selective
pseudorandomness experiment.

Note that if r* = F(K*, (h*,£*)), then B perfectly simulates Hyb, , _; ; 5. On the

other hand, if r* ﬁ Yererr, then B perfectly simulates Hyboﬁl,_17173. This completes

the proof of Claim [C-4]
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Claim C.5 Assuming SPS is a splittable signature scheme satisfying “VKgps.pes -

distinguishability’,

for any PPT adversary A, for any security parameter

A, |Adv£2’"71’1"3)()\) - Advfg"/fl’l’4)()\)| < negl(A) for some negligible function negl.

Proof Suppose there exists a PPT adversary A for which |Adv£2’"71’1’3)()\) -

Advfg’y_l’l’4)()\)\ is non-negligible. Below we construct a PPT adversary B that
breaks the VKgpg_pg; indistinguishability of SPS using A as a sub-routine.

e 3 receives a verification key VK of the splittable signature scheme SPS from its
VKgpsrey indistinguishability challenger C, where VK is either a proper verification
key VKgps Or a reject verification key VKgpgpgy. Then, B initializes A on input 1*
and receives a challenge signing attribute string x* = xf...25._; € Usps with
|z*| = ¢* from A.

e Upon receiving z*, BB proceeds as follows:

1. B generates HK & SSB.Gen(1*, ngsppx = 27,1* =
Huk (z*).

2. Then, B selects a PPRF key K & F.Setup(17).

3. After that, B computes i, = F(K, (h*,¢*)) followed by (SKiq, VKye)
SIG.Setup(1*; rZ,,).

4. B returns the public parameters PP,ps = (HK, ZO(Verify.Prog, ,.[K])) to A.

e For 1 € [Gkey], in response to the n'h signing key query of A corresponding
TM M®™ € My with M (z*) = 0, if  # v, then B proceeds exactly as i
Hyby ,_1.1,3, while if n = v, then B proceeds as follows:

1. B first selects PPRF keys K\”,....K\" K\, KU ..
F Setup(1).

2. Next, it generates (PP%)C,w(()"),STORE(()”)) & ACC.Setup(1*, naconx = 2*)
and (PPI(TVIE,U((JV)) & ITR.Setup(1*, nyrr = 2*).

3. B creates the punctured PPRF key Ké;,’s)f{(h*,f*)} & F .Puncture(Kgps,
(h*, £7)).

4. B gives A the signing key

SKaps{ M)} =

v v v v v
HK, PP&C)(;, wé ), STOREE] ), PPI(T&, 1}(() ),

IO(Init—SPS.Prog[qé”), w(()”), v(()"), Ks(:s),E])7
(v) (v)

0,2 A (v)
IO(AccumuIate.Prog( )[nSSB—BLK =2 7HK,13131\0(;,131?“,2,,KSPS’E7

0) and computes h*

()

sps, F'

Teo

K(V)

sps,E

K e{ (0, 0)}, Vi, e, ),
TO(Change-SPS.Prog* 2K ) \ K& o KW o KW (07, 0)},

VK, h*, £*]),
IO(Constrained-Key.Progf\lBL [M®), T = 2> t*() PP&ZZn PPI(;rzv K,
KW KW K KW e )

sps,A? “*sps,B?
e For 6 € [Gsen], in reply to the 6 signature query of A on message msg(?) €

*

M, gs under attribute string z*, B computes aélgc) ﬁ SIG.Sign(SK,
provides A with o{% = (VReg, o).

e Finally, A output a signature o3, on some message msg* under attribute string
z*. B outputs b =1asits guess bit in its VKgps pg; indistinguishability experiment
if A wins, i.e., if ABS.Verify(PP,ys, z*, msg*,0%,) = 1 and msg* # msg(®) for

msg(?) and
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any 0 € [{sen]. Otherwise, B outputs b = 0 in its VKepsns indistinguishability

experiment.

Notice that if VK = VKgsps.ps, then B perfectly simulates Hyb,, 4 3. On the
other hand, if VK = VKgps, then B perfectly simulates Hybg ,_; ; 4. This completes
the proof of Claim O

Claim C.6 Assuming F is a secure puncturable pseudorandom function, for
any PPT adversary A, for any security parameter A, |Adv52’"71’1’4)()\) -
Advf’yil’l’S)(A)\ < negl(\) for some negligible function negl.

Proof The proof of Claim is similar to that of Claim [C.4] with some appropriate
changes which can be readily identified. a

Claim C.7 Assuming ZO is a secure indistinguishability obfuscator for P/poly and
F satisfies the correctness under puncturing property, for any PPT adversary A, for
any security parameter A, |Adv52’y_1’1’5)()\) — Advfg’y_l’l’ﬁ)()\)\ < negl(\) for some
negligible function negl.

Proof The proof of Claim [C.7] is analogous to that of Claim [C.3| with some appro-
priate changes that are easy to determine. a
O

Lemma C.3 Assuming ZO is a secure indistinguishability obfuscator for P/poly,
F is a secure puncturable pseudorandom function, and SPS is a splittable signature
scheme satisfying VKspsrpy tndistinguishability’, for any PPT adversary A, for any
security parameter \, |Adv£2""_1’2) (N —Advff’y_l’g)(/\ﬂ < negl(\) for some negligible
function negl.

Proof To prove Lemma we consider the following sequence of ¢* intermediate
hybrid experiments between Hybg ,_; o and Hybg ,_ 5:

Sequence of Intermediate Hybrids between Hyb, ,_, , and Hyb, ,_; 5

Hyby, 12, (t =0,...,£* —1): In this experiment in response to the v*"" signing
key query of A corresponding to TM M®) € M, with M®)(z*) = 0, B proceeds as
follows:
1. It first chooses PPRF keys Kf”),...,Kiy),Ks(:S)A, KS(:S)B, KS(SS)E, KQ:S)F
F.Setup(1*).
(v ()

2. Next, it generates (PPycc, W 7STOREE)")) & ACC.Setup(1*, npce-nx = 2) and

(PP, o) & ITR Setup(1*, ey = 2%).
3. It provides A with the signing key
SKaps{ M)} =

v v v v v
HK7 sz(\C)Ca w(() )7 STOREé )7 PPI(Trzv U(() )7

ZO(lnit—SPS.Prog[q(()”), wéy) , v(()"), K(”)’E]),

SPS
ZO(Accumulate.ProgY) [ngg e = 2%, HK, pp). ppl) KW

Sps,E»
K(V) h*, E*])7

Sps, F'?

ZO(Change-SPS.Prog " [K )\ K& o KL o K8 b 07)),

ZO(Constrained-Key.Prog(\L[M®), T = 22 t+*@)ppl). ppl) K,
KM K KY) KE) e )

sps,A? ~sps,B?

$
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where the programs Accumulate.Prog™* and Change-SPS.Prog(™*) are the mod-
ifications of the programs Accumulate.Prog(z) and Change—SPS.Prog(2> (Figs.

and and are depicted in Figs. and respectively.

The rest of the experiment is similar to Hybg,_; 5. Observe that Hybg ,_; 5 o4
coincides with Hybg ,_; o and Hyby ,,_; 5 ¢ corresponds to Hybg ,_; 5.

Constants: Maximum number of blocks for SSB hash ngsppx = 2A, SSB hash key HK, Pub-
lic parameters for positional accumulator PP,cc, Public parameters for iterator
PP, PPRF keys Kgps, £, Ksps, 7, SSB hash value of challenge input h*, Length of
challenge input £*
Inputs: Index i, Symbol sYM;y, TM state sT, Accumulator value wy, Auxiliary value AUX,
Iterator value vy, Signature ogps v, SSB hash value h, SSB opening value g
Output: (Accumulator value woyr, Iterator value vour, Signature ogps.our), or L
1. (a) Compute Tsps, E = F(KSPS,E7 (h7 7/))7 (SKSPS,E7 VKsps, E 5 VKSPS-REJ,E) = SPS-SetUp(lk; TSPS,E)-
(b) Compute Tsps, F = ]:(Ksr’s,F; (h; 7/)); (SKSPS,FyVKSPS,Fy VKSPS—REJ,F) = SPS-SEtUP(l/\§ TSPS,F)'
(c) Set my = (v, ST, Wi, 0) and a =¢-"
(d) If SPS.Verify(VKsps, 2, Mun, Ospsin) = 1, set o =‘E’.

(e) If [a =" A [(e>¢€") vV (1<) V (h#h")], output L.
Else if [ =-] A [SPS.Verify(VKsps, F, Mun, Osps,in) = 1], set a =F".
(f) If « =", output L.
2. If SSB.Verify(HK, h, i, SYMy, sss) = 0, output L.
3. (a) Compute woyr = ACC.Update(PP oo, Winy SYMiy, 4, AUX). If woyr = L, output L.
(b) Compute voyr = ITR.Iterate(PPirg, vix, (ST, wiy, 0)).

4. (a) Compute Ts/‘Ps,E = ]:(KSPS,E’ (h7 i+1))! (SK;PS,E’ VK;PS,E’ VK;PS—REJ,E) = SPS'SetuP(l)\; TéPS,E)'
(b) Compute T;PS,F = ]:(KSI’S,F> (hv i+1))1 (SK;PS,F1 VK;ps,FV VK;PS-RHJ,F) = SPS'SetUP(]')\; r;PS,F)'
(c) Set mour = (Vour, ST, Wour, 0). If i < £*, compute ogps our = SPS.Sign(SK;psya, Mour).

Else, compute ogps our = SPS.Sign(SK;PS’E, Mour)-

5. OUtPU-t (wou'r; Vour, UsPs.otT)-

Fig. 27 Accumulate.Prog(l’L)

Constants: PPRF keys Ksps, 4, Ksps, B, Ksps, 5, Ksps,, SSB hash value of challenge input h™,
Length of challenge input £*
Inputs: TM state sT, Accumulator value w, Iterator value v, SSB hash value h, Length
Lixp, Signature O'sps,IN
Output: Signature ogps our, or L
1. (a) Compute Tsps, E — ]:(KSPS,E7 (h7 ZINP))y (SKSPS,Eg VKsps, E» VKSPS—REJ,E) = SPS-SetUP(]-A; "’SPS,E)~
(b) Compute Tsps, F = f(KSl"S,F7 (h7 le\'f‘))7 (SKSPS,F7 VKsps, F 5 VKSPS—M;J,F) = SPS-SEtUP(IAQ rsrﬂs‘F)-
(c) Set m = (v,sT,w,0) and a="*-"
(d) If SPS.Verify(VKsps, 2, M, Osps,v) = 1, set o =",

(e) If [a =" A [(bixe > €7) V (bue < t) V (h # h™)], output L.
Else if [ =‘-"] A [SPS.Verify(VKsps, F, m, Osps,iv) = 1], set o =*F".
(f) If a =", output L.
2. (a) Compute Tsps, A = F(KSPS‘A 3 (h7 Zl\va 0))7 (SKSPS‘A ) VKSPS,A7 VKsPs—ch,A) =
SPS.Setup(1*; reps, a)-
(b) Compute Tsps, B = ]:(KSPS,Ba (ha Lixp, 0)), (SKSFS,Ba VKsps, B s VKSFS—REJ,B) =

SPS.Setup(lA; Tsps,B)-
(¢) If [(h,bnwp) = (R™,£%)] A [ao ="F’], output ogpsour = SPS.Sign(SKeps, B, M).
Else, output ogpsovr = SPS.Sign(SKsps, 4, ™).

Fig. 28 Change-SPS.Prog:*)

Analysis

Let us denote by Advfg’l’_l"g’b)()\) the advantage of A, i.e., the absolute difference

between 1/2 and A’s probability of correctly guessing the random bit selected by

60



the challenger B, in the hybrid experiment Hyb, , ;5 ,, for + € [0,£* — 1]. Clearly,

AVE 2 () = AV 2T (A) and AV T () = AV O (0). Hence
we have,
0 —1

AT ) — AT )1 < DT AR TR () — Adv T )
=1

(C.3)
Claim below justifies that the RHS of Eq. (C.3) is negligible and consequently
Lemma follows.

Claim C.8 Assuming ZO is a secure indistinguishability obfuscator for P/poly, F
is a secure puncturable pseudorandom function, and SPS is a splittable signature
scheme satisfying VKgps.rpy tndistinguishability’, for any PPT adversary A, for any
security parameter A, |Adv52’y_1’2’b)()\) fAdvEf’"_l’Q’L_l)(Aﬂ < negl(\) for some neg-
ligible function negl.

Proof The proof of Claim is similar to that of Lemma [C.2| with some appropriate
modifications which are easy to find out. a

O

Lemma C.4 Assuming ZO is a secure indistinguishability obfuscator for P/poly,
F is a secure puncturable pseudorandom function, and SPS is a splittable signa-
ture scheme satisfying VKsps.one indistinguishability’, for any PPT adversary A, for
any security parameter X, |Adv52’y_1’3)()\) — Advg‘)’”_l’&o)()\ﬂ < negl(\) for some
negligible function negl.

Proof In order to prove Lemma [C-4] we consider the following sequence of interme-
diate hybrid experiments between Hyb, ,_; 5 and Hyb, ,_ 5 -

Sequence of Intermediate Hybrids between Hyb, ,_; 3 and Hyby ,_; 34

Hybg ,,_1 5.1: This experiment coincides with Hybg ,_ 5.

Hybg ,,_1 311 In this experiment, to answer the vt signing key query of A cor-
responding to TM M®) € M, with M®)(z*) = 0, B proceeds as follows:

1. It first generates all the PPRF keys together with the public parameters for the
positional accumulator and the iterator just as in Hybg ,,_4 5.

2. Next, it  creates the punctured PPRF key Kégs)’E{(h*,O)} &
.F.Puncture(K(V) (h*, 0)) as well as computes r0), = ]-'(KS(:S{E, (h*, 0))

sps,E» sps,G
and (SK6 VK g Vi g = SPS Setup(1Y; 7).
3. Then, it sets mé,yg = (v(()u)a CZ(()U), w(()y), 0) and computes Uésé% —
SPS.Sign(sk{ %, my).-
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4. B gives A the signing key

SKABS{M(V)} =
HK, PP&Z)C, w(()”), STORE(()U), pp") v(()”),

IO(Init—SPS.Prog(l)[q(()y)7w(()"),v(()”), sps, B (h*,0) ,Ué:é?)c,h*

D
IO(AccumuIate.Prog(Q’l) [Nssppx = 2%, HK, PPg’é)c, Ppl(ll:rza KS(FZ;)E
K2 p VRS I, 0,

sps,F'"? sps,G?
IO(Change—SPS.Prog(z) [Kéﬁ;,A, K;TS),B,

TO(Constrained-Key.Prog L. [M®) | T = 2* 1*0) pp{¥),
KK KG 4 K )

where the programs Init—SPS.Prog(l) and Accumulate.Prog(z’l) respectively are

the alterations of the programs Init-SPS.Prog and Accumulate.Prog'® (Figs. |§|

and and are depicted in Figs. [29] and

The remaining part of the experiment is similar to Hyb, ,_; 5.

K(V)

(h*,0)},

VK

K& (e, 00}, K b, 07]),

PP, K,

Constants: Initial TM state qo, Accumulator value wq, Iterator value vg, Punctured PPRF
key Kgs, g{(h™,0)}, Signature o, SSB hash value of challenge input h*
Input: SSB hash value h
Output: Signature ogpsour
1. If h = h™*, output og.
Else, compute rsvs, B = F (Ksps, 2{(h™,0)}, (h,0)), (SKsps, &, VKsps, B, VKsps-res, B) =
SPS.Setup(lk; Tsps, B )-
2. Output oesour = SPS.Sign(sKeps, &, (Vo, g0, wo, 0)).

Fig. 29 Init-SPS.Prog"

Hybo,,,_173_m: This experiment is analogous to Hyboﬂ,fl’g_II with the only excep-
tion that while constructing the vt signing key queried by A corresponding to TM
M®) € My with M®)(z*) = 0, B selects r:0)

ps.G i YVerrr- More formally, to answer
the " signing key query of A, B creates all the components as in Hybo , 1311

except that it generates (SKé?’S%, VK;Z;?)G, VKérlfé(-)r){m,G) ﬁ SPS.Setup(lA), sets méfg _
(), al") wi”,0), computes o2 = SPS.Sign(sk(/ %, miy) and provides A with
the signing key
SKABS{M(V)} =
HK, PP%)C, wé”), STORES’), PPI(;%, v(()V)7
ZO(Init-SPS.Prog!) @) W) @) @) h*,0) (:0) 1
( n -rrog [qo ’wo ’UO ’ SPS,E{( ) }’Usps,Gv ])7
ZO(Accumulate.Prog®V [ngg i = 2)‘7HK7PPS\Z)C’PPI(’;’%’KgPI;‘)’E{(h*7O)}’

v v,0 x %
Képs?,F7VK§Ps,g;7h 7£ ])7
K(V)

ZO(Change-SPS.Prog'® [K;,”S)’A7 N
ZO(Constrained-Key.Prog (L. [M ™), T = 2* *(*) pp
KW KW KRS K L e )

sps,A’ “*sps,B?
Hybg ,,_1,5.1v: This experiment is the same as Hybg ,,_; 3y with the exception that

K£:3,E{<h*,(og},Kgsg,F,h*,e*D,

(v)
acos PPk, K

in response to the v** signing key query of A corresponding to TM M*) € M, with
M@ (z*) = 0, B proceeds as follows:
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Constants: Maximum number of blocks for SSB hash nggs px = 2>‘7 SSB hash key HK, Public
parameters for positional accumulator PP,¢., Public parameters for iterator PPz,
Punctured PPRF key K5 g {(h™,0)}, PPRF key Kqps, F, Verification key VKg, SSB
hash value of challenge input h*, Length of challenge input £*

Inputs: Index 4, Symbol syM;y, TM state sT, Accumulator value wyy, Auxiliary value AUX,
Iterator value vy, Signature ogps v, SSB hash value h, SSB opening value mgsp
Output: (Accumulator value woyr, Iterator value vour, Signature ogps.our), or L
1. (a) If (h,4) # (h*,0), compute rsps, B = F (Kses, {(h",0)}, (h, 1)), (SKsps, B, VKsps, E»
VKsps-REJ E) = SPS-SetUP(:l)\; Tsl’s.E)-
Else, set VKgps,E = VKG .
(b) Compute Tsps, F — ]:(KSPS,Fs (h, Z)), (SKSPS,FyVKSPs,F, VKSPS—REJ,F) = SPS-SEtUP(l)\§ TSPS,F)‘
(c) Set miy = (v, ST, wi, 0) and a =¢-"
(d) If SPS.Verify(VKsps, 2, Mun, Ospsin) = 1, set o =‘E".

(e) If[a="] A [(a>4£") vV (i=0) V (h# h")], output L.
Else if [a =‘-"] A [SPS.Verify(VKsps, 7, Min, Osps,iv) = 1], set oo =F".
(f) If a =-’, output L.

2. If SSB.Verify(HK, h, i, SYMy, sss) = 0, output L.
3. (a) Compute woyr = ACC.Update(PPacc, Win, SYMy, ¢, AUX). If wour = L, output L.
(b) Compute vour = ITR.Iterate(PPirg, Vi, (ST, Wiy, 0)).
4. (a) Compute T;PS,E = F(Kses, e {(h",0)}, (h,i + 1)), (SK;ps,El VK;ps,El VK;ps—REJ,E) =
SPS.Setup(1*; Thos 1)
(b) Compute g g = F(Kses, 1, (hy i+1)), (5K, VKlps s VSppes ) = SPS.Setup(1; rl ).
(c) Set mour = (vour, ST, Wour, 0). If 4 < £*, compute ogpsovr = SPS.Sign(SK:PM(¥7 Mour)-
Else, compute ogps our = SPS.Sign(SK;PS’E, Mour).
5. OUtPUt (wom', Vour, USPS‘OL‘T)~

Fig. 30 Accumulate. Prog(z’l)

1. It first generates the full and punctured PPRF keys together with the public pa-
rameters for the positional accumulator and the iterator just as in Hybg ,,_; 5 y1-

2. Next, it creates (SKgﬁ;Oé,VKgf;Oé,VKgé?}){EJG) & SPS.Setup(1*), sets m(()l’g =
) ) (@) (v,0) (v,0) (v,0)
vy ,wy ,0), and forms o oy s VK ,SKeo ,
( o >4 0 ) ( SPS—ONE,m(()’U),G SPS-ONE,G SPS-ABO,G
v,0 $ . v,0 v
VK)o ) < SPS.Split(sk(%, miy)).
3. B hands A the signing key
SKABS{M(V)} =
HK7 sz(\l(/?)ca w(()l/)v STOREéV)v PPI(”;/Izv U(()V)7
ZO(Init-SPS.Prog Mg, wi”  v§” K& L {(h*,0)}, 0" h*)),

sps—owx«:,mé’ﬁ .G’
IO(Accumulate.Prog(Z’l) [nssppix = 2%, HK, PP%%, PPI(fﬁ7 KS(E;E{(h*, 0)},
K L vk®0 b)),

Sps,F? SPS-ONE,G?

TO(Change-SPS.Prog @ [K ) , KW o K& L A(h*, 00}, K& 1o b2, 07]),

ZO(Constrained-Key.Prog (L. [M®) T = 2* *() pp) ppl) K,
KM K KY) KY) e )

sps,A? ~sps,B?

Hybg ,,_1,5.v: In this experiment, in reply to the vt signing key query of A corre-
sponding to TM M) € M, with M(”)(:zz*) = 0, B generates all the components just
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as in Hybg ,_; 5 v and gives A the signing key

SKups {M W)} =
HK, PP w(()”), STOREE)V), pp) v(()”),
ZO(Init-SPS.Prog Mg, w§”  u§” K)o {(h*,0)}, 07 ),

SPS»ONFJ,m(()’:g .G’
IO(Accumulate.Prog(Z’Q) [Nssppix = 2%, HK, PP&?@ PPI(,?}Z, Ks(ﬁs)’E{(h*, 0)},
v v,0 v * )k
KS(PS)7F7VKéPs—c))NE,G?m((),87h 76 ])7 ’
ZO(Change-SPS.Prog @ [K) , K)o K& {(h*,0)}, K& b, 07)),
IO(Constrained—Key.Progng)S [MW), T =27 t+() PPI(;UC)C, PPI%Z, K,
(v v) v v %k
Kl )7 t 7K§\ ’K§P37A7KS§P3,B’ h 7£ ])
where the program Accumulate.Prog(Q’Q) described in Fig. is an alteration of
the program Accumulate.Prog(Z’l) (Fig. . The rest of the experiment is similar to

HybO,Vfl,B—IV’

Constants: Maximum number of blocks for SSB hash ngsppix = 2)‘, SSB hash key Hk, Public
parameters for positional accumulator PPy, Public parameters for iterator PPy,
Punctured PPRF key K, g {(h™,0)}, PPRF key K, r, Verification key VK, Mes-
sage mo,o0, SSB hash value of challenge input h™*, Length of challenge input £*

Inputs: Index ¢, Symbol symy, TM state sT, Accumulator value wy, Auxiliary value AUX,
Iterator value vy, Signature ogps v, SSB hash value h, SSB opening value g
Output: (Accumulator value woyr, Iterator value voyr, Signature ogps.our), or L
L(a) If  (h,4) # (h™,0), compute T E = F(Kses, e {(h",0)}, (h, 1)),

(SKSPS.E7 VKsps, E VKSPS-REJ,E) = SPS-SetUP(l)\§ Tsl’s,E)~

Else, set VKsps,E = VKG.
(b) Compute Tsps, F = ]:(KSPS,Fy (h’ 74)), (SKSPS,F, VKsps, F VKSPS—REJ,F) = SPS-setUP(l)\§ TSPS,F)~
(c) Set my = (v, ST, wi, 0) and a =¢-".
(d) If SPS.Verify(VKsps, &, Mun, Ospsn) = 1, set o = E”.

(e) If [a=-"] A [(s>¢€") V (i=0) V (h# h™)], output L.
Else if [ =‘"] A [SPS.Verify(VKsps, 7, M, Osps,v) = 1], set oo =F".
(f) If a =", output L.

2. If SSB.Verify(HK, h, i, SYMy, msss) = O, output L.
3. (a) Compute woyr = ACC.Update(PPacc, Win, SYMy, ¢, AUX). If wour = L, output L.
(b) Compute vour = ITR.Iterate(PPirg, Vi, (ST, Wi, 0)).
4. (a) Compute T;ps,E = F(Kses, e {(h",0)}, (h,i + 1)), (SK;ps,Eﬁ VK;.ps,Eﬁ VK;ps—REJ,E) =
SPS.Setup(1*; T 17)-
(b) Compute TéFS,F = }-(KSPS,Fv (h7 i+1))! (SKéPs,F! VKQPS,FV VKéPS—REJ,F) = SPS.Setup(lA; T;PS,F)'
(c) Set mour = (vour, ST, wour, 0).  If  [(h,i) = (h*,0)] A [mw = mo,0], compute
Osps,our = SPS.Sign(SK',[n s Mout)-
Else if [(h,4) = (R*,0)] A [mu # mo,0], compute ospsovr = SPS.Sign(SKlpe s Mour)-
Else if 4 < £*, compute ospsovr = SPS.Sign(SKl, ., Mour)-

Else, compute ogps our = SPS.Sign(SK;PS’Emom)'
5. Output (wom'g Vour, USPS,OUT)~

Fig. 31 Accumulate. Prog(2’2)

Hybg ,,_1,5-v1: In this experiment, in response to the vth signing key query of A
corresponding to TM M®) € My with M®*)(2*) = 0, B proceeds as follows:

1. It first generates all the full and punctured PPRF keys as well as the public
parameters for the positional accumulator and its iterator as in Hyby ,,_; 3 v

2. Next, it forms (SKggéoé, VKé?éOé,VKég’s(_);EJ a) & SPS.Setup(1*), sets m((fg = (v((]y),

q((,y),w(()l')7 0), and computes o0 SPS.Sign(SK(V’O) mgfg).

sps,G T sps,G>
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3. It provides A with the signing key
SKABS{M(V)} =

w) () (v) ) ()
HK, PPy, Wy, STORE( , PPirg, Uy

ZO(Init-SPS.Prog Mg, wi” vl K& {(h*,0)}, 0% 1)),

SPS ’ ¥ sps,G
TO(Accumulate.Prog®? [nggspx = 2, HK, PP, PPI(Q,K;’;E (h*,0)},
v v,0 v % %
Kévs?,F’ VKLE;PS,%P mé,gv h ’f ])7
TO(Change-SPS.Prog @ [K) K& o K& {(h*,0)}, K& 1o h*, £7)),
TO(Constrained-Key.Prog(\L[M®), T = 2* +*®) pp(¥) ppl") K,

K KW KY KRS o)

sps,A? ~*sps,B?

The remaining portion of the experiment is identical to Hybg ,_; 3 v

Hybg ,,_1,5-vir: In this experiment, while constructing the v signing key queried
by A corresponding to TM M®) € My, with M®)(z*) = 0, B generates everything

just as in Hyb, , 1 5 vy except that it computes rfll,’soé = f(Kf;sz, (h*,0)), forms

sk yk0) yg®0) = SPS.Setup(1*; ). and provides A with the sign-
sps,G sps,G SPS-REJ,G sps,G
ing key
SKaps{M ™)} =

HK, PP, w((]”>, STOREE)U), ppY) v((,”),
IO(Init-SPS.Prog(l)[q((,”)7w(()y)7véy),Kg;E (h*,O)}~,U§:;%,h*])7
IO(Accumulate.Prog(z’Q) [Nssppix = 2%, HK, PP&?@ PPI%Z, Ks(ﬁs)_E (h*,0)},
v v,0 v % )k :
K32 o VGG me0 e ),
K(”)

TO(Change-SPS.Prog® [Kr) 4 KU o  K&) L {(he, 00}, K& o b, 07]),

TO(Constrained-Key.Prog{\L[M®), T = 2* +*®) pp() ppl") K,
K0 B K 4 K 1, 0))
The rest of the experiment is analogous to Hybg ,_; 5 v-

Hybg ,,_1,3-virr: This experiment corresponds to Hybg ,_4 3.
Analysis

Let Advfg’yfl"g_ﬁ)(/\) represents the advantage of the adversary A, i.e., the abso-
lute difference between 1/2 and A’s probability of correctly guessing the random
bit selected by the challenger B, in Hyb,, ;5 ,4, for ¥ € {I,...,VIII}. Clearly,
AV () = AV D () and AdVPT O (0) = Adv YT HIVID () There-
fore, we have

VIII
|AdVE‘(l),V—1,3)(A) _ AdVE;),V—l,B,O) ()\)| < Z |Adv£‘(l),u—1,3—(19—l))()\) _ AdVE‘?’V—L&ﬂ)(}\)‘.
Y=I1

(C.4)

Claims below will justify that the RHS of Eq. (C.4)) is negligible and hence
Lemma [C4] follows.

Claim C.9 Assuming ZO is a secure indistinguishability obfuscator for P/poly and
F satisfies the correctness under puncturing property, for any PPT adversary A, for
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any security parameter \, |Adv52’y_1’3_1)()\) — Advfg’y_l’g—m()\ﬂ < negl(A) for some
negligible function negl.

Proof The difference between Hyb, ,_; 31 and Hybg,_; 57 is the following: In
Hybg ,, 1,51, B includes the programs ZO(Fy) and ZO(Fy) within the v signing key
returned to A, while in Hybg ,_; 355, B includes the programs ZO(P;) and ZO(p;)
instead, where

= Init—SPS.Prog[qéV),w(()"),v(()”), Ké:s?,E] (Fig. EI),

- P = Accumulate.Prog™® [ngsppc = 2>‘,HK,PP,(\Z)QPPI(;)“Ki:g’E,Kg;’;ph*,f*]
(Fig.7

- P = Init-SPS.Prog(l)[qé"),w(()y),véy)7Kgs)’E{(h*,0)},0£§;%,h*] (Fig.7

- P = Accumulate.Prog(z’l)[nssﬁ_BLK = 2} HK, PPE\VC)C, PP%%, Kb(lyb)E (h*,0)},

v v,0 % )% .
Ks(Ps)yF,VKgp&é?h Al (Flg.‘

Now observe that the programs Py and P; are functionally equivalent since by
the correctness under puncturing property of the PPRF F, the PPRF output re-
mains the same at all non-punctured points and at the point of puncturing, i.e.,
(h*,0), the correct signature is hardwired in the program P;. Similarly, P} and P
are also functionally equivalent by the correctness under puncturing property of F
and the fact that at the point of puncturing i.e., (h*,0) the correct verification key
is hardwired into the program P;.

Therefore, by the security of ZO, Claim [C.9] follows. a

Claim C.10 Assuming F is a secure puncturable pseudorandom function, for
any PPT adversary A, for any security parameter X, |Adv52’y_1’3_H)()\) —
Advfg’y_l’g_lm()\ﬂ < negl(\) for some negligible function negl.

Proof Suppose there exists a PPT adversary A for which |Adv52")7173'n)()\) —
Advff”’_l’B_HD (M| is non-negligible. We construct a PPT adversary B that breaks
the selective pseudorandomness of the PPRF F using A as a sub-routine. The de-
scription of B follows:

e B initializes A on input 1* and receives a challenge signing attribute string z* =
x§ ... Tpe_q € Upps with |2*| = £* from A.

e Upon receiving z*, B proceeds as follows:

1. B generates HK ﬁ SSB.Gen(l)‘,nSSB_BLK = 2N * = 0) and computes h* =
Hux (2*).

2. Then, B selects a PPRF key K & F.Setup(17).

3. After that, B computes %, = F(K, (h*,¢*)) followed by (SKie, VKae) =
SIG.Setup(1*; %)

4. B returns the public parameters PP,ss = (HK, ZO(Verify.Prog, ;[ K])) to A.

e For 1 € [Gkey], in response to the 7" signing key query of A corresponding to
TM M € My with M (z*) = 0, if 5 # v, then B proceeds exactly as in
Hybg ,,_1 311, while if n = v, then B proceeds as follows:

1. B first selects PPRF keys Kf"),...,K/(\V),KS(:S)7A,KS(SS{&KS(;’;F (E
F.Setup(1*).
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W) W)

()
PPce, Wy

Next, it generates ( ,STORE, ") ﬁ ACC.Setup(l’\,nAcc_]3LK = 2Y)
and (ppZ), o)

PP, Vg ) & ITR.Setup(1*, nyrr = 2*).
Then, B sends (h*,0) as the challenge input to its PPRF selective pseudoran-
domness challenger C and receives back a punctured PPRF key K*{(h*,0)}

and a value r* € Yyprp, where either r* = F(K*, (h*,0)) or r* ﬁ YVepre- B

implicitly views the key K* as the key KS(:S)E
4. B generates (Sng)é?g;vVKgé%vVK;U);-)}){EJ,G) = SPS.Setup(1*; 7*).
5. Then, B sets mgg = (U(()V), q(()y)7@z)(()l')7 0) and computes Ué:é?)c =
SPS.Sign(sk s, miyy).-
6. B gives A the signing key
SKaps{ M)} =
HK, PP\, w(()"), STORE(()”), ppY) v(()"),

ZO(Init-SPS.Prog Vgl w§  vg” , K*{(h*,0)}, 0{0%, b)),

ZO(Accumulate.Prog® !V [ngsp s = 2%, HK, PP, PP, K*{(h*,0)},

v v,0 * %
Kspg,F7VK£Ps,é"h 7£ ])’
TO(Change-SPS.Prog® [K{\) , K)o K*{(h*,0)}, K& o h*, £7]),

ZO(Constrained-Key.Prog (L. [M®), T = 2* ) pp{¥) pp{¥),
Ko KRG 4 K G g, )
For 6 € [gsex], in reply to the A" signature query of A on message msg(® €

K,

*
SIG?

M, s under attribute string z*, B computes 052 i SIG.Sign(SK msg(e)) and

provides A with a,ﬁf}s = (VKye aé@).

Finally, A output a signature o},, on some message msg* under attribute string
z*. B outputs b =1 as its guess bit in its PPRF selective pseudorandomness
experiment if A4 wins, i.e., if ABS.Verify(PP,pgs, 2™, msg*,0%,s) = 1 and msg* #
msg(® for any 6 € [Gsiox]. Otherwise, B outputs ¥ = 0 in its PPRF selective

pseudorandomness experiment.

Note that if r* = F(K

*, (h*,0)), then B perfectly simulates Hybg ,_; 51;. On the

other hand, if r* & Yoerr, the B perfectly simulates Hyb ,,_; 5 17 This completes

the proof of Claim

O

Claim C.11 Assuming SPS is a splittable signature scheme satisfying ‘VKsps.ong 0~
distinguishability, for any PPT adversary A, for any security parameter M,
\Advfg’y_l’g'm)()\) — Advf’u_1’3_lv>()\)| < negl(\) for some negligible function negl.

Proof Suppose there exists a PPT adversary A for which |Adv

Chze
A

1,3-I11) (\) —

Advff”’_l’g_w)()\)\ is non-negligible. Below we construct a PPT adversary B that
breaks the VKgps.ong indistinguishability of SPS using A as a sub-routine.

e B3 initializes A on input 1* and receives a challenge signing attribute string z*

x§ ... Tpe_q € Upps with |2*| = £* from A.
e Upon receiving z*, B proceeds as follows:

1. B generates HK & SSB.Gen(1*, ngsppx = 2°,i* =
Hik ().

2. Then, B selects a PPRF key K & F.Setup(17).
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3. After that, B computes ri, = F(K, (h*,¢*)) followed by (SKi, VK
SIG.Setup(1*; %)
4. B returns the public parameters PP ps = (HK, ZO(Verify.Prog,,s[K])) to A.

e For 1 € [Gxey], in response to the 7" signing key query of A corresponding to
TM M € My with M (z*) = 0, if 5 # v, then B proceeds exactly as in
Hybg ,,_1 3111, while if 5 = v, then B proceeds as follows:

1. B first selects PPRF keys Kiu)""7K§\V)7KSESS),A7KS(:S),B7KS(PVS),E7KS(:s),F ﬁ
F.Setup(1*).
() W)

2. Next, it generates (PP,cc, W,

*
SIG)

,sTORE(”) & ACC.Setup(1*, nacopx = 2*)
and (PPI(TQ,U(()V)) & ITR.Setup(1*, nypr = 2*).

3. Then, B creates the punctured PPRF key KS(;;)E{(h*,O)} &
f.Puncture(K(U) (h*,0)).

sps,E°
4. After that, B sends m(()ljg = (v(()”), q(()”), w(()”), 0) as the challenge message to its
SPS VKgps.one indistinguishability challenger C and receives back a signature-

verification key pair (o, ), VK), where VK is either a normal verification
- 27770,0
@)

key VKgps Or a one verification key VKgps ong fOr the message mpg-
5. B gives A the signing key
SKaps{ M)} =

HK, PP\, w(()”), STORE(()V), ppY) v(()"),
ZO(Init-SPS.Prog Mg, wi"”, v, K& {(h*,0)}, N )}

ZO(Accumulate.Prog® ! [ngsp s = 2, HK, PP, PP,
K p {0, 00} K3 o vic, 07, ),

TO(Change-SPS.Prog D [K () \ K\ o K&) {(h7,0)}, K&
h*, ),

Z(D(Constrained—Key.Prog&?S [MW), T = 2> () PPE\’QC, PPff-}z, K,
Ky KK 4 K L))

e For 0 € [gsen], in reply to the ' signature query of A on message msg®) ¢

*

M, gs under attribute string z*, B computes 0'551(2 ﬁ SIG.Sign(S/IZSIG, msg((’)) and
provides A with U,(fB)S = (VKue» oéfg ).

e Finally, A output a signature o}, on some message msg* under attribute string
z*. B outputs ' = 1 as its guess bit in its VKgps.ons indistinguishability experi-
ment if A wins, i.e., if ABS.Verify(PPpg, %, msg*, o5,) = 1 and msg* # msg(®) for
any 0 € [Gscx]. Otherwise, B outputs V = 01in its VKsps.ons indistinguishability
experiment.

Notice that if VK = VKspg, then B perfectly simulates Hyby ,,_; 5 177 On the other
hand, if VK = VKsps ong, then B perfectly simulates Hybg ,,_; 3 1. This completes the
proof of Claim O

Claim C.12 Assuming ZO is a secure indistinguishability obfuscator for P/poly, for
any PPT adversary A, for any security parameter M, |Adv(/?’l/71’3"lv)(>\) —
Advff’y_l’g'w()\ﬂ < negl(\) for some negligible function negl.
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Proof The difference between Hybg,_; 51y and Hybg ,_; 3y is the following: In
Hybg ,_131v, B includes the program ZO(F) within the vth signing key returned
to A, while in Hyb, ,_; 3 v, B includes the program ZO(P;) instead, where

— Py = Accumulate.Prog®Vnggpe = 2%, K, PP, PP, S(;,’JE (h*,0)},
v v,0 % %
KSEPS)F7 éPS({NhG’h ¢*] (Fig. .:
- P = Accumulate.Prog( )[n‘,SB sk = 2%, HK, PPE\Z)@ PPI(;rz’ 5(:5)]5 (h*,0)},
,0 * % :
K o VRGD)  omll, h, ] (Fig. [31).

Observe that the only inputs for which the programs Py and P; can possibly differ
are those corresponding to (h,7) = (h*,0). However, the verification key hardwired in
both the programs is VKSgSO())NE & Which only accepts signature for m;y = m(() 3 by the
correctness | Propertles@ (iii)] and |(v)]. This ensures that for inputs correspondmg

to (h*,0), if my = mo o both the programs output an ‘E’ type signature, else, both
output L. Thus, Py and P, are functionally equivalent.

Therefore, by the security of ZO, Claim [C.12] follows. O

Claim C.13 Assuming SPS is a splittable signature scheme satisfying VKsps.ong 0~
distinguishability’, for any PPT adversary A, for any security parameter A,
\Advg‘)’y_l’?"v)()\) — Advff\)’y_l"s'w)(kﬂ < negl(\) for some negligible function negl.

Proof The proof of Claim [C:I3]is similar to that of Claim [C.I1] with some readily
identifiable modifications. |

Claim C.14 Assuming F is a secure puncturable pseudorandom function, for
any PPT adversary A, for any security parameter A, |Advf’”71’3_w)()\) -
Advf’”fl’g"/m()\ﬂ < negl(\) for some negligible function negl.

Proof The proof of Claim [C:14]is analogous to that of Claim [C.10] with some appro-
priate changes that are easy to find out. O

Claim C.15 Assuming ZO is a secure indistinguishability obfuscator for P/poly and
F satisfies the correctness under puncturing property, for any PPT adversary A, for
any security parameter X, |Adv£f\)’l/71’3'vm()\) — Advfg’yfl’g—wm()\)\ < negl(\) for
some negligible function negl.

Proof The proof of Claim is analogous to that of Claim O
O

Lemma C.5 Assuming ZO is a secure indistinguishability obfuscator for P/poly,
SSB is a somewhere statistically binding hash function, ACC is a positional accumu-
lator satisfying ‘indistinguishability of write setup’ and ‘write enforcing’ properties,
as well as ITR is a secure cryptographic iterator, for any PPT adversary A, for
any security parameter X, |Adv52’y_1’3’b)()\) — Advfg’y_l’3’L/)()\)| < negl(X\) for some
negligible function negl.

Proof To prove Lemma [C.5| we introduce the following sequence of intermediate
hybrid experiments between Hyb, ,_; 5, and Hyb, ,_; 5 ,/:
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Sequence of Intermediate Hybrids between Hyb, ,_, 3, and Hyby ,_; 3,/

Hybg ,,_1,5,,,0: This experiment coincides with Hybg ,_; 5 ,.

Hybgy ., _1,5,,1: In this experiment the challenger B generates the SSB hash key

HK é SSB.Gen(l’\, Nespopix = 27, 1% = t). The rest of the experiment proceeds in an
analogous fashion to Hybg ,_; 5, ¢-

Hybg ., 15,2 In this experiment, to answer the v signing key query of A corre-
sponding to TM M®) € M, with M®)(z*) = 0, B proceeds as follows:

1. It first generates all the PPRF keys and the public parameters for the iterator
just as in Hybo,u—1,3,L,1-

2. After that, it generates (PP&Z)C,wéV),STOREéV) & ACC.Setup-Enforce-Write(1*,

MAcC-BLK = 2>\7 ((xav 0),...,(z], L)))

3. Next, it sets m((fg = (v(()”),q(()”),w(()u),O). For j = 1,...,, it iteratively computes

the following:

- AUXJQI) = ACC.Prep-Write(PPﬁlé)c, STORE§~1/_)17j -1)

— wl") = ACC.Update(Ppt, w'”, &%y, j — 1,aux{")
- STORE§.V) = ACC.Write—Store(PPE\lé)(;7STORElgy_)l,j —1,2% )

- ](_”) = ITR.Iterate(PPI(T”}%,v](-Z)l, (q(()”),w](-”_)l,O))

It sets mff;)) = (UL(V), q(()y)7 wfu)a 0).
4. B gives A the signing key

SKABS{M(")} =

v v v v v
HK7 PP/(\C)Ca w((] )7 STOREE) )7 PPI(szj U(() )7

IO(Init—SPS.Prog[qéy) , w(()”) , v(()l’)7 K;Z;E]),
ZO(Accumulate. Prog®) [Nssp-px = 2, HEK, PPS\Z)C, PP%;, K

) sps, E»
KG pomi o b, 1),
TO(Change-SPS.Prog® I [K () KW o KW o K& 1o, 00]),

ZO(Constrained-Key.Prog (L. [M®), T = 2% ¢*(), PPE\?C, ppY) K,
KY KW KRS K e )

sps,A? ~sps,B?

The rest of the experiment is similar to Hyby ,_; 5, ;-

Hybg ,,_1,5,,5: In this experiment, in response to the VM signing key query of A
corresponding to TM M®) € M with M®*)(z*) = 0, B proceeds as follows:

1. It first generates all the PPRF keys as well as the public parameters for the
positional accumulator and the iterator as in Hyby ,,_; 5, o-

2. Next, it sets m((fg = (U(()V)7q(()y>,wéy),0). For j =1,...,¢4 1, it iteratively com-
putes the following:

- AUX§~V) = ACC.Prep-Write(PPf\Z)c, sTORE'" j—1)

-1

- w§”) = ACC.Update(PPyé)C,w;'i)17wl’§_17j - 1,AUX§.V))

— sToRe!”) = ACC.Write-Store(Pp{t,, STORE”,, j — 1,2%_,)
- vj(.y) = ITR.Iterate(PPl(}'Iz,vJ(-'i)l, (qéy),w](-li)l,O))
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It sets m(u) (UL(V),q(()V) EV),O) and mfi)l’o = (v L(:_)l,qoy), L(:_)l,O).
3. Tt gives A the signing key

SKaps{M ™)} =
HK, Ppgcl,w(() ) STORE( ) PPI(IVFZ,U(()”),

ZO(Init-SPS.Prog|[qgg (V) (U) (V) Ks(:s)E])

ZO(Accumulate. Prog(3 “ )[nSSB sk = 27, HK PP&C)C, PPI(sz7 Ks(ﬁs)E,

Ké:s?,vaEVo)’ LJr]. 0: 5 7)), )
ZO(Change-SPS.Prog® (k) K)o kU)o KU L ohe 0],
ZO(Constrained-Key. Prog(l) [M®W), T =2* t+¥) Pch3c7PP1(ﬁ17K7
§V), o K§\V)7 K(V) (V) h* (*])

SpPs,A? be B»
(3L1)

where the program Accumulate.Prog is a modification of the program
Accumulate.Prog(?”L) (Fig. and is described in Fig.

The rest of the experiment if analogous to Hybg ,,_ 3 , o

Constants: Maximum number of blocks for SSB hash nggs px = 2>‘7 SSB hash key HK, Public
parameters for positional accumulator PP,¢c, Public parameters for iterator PPz,
PPRF keys Kgps, g, Ksps,r, Messages m, o, m,41,0, SSB hash value of challenge
input h*, Length of challenge input £*
Inputs: Index i, Symbol syM;y, TM state sT, Accumulator value wyy, Auxiliary value AUX,
Iterator value vy, Signature ogps v, SSB hash value h, SSB opening value mgsp

Output: (Accumulator value woyr, Iterator value vour, Signature ogps.our), or L
1. (a) Compute Tsps, E = ]:(KSPS,E7 (h7 7/)), (SKSPS,E, VKsps, E 5 VKSPS—REJ,E) = SPS-SetUP(l/\§ TsPs,E)~
(b) Compute Tsps, F — ]:(Ksps,F, (h’ 74)), (SKSPS,Fa VKsps, F VKSPS—RE.I,F) = SPS-SEtUP(:l)\? Tsrs,F)~
(c) Set miy = (v, ST, wiy, 0) and a =¢-".
(d) If SPS.Verify(VKgps, E, Min, Osps,n) = 1, set oo =E".

(e) If [a=-"1 A [(e>¢€") vV (0<i<:) V (h#h")], output L.
Else if [a =‘-"] A [SPS.Verify(VKsps, 7, M, Osps,iv) = 1], set oo =‘F".
(f) If a =", output L.

2. If SSB.Verify(HK, h, i, SYMyy, Tssp) = 0, output L.

3. (a) Compute woyr = ACC.Update(PPacc, Win, SYMiy, 4, AUX). If woyr = L, output L.
(b) Compute vour = ITR.Iterate(PPirg, Vi, (ST, Wi, 0)).

4. (a) ComPUte TéI’S,E = ]:(KSPS,Eﬂ (h’ 1+1)) (gK:m E> VK:I\ E> \'K:I >S-REJ, E) = SPS. SEtup(1>\7 :13 E)
(b) Compute T;PS,F = F(Ksps,Fv (h7 i+1)) (SK§P§ F7VK5P5 F \/Kbe REJ, F) = SPS. SetuP(l 775?5 F)

(C) Set mour = (U(117173T7w0‘7|70)» If [(h7 Z) = (h* )] A [(mm = m;,,()) A (mm,l = MmM,41 0)]
compute Ospsovr = SPS.Sign(SKéPS,E, Mour).
Else if [(h,i) = (h",¢)] A [(mnx # m.o0) V (Mour # Muq1,0)], compute Ospsovr =

SPS.Sign(SK.ps g, Mour)-
Else if i < £*, compute ospsovr = SPS.Sign(SKfpg o s Mour)-
Else, compute ogps ovr = SPS-Sign(SK;ps,E’ mm“');

5. Output (Wour, Vour, Tses.our)-

Fig. 32 Accumulate.Prog®+V)

Hybg ,,_1,3,,,4: This experiment is identical to Hyb, ,_; 5, 5 with the only exception

that while constructing the v signing key queried by A, B generates (PP,(“)( , wOV),

sTORES) & ACC.Setup(1*, macomx = 2V).

Hybg ., _1,3,,5: This experiment is identical to Hybg,_; 5, , with the only excep-

tion that B generates HK & SSB.Gen(1*, ngsp i = 27, 7* = 0).
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Hybg ., 15,6 In this experiment, in response to the vt signing key query of A

corresponding to TM M®) € M with M®)(z*) = 0, B proceeds as follows:

1. It first generates all the PPRF keys as well as the public parameters for the
positional accumulator as in Hyby ,_; 3, 5-

2. For j =1,...,0.+ 1, it iteratively computes the following:
- AUX?)) = ACC.Prep-Write(PP{%),, STOREj’i)l,j -1)

— w§”) = ACC.Update(PPg’é)c, w](.’i)l,:c;_l,j -1, AU)(;U))
— sToRE!") = ACC.Write-Store(PP{t,, STORE”, , j — 1,2%_;)

3. Then, it generates (PPI(TQ,U(()V)) & ITR.Setup-Enforce(1*, nyrr = 2*, ((q(()u),
wg”,0),... (a8 wi, 0).

4. After that, for j = 1,...,¢ 4+ 1, it iteratively computes vj(-") = |TR.Iterate(PPI(TVF3,

U]('Ii)lv (q(()y)v w]('l:)lv 0))

5. Tt sets m%) = (vfy),q(()y)7wf'/),0) and mfi)l)o = (vfi)l,q(()u),wfi)l,O).

6. It gives A the signing key
SKyps{ M)} =

v v v v v
HKa PPS\(?227 wé )a STORE& )a PPI(TI’Z,7 'Ué )a

ZO(Init—SPS.Prog[qé”), w((]”), v((]y), KS(:,’S)E])7
ZO(Accumulate.Prog® Y [ngg s = 2}, HK, PP, PP, Kf;,’S)E
K(V) mE:/O)7mE<V|»)1,O7 h*vg*])a

Sps,F'?

TO(Change-SPS.Prog® I [K () KW o KW o K&) fone 0],

TO(Constrained-Key.Prog(\L[M ) T = 2X *() pp) pp) K,
KY KW RS K e )

sps,A? “tsps,B?

The rest of the experiment if analogous to Hyb, ,,_; 5, 5-

Hybg ., 1,3, 7: In this experiment, to answer the V1 signing key query of A cor-
responding to TM M®) € My with M®)(z*) = 0, B generates everything as in
Hybg ,_1 3,6, however, it hands A the signing key

SKABS{M(V)} =

v v v v v
HK, PP&C)(;, wé ), STOREE] ), PPI(T&, 1}(() ),

IO(Init—SPS.Prog[qé”), w(()”), véy), Ks(:s),E])7
(v) (v)

!
ZO(Accumulate.Prog®* ) [nggs puc = 2%, HK, PP, PP, K&)E,

Ks(:s),F7mE:-)1,07h*7£*])v )
TO(Change-SPS.Prog® I [K )\ K\ o K)o K pohe, 07]),
ZO(Constrained-Key.Prog (L. [M®), T = 2* +®) pp{¥) pp{") K,
KV KW KY KD L e )

sps,A? “*sps,B?
where the program Accumulate.Prog(?”L ) is depicted in Fig. The rest of the ex-
periment is similar to Hyby ,_; 5, ¢-

Hybg . _1,3,,s: This experiment is analogous to Hyb,, ;3,7 with the only ex-

th

ception that while constructing the v* signing key queried by A, B generates
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(PPI(;«/I)“U(()V)) & ITR.Setup(1*, nyrr = 2*). Notice that this experiment coincides with

Hybo,u—1,3,u~

Analysis

Let Advfg"”_l’&“ﬂ)(/\) represents the advantage of the adversary A, i.e., the absolute
difference between 1/2 and A’s probability of correctly guessing the random bit
selected by the challenger B, in Hyb , 3, 4, for ¥ € [0,8]. From the description
of the hybrid experiments it follows that Advfz’"_l’s’L)()\) = Advi(‘)’"_l’s’b’o) (\) and
Advf’”fl’g"’ )()\) = Adv&?’"il’g’b’g)()\). Hen/ce, we have

IAdVY 3 () —AdV D ()

: (0,v—1,3,0,9-1) (0,v—1,3,.,9) (C5)
<D IAdVY (\) — Advy (\)].

o=1
Claims below will show that the RHS of Eq. (C.5)) is negligible and thus
Lemma follows.

Claim C.16 Assuming SSB satisfies the ‘index hiding’ property, for any PPT ad-
versary A, for any security parameter A, \Advf’u_l’?”b’o) (N — Advfg’y_l’d’t’l)()\ﬂ <
negl(\) for some negligible function negl.

Proof Suppose there exists a PPT adversary A for which |Adv52"”71’3""0)(/\) —

Advf’”fl’g’“l)()\)\ is non-negligible. We construct a PPT adversary B that breaks
the index hiding property of SSB using A as a sub-routine. The description of B
follows:

e B3 initializes A on input 1* and receives a challenge signing attribute string z* =
XG5 .. Ty € Unps with |z*| = £* from A.

e Upon receiving z*, B proceeds as follows:

1. B submits ngsppx = 2* and the pair of indices (i = 0,47 = 1) to its SSB
index hiding challenger C and receives back a hash key HK, where either HK &
SSB.Gen (1Y, ngssmx = 2%, = 0) or HK ¢ SSB.Gen(1*, ngsymx = 2%, = 1).

2. Next, B computes h* = Hux(x*).

3. Then, B selects a PPRF key K & F Setup(17).

4. After that, B computes r%, = F(K,(h*,£*)) followed by (SKiq, VKug) =
SIG.Setup(1*; ).

5. B returns the public parameters PP,y = (HK, ZO(Verify.Prog, s [K])) to A.

e For n € [gkey], in response to the n'h signing key query of A corresponding to
TM M € My with M (z*) = 0, B proceeds exactly as in Hybo . —1.3...0-

e For 0 € [Gsen], in reply to the 6 signature query of A on message msg(®) €
M s under attribute string z*, B computes oéfg & SIG.Sign(SKy,., msg®) and
provides A with J,E%?g = (VK a§ﬁ3).

e Finally, A output a signature o}, on some message msg* under attribute string
z*. B outputs Y =1 as its guess bit in its SSB index hiding experiment if A wins,
i.e., if ABS.Verify(PPaps, 7, msg*, 0%,s) = 1 and msg* # msg(®) for any 6 € [gsiex]-
Otherwise, B outputs & = 0 in its SSB index experiment.
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Note that if HK <& SSB.Gen(1*, ngspmx = 2,45 = 0), then B perfectly simulates

Hybg , 1 3,..0- On the other hand, if HK & SSB.Gen(1*, ngsppix = 2,9 = ¢), then B
perfectly simulates Hyb, ,_; 3, ;. This completes the proof of Claim O

Claim C.17 Assuming ACC is a positional accumulator satisfying the ‘indistin-
guishability of write setup’ property, for any PPT adversary A, for any security
parameter X, \Advff"y_l’s’L’l)()\) — Advfg’y_l’S’L’z)(/\ﬂ < negl(A\) for some negligible
function negl.

Proof Suppose there exists a PPT adversary A for which |Adv52’"_1’3’b’1)()\) —
Advff’y_l’g’“g)()\)\ is non-negligible. We construct a PPT adversary B that breaks
the indistinguishability of write setup property of the positional accumulator ACC
using A as a sub-routine. The description of B follows:

e B initializes A on input 1* and receives a challenge signing attribute string z* =
G- Xpe_q € Xopre With |2*| = £* from A.
e Upon receiving z*, B proceeds as follows:
1. B first generates HK & SSB.Gen(1*, ngsppix = 2%,7* = ¢) and computes h* =
Hux (z*).
2. Then, B selects a PPRF key K & F.Setup(17).
3. After that, B computes 1%, = F(K, (h*,¢*)) followed by (SKyq, VK
SIG.Setup(1*; rZ.,).
4. B returns the public parameters PP,ps = (HK, ZO(Verify.Prog,,.[K])) to A.
e For 1 € [Gkey], in response to the 7™ signing key query of A corresponding to
T™M M € My with M®)(z*) = 0, if n # v, then B proceeds exactly as in
Hybg ,,_1.3,.1, while if n = v, then B proceeds as follows:

*
SIG)

1. B first selects PPRF keys K\”,..., K\ k&) k&) Kk kW, &
F.Setup(1*).
2. Next, B sends mnuccmx = 2 and the sequence of symbol-

index pairs ((z§,0),...,(zF,¢)) to its ACC write setup indistin-
guishability  challenger C and receives back (PPsqc,wo, STOREy),
where either (PPjcc, wo, STORE) i ACC.Setup(lA7 Naco-BLK = 2’\)
or  (PPacc, Wo, STORE) & ACC.Setup-Enfoce-Write(1*, myce-pix =
22 ((x3,0), ..., (z7,0))).

3. Next, it generates (PPI(%Z,@((J")) & ITR.Setup(1*, nyrp = 2*).

4. Then, it sets m(()ljg = (v(()l'), qéy), wp,0). For j =1,... ¢, it iteratively computes
the following:

— AUX?’) = ACC.Prep-Write(PP oo, STORE; _1, j — 1)

— wj = ACC.Update(PPcc, wj—1,%;_1,J — 1,AUX§-V))

— STORE; = ACC.Write-Store(PP,ocSTORE;_1,j — 1, xjfl)

- UJ(V> = ITR.I‘cerate(PPI(é}Z,vj(.l:)17 (qéu),wj,l,O))

It sets m,%) = (U£V)7q(()y)7wlla0)~
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5. It gives A the signing key
SKABS{M(”)} =

() ()
HK, PPscc, Wo, STORE07 PPrrg, U[) )

IO(Init—SPS.Prog[qé”), wo, v(()”), Ks(:s),ED7

TO(Accumulate.Prog® [ngss s = 2%, HK, PPrcc, PPy, K0 1,
KD om0, 1, 07]),
TO(Change-SPS.Prog® I [K () \ KW o K& o K 1ohe 0],

l'(’)(Constrained—Key.Plrogfég)S [M®), T =2* ) pp,q, ppY) K,
) (V) pew) ) * g
K7 K K K g bt )
e For 0 € [Gsen], in reply to the O signature query of A on message msg(®) €

M s under attribute string z*, B computes aéﬁz & SIG.Sign(SKy,., msg®) and
provides A with ogg = (VKies UE{?)

e Finally, A output a signature o}, on some message msg* under attribute string
z*. B outputs &' = 1 as its guess bit in its ACC write setup indistinguishability
experiment if A wins, i.e., if ABS.Verify(PPps,z*, msg*, 05.s) = 1 and msg* #
msg(® for any 6 € [gsen]. Otherwise, B outputs ¥ = 0 in its ACC write setup
indistinguishability experiment.

Note that if (PPacc, wo, STORE() & ACC.Setup(1*, npce-nx = 2*), then B per-

fectly simulates Hyby, ;3,;. On the other hand, if (PPscc,wo, STOREp) &
ACC.Setup-Enforce-Write(1*, nacenx = 2%, ((25,0), ..., (zF,1))), then B perfectly sim-
ulates Hyby 1 3, 5. This completes the proof of Claim [C.17} O

Claim C.18 Assuming ZO is a secure indistinguishability obfuscator for P/poly,
SSB possesses the ‘somewhere statistically binding’ property, and ACC is a positional
accumulator having the ‘write enforcing’ property, for any PPT adversary A, for
any security parameter X, |Adv52’"71’3’b’2)()\) —Advfg’yfl’g’“?))(/\ﬂ < negl(\) for some
negligible function negl.

Proof The difference between Hybg,_; 5, and Hybg,_; 5,5 is the following: In
Hybg , 13,2, B includes the program ZO(P) within the vth signing key provided
to A, whereas, in Hybg ,_; 3, 3, B includes the program ZO(Py) instead, where

— Py = Accumulate Prog®[nggpp = 2%, HK, pp(%)., PP, KS(F’,’S)E, Kg;F,
m"), h*, ¢*] (Fig. [15),
— P = Acc late.Prog3:t1) — 9 (v) () ) )
1 umulate.Prog [nssn—m,K 2%,HK, PPicc, PPrrg, KSPS7E7 Ksps,F?

mEf’O), mEZ_)LO, h*, %] (Fig. .

We will argue that the programs Py and P, are functionally equivalent, so that,
by the security of ZO Claim follows. The inputs on which the outputs of
the two programs can possibly differ are those corresponding to (h,i) = (h*,:).
For inputs corresponding to (h*,:), the program P; performs the additional check
‘Moyr = mfi)1,07 to determine the type of the outputted signature. We show that
this check is redundant by demonstrating that for inputs corresponding to (h*,¢),
if my = m%), then either both the programs output L or it must hold that

Moyr = mfi)l’o and, therefore, both the programs output signatures of the same
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type. Notice that my = mff’o) means Uy = v,@,ST = qéy)

Vour = ITR'lterate(PPI(lu‘Iza VN, (ST7 WiN, O)) = lTR'Iterate(PPI('Flzy ’UEU)a (q(()y)7 wEV)a O)) =

vf:)l. Now, recall that in both experiments HK i SSB.Gen(1>‘,nSSB,BLK =2 " =

t). Therefore, by the somewhere statistically binding property of SSB it follows
that SSB.Verify(HK, h* = Hux(z*),t,SYMy,7sspg) = 1 if and only if symy =
xF. Thus, for inputs corresponding to (h*,t¢), both programs will output L in

case SYMy # x;. Further, in both the experiments, (PP,(\’&,wéV),STOREéV)) &
ACC.Setup-Enforce-Write(1*, nycenx = 2%, ((25,0), ..., (zF,1))). Therefore, by the

write enforcing property of ACC it follows that if wy = wf” and SYM;y = z, then

, and wy = w,@. Thus,

Wour = ACC.Update(PP,&?C,wIN,SYMIN, L, AUX) results in woyr = wfi)l or Woyp = L.
In case woyr = L, then clearly both the programs output L. On the other hand,
Wour = wfi)l implies moyr = (Vour, ST, Woyr, 0) = (vf:_)l,qéy),wfi)l,O) = mEj_)LO and
the two programs have identical outputs in this case as well.

O

Claim C.19 Assuming ACC is a positional accumulator satisfying the ‘indistin-
guishability of write setup’ property, for any PPT adversary A, for any security
parameter \, \Advfg"y_l’s’L’3)()\) — Advfg’y_l’S’L’4)(/\)| < negl(X\) for some negligible
function negl.

Proof The proof of Claim is similar to that of Claim[C.17]with some appropriate
modifications which can be readily figured out. a

Claim C.20 Assuming SSB satisfies the ‘index hiding’ property, for any PPT ad-
versary A, for any security parameter A, \Advf’”fl’g’b’él) (N — Advf’”fl’g""s)()\ﬂ <
negl(\) for some negligible function negl.

Proof The proof of Claim [C.20] is analogous to that of Claim [C.I6] with certain
approximate changes which are easy to determine. a

Claim C.21 Assuming |TR satisfies the ‘indistinguishability of enforcing
setup’ property, for any PPT adversary A, for any security parameter X,
\Advfg’y_l’a""‘r))(/\) - Advfg’y_l’g’bﬁ)()\)\ < negl(\) for some negligible function negl.

Proof Suppose there exists a PPT adversary A for which |Adv52")71’3’“5)(/\) —

Advff”’_l’B’L’G)()\)\ is non-negligible. Below, we construct a PPT adversary B that
breaks the indistinguishability of enforcing setup property of the iterator ITR using
A as a sub-routine.

e B initializes A on input 1* and receives a challenge input z* = To oo Tpw_q € Unps
with |z*| = ¢* from A.
e Upon receiving z*, B proceeds as follows:
1. B first generates HK & SSB.Gen(l)‘,nSSB_BLK = 2*,4* = 0) and computes
h* = Hux(z*).
2. Then, B selects a PPRF key K & F.Setup(17).
3. After that, B computes 7%, = F(K,(h*,¢*)) followed by (SKiq, VKye) =
SIG.Setup(1*; rZ.,).
4. B returns the public parameters PP,gs = (HK, ZO(Verify.Prog,..[K])) to A.
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e For 1 € [Gkey], in response to the 7™ signing key query of A corresponding to
T™M M € My with M (z*) = 0, if n # v, then B proceeds exactly as in
Hybg ,,_1 3,5, while if n = v, then B proceeds as follows:

1. B first selects PPRF keys K{",... K\ K\ \ K& o K& o K&,
F.Setup(1*).
2. Next, it generates (PPE\Z)C,w(()"),STOREé")) & ACC.Setup(1*, nacepix = 27).
3. For j =1,...,04 1, it iteratively computes the following;:
- AUx;V) = ACC.Prep—Write(PPE\'QC,STORE(.”) j—1)

Teo

J=L1
- w§”) - ACC.Update(PPglé)c,w](-li)l,x’;-fl,j - 1,AUX§.”))
- STOREg.”) = ACC.Write-Store(PP{“), STOREE-V_)l,j — 1,25 )
4. Then, B sends nux = 2% along with the sequence of messages

((q(()”),w(()”)7 ),...,(q(()u),wfu),O)) to its ITR enforcing setup indistinguisha-
bility challenger C and receives back (PPig,vg), where either (PPig,vg) &

ITRSetup(1*, e = 2)) or (PPym,vo) < ITR.Setup-Enforce(1*, nymy =
2, (g5, w0, (g, wl”, 0).

5 For j = 1,...,. + 1, B iteratively computes v, =
ITR.Iterate(PPITR,Uj_l,(q(()u),wj(-y_)l,O)). It sets mEZ’O) = (UL,q(()V),wL("),O

and mE:)LO - (UL-I—la q(()l/)7 wfi)17 )

6. It gives A the signing key

SKyps{ M)} =
v v v
HK, PPJ(\C)C/? ’I,Ué )a STOREE} )a PPirr;, V0,

ZO(Init-SPS Prog[gl”, wi, ve, K L)),

sps,E
ZO(Accumulate.Prog® Y nggpi = 2>, HK, PP
Ks(:s),vaE,Vo)vai)LOvh*vf*])v
TO(Change-SPS.Prog ™ [K() \, K& o K o K5 o b, ),
IO(Constrained—Key.Progg}g)s[M(”),T =2 ¢+, PP(VC)C, PPirg, K,
K7, KRG 4 KD g b )
e For 0 € [gsen], in reply to the ' signature query of A on message msg®) €

(

v) ()
ccs PPrrr, KspS’E‘)

M s under attribute string z*, B computes o§ﬁ3 & SIG.Sign(SKy,,, msg®) and
provides A with U,@g = (VKue aé?c)).

o Finally, A output a signature o, on some message msg* under attribute string
z*. B outputs b’ = 1 as its guess bit in its ITR enforcing setup indistinguishability
experiment if A wins, i.e., if ABS.Verify(PP,ps, 2", msg*, o5ys) = 1 and msg* #
msg(?) for any 0 € [Gsicy]. Otherwise, B outputs Y =0 in its ITR enforcing setup
indistinguishability experiment.

Note that if (PPirg,vo) & ITR.Setup(1*, nyzy = 2*), then B perfectly simu-
lates Hybg ,_1 5, 5- On the other hand, if (PPyyg,v0) & ITR.Setup-Enforce(1*, nypy =

22, ((q(()u), wéy), 0),..., (q(()y), w, 0))), then B perfectly simulates Hyb, , _; 3, . This
completes the proof of Claim O

Claim C.22 Assuming ZO is a secure indistinguishability obfuscator for P /poly
and ITR has the ‘enforcing’ property, for any PPT adversary A, for any security
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parameter \, |Adv52’y_1’3’“6)(>\) — Advf’u_1’3’b’7)()\)| < negl(A) for some negligible
function negl.

Proof The difference between Hybg,_; 5, and Hyby,_ ;3,7 is the following: In
Hybg 13,6, B includes the program ZO(F,) within the v signing key provided
to A, whereas, in Hybg ,_; 3, 7, B includes the program ZO(P;) instead, where

— Py = Accumulate.Prog®*Y [Nssppx = 27, HK, PP&Z)C, PPI(,?IZ, Ks(l',js)E, éﬁS)F,
mfig, mE:)LO, h*, ¢*] (Fig. 7
— P, = Accumulate.Prog®[ngppc = 2%, HK, PPSQC, PPI(}’]Z, Kf;,’fE, K;’fs)’F,

mfi)lyo, h*, %] (Fig. .

We will argue that the programs Py and P; are functionally identical, so that,
by the security of ZO Claim [C-22] follows. The only inputs on which the outputs
of the two programs can possibly differ are those corresponding to (h,i) = (h*,:).
For inputs corresponding to (h*,t), the program P, checks whether ‘my = mfj/o)’

and ‘Mmeoyr = mfi)l,o’ to determine the type of the outputted signature, while the

program P; only checks whether ‘moyr = mf:)LO’. Thus, the two programs will

be functionally equivalent if we can show that for inputs corresponding to (h*,¢),

Mour = mfi)w implies My = m%. Recall that in both experiment (Ppl(é'g,vé") &

ITR.Setup-Enforce(1*, nypr = 27, ((qéu), w(()”), 0),..., (q(()'/), wf”), 0))). Now, moyr =
mE—Vs-)l,O implies vour = vfi)l. Therefore, by the enforcing property of ITR it fol-
lows that vy = UEV) and (ST, wy,0) = (qéy),wfl’),O), which in turn implies that
my = (Ui, ST, Wiy, 0) = (UL(V)7q(()V),wEV)7O) = m%). O

Claim C.23 Assuming |ITR satisfies the ‘indistinguishability of enforcing
setup’ property, for any PPT adversary A, for any security parameter X,
\Advf’u_l’&b’?)()\) — Advfg’y_l’B’L’g)()\)\ < negl(\) for some negligible function negl.

Proof The proof of Claim is analogous to that of Claim with some appro-
priate modifications which are easy to determine. a
O

Lemma C.6 Assuming ZO is a secure indistinguishability obfuscator for P/poly,
F is a secure puncturable pseudorandom function, and SPS is a splittable signature
scheme satisfying VKgps.ong indistinguishability’, VKgps.apo indistinguishability’, as
well as ‘splitting indistinguishability’, for any PPT adversary A, for any security
parameter A, |Adv£2’”71’3"'1)()\) - Advf’yil’?”&l)()\ﬂ < negl(X\) for some negligible
function negl.

Proof In order to establish Lemma [C.6] we consider the following sequence of inter-
mediate hybrid experiments between Hyb, ,_; 5 ,» and Hybg ,,_4 3 ,.4:

Sequence of Intermediate Hybrids between Hyb, ,_, 3 ,,and Hyby ,_; 3,14

Hyb, ,,_1,5,,,0¢ This experiment coincides with Hybg ,_; 5 /.
Hybg . _1,5,-,1: This experiment is identical to Hyb,, 5, o except that in re-

sponse to the v*" signing key query of A corresponding to TM M®) € M, with
M®) (z*) = 0, B executes the following steps:
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1. It first generates all the PPRF keys as well as the public parameters for the
positional accumulator and the iterator as in Hyby ,_1 5,/ -

2. Then, it creates the punctured PPRF keys KS(:S)E {(h*, t+1)} &
]-'.Puncture(KiFl,';E, (h*, t+1)) and Ki:s)’F{(h*, L+1)) & ]-'.Puncture(KisiF,
(h*, e +1)).

3. After that it computes réﬁ:gl) = ]-'(KS(IIfS)E, (h*, 1+ 1)), ré::;l) = ]-"(Kéﬁs)F,
(h*, t+1)), and forms (SKéﬁ’Sigl), VK;V);EI), VKSISL:;}J)G) = SPS.Setup(1*;

v,0+1 v,0+1 v,e+1 v,0+1 v,0+1
éPS[,G ))7 (SKéps[,H )7 VKépsb,H )7 VKéPsL-REJ),H) = SPS'SetuPl)\; réPS[,H ))'

4. Next, it sets mg)yg = (v(()”), q(()”), wéu), 0). For j = 1,...,t+1, it iteratively computes
the following:

- AUXE»V) = ACC.Prep-Write(PPE\Z)C, STORE;-V_)pj —1)
— w!") = ACC.Update(ppt, w'” &%y, j — 1,aux\")
- STORE;V) = ACC.Write-Store(PP,(féL STORE;-V_)Dj -1,75_)
- v;”) = ITR.Iterate(PPI(T"g,v](-Z)l, (q(()"),w](-y_)l,O))
It sets mgi)m = (Ufi)u q(()”), wfi)l, 0).
5. It gives A the signing key
SKaps{ M)} =
HK, PP wé”), STOREé”), pp) v(()”),

IO(Init-SPS.Prog[qu), w(()"), véy), K

sps,E

ZO(Accumulate. Prog(?”u"l) [Nsp-piic = 2%, HK,

()

(h*, e+ 1)3]),

(v)

PPACC? PPI’T‘R?

ZO(Constrained-Key. Progfjﬁ)S (M), T = 2* ) PP&%)C, PP%Z,

v * v % v,0+1 v,e+1
KS(PS),E (h Lt 1)}7 ngl’s),F{(h Lt 1)}7 SKépsL,G )’ SK£1>SL,JI; )7
v,+1 ve+1 v % %
VKéPsL,G )7VK§PS,H )7m5+)1,07 h 7£ ])7
ZO(Change-SPS.Prog ™ VK | K&) oK) A(h* 0+ 1)},
v * v,0+1 v,e+1 x %
Kipg,F (h Lt 1)}’VK£PS,Z‘ )7VK£PS,-|I‘} )’ h >£ ])’

K,

K(”)

sps, B>

K(”)

KL EY KW L h*, 04])
where the programs Accumulate.Prog(g’L D and Change—SPS.Prog(?’""l) respec-

tively are the modifications of the programs Accumulate.Prog(S’L/) and

Change—SPS.Prog(?”L) (Figs. and and are shown in Figs. and
Hybg ,,_1,3,.+,2: This experiment is analogous to Hybg ,,_; 3, ; with the only excep-
th signing key queried by A, B selects rgséfgl),

(v,e+1)
SPS-REJ,G)7

tion that while constructing the v

(v,41)
sps,G

(voetl) 8
sps,H -

(v,e+1)
sps,H

(v,i+1)

sps,G VK

YVeprr, 1.€., in other words, B generates (SK

) < SPS.Setup(1*).

, VK

(v,e+1)
sps,H

(v,e+1)

VKSPS-REJ,H

(SK VK

Hybg , 15,3 This experiment is identical to Hyb,, ;5, o except that in re-
sponse to the v*" signing key query of A corresponding to TM M®) € M, with

M®) (2*) = 0, B executes the following steps:

1. It first generates all the PPRF keys as well as the public parameters for the
positional accumulator and the iterator as in Hyby ,,_ 5,/ o.
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Constants: Maximum number of blocks for SSB hash ngsppx = 2>‘, SSB hash key HK, Pub-

lic parameters for positional accumulator PP,cc, Public parameters for iterator
PPirr, Punctured PPRF keys Kgps g {(h™, ¢t + 1)}, Kes, p{(h™, ¢ + 1)}, Signing keys
SKqg, SKg, Verification keys VKg, VK, Message m, 11,0, SSB hash value of chal-
lenge input h*, Length of challenge input £*

Inputs: Index i, Symbol syM;y, TM state sT, Accumulator value wyy, Auxiliary value AUX,
Iterator value vy, Signature ogps i, SSB hash value h, SSB opening value mgsp

Output: (Accumulator value woyr, Iterator value vour, Signature ogps.our), or L
1.(a) If (h,i)# (h",04+1), compute 7rgs.p = F(Kws,g{(h",t+1)},(h,i)), (SKses, B, VKsps, E»

VKspsrps, B) = SPS.SEtUp(lA; Tsps, ).
Else, set VKgps. E = VKG.-

(b) If (h,3) # (h*,t+ 1), compute reosr = F(Ksws,r{(h",t+ 1)}, (h,7)), (SKsps,F, VKsps, F,

(c) Set myy = (v, ST, wi,0) and a =

VKsps gy, F) = SPS.Setup(lA; Tsps, F)-
Else, set VKgps, 7 = VKg .

)

(d) If SPS.Verify(VKsps, &, Mux, Ospsn) = 1, set a =E".

() Hla="] A [(e>£") vV (0<i<:) V (h# h")], output L.
Else if [a =‘-"] A [SPS.Verify(VKsps, F, Min, Osps,iv) = 1], set oo =*F".
(f) If a =", output L.

2. If SSB.Verify(HK, h, i, SYMy, ss) = 0, output L.
3. (a) Compute woyr = ACC.Update(PPacc, Winy SYMiy, %, AUX). If woyr = L, output L.

(b)

Compute voyr = ITR.Iterate(PPirr, viv, (ST, wix, 0)).

4.(a) If (h,i) # (h*,1), compute 1l p =F(Kewse{(h*,t+ 1)}, (h,i+1)),(SKipe g VKips 125

VKo ey g) = SPS.Setup(1*; rle ).
Else, set sKl, p = SKG-

(b) If (h,i) # (h*,1), compute vl r=F(Kesr{(h*,t+ 1}, (h,i+1)),(SKipe r, VKie Fs

VK ooy p) = SPS.Setup(1*; rle ).
Else, set SK'F P = SKH.

(¢) Set mour = (vour, ST, Wour, 0). If [(h,3) = (R*, )] A [mouvr = Mm,41,0], compute oepsovr =

SPS.Sign(sKgps &> Mour)-

Else if [(h, i) = (R*,1)] A [mour # m.41,0], compute osps ovr = SPS.Sign (8K g5 Mour)-
Else if ¢ < £, compute ogpsovr = SPS.Sign(SK;psﬁa, Mour).

Else, compute ogpsour = SPS.Sign(SK,g g, Mour)-

5. Output (wour, Vour, Oses,our)-

Fig. 33 Accumulate.Prog

(3,¢/,1)

. Then, it creates the punctured PPRF keys K:’(:‘EE (h*,0 +

1)
]:

V& Fruncture(BY) (b0 + 1)) and K (%, + 1)) &

sps, B SPs, F'
.Puncture(KiFQF, (h*, 0+ 1)).
. (v,i41) (v,u41) (v,e+1) (v,i+1) (v,u41)
. After that it forms (SKgio s VKgpe o s VKepanea)r (SKeps i1 s VEgps i1

vt ) 8 Sps Setup(12).

. Next, it computes m,; o =

SPS-REJ, H

“ (Ufi)p Q(()V)7w£i)1a 0) just as in Hybo,u—1,3,u,2~

. (v,04+1) (v,u41) (v,41) (v,041) $

. After that, it creates (Usps_om,m(fl e VKgpd onn,G0 SKsps ano, G VKgpiapo.a) €
. (v,e+1) (v) (v,u41) (v,e4+1) (v,+1)

SPS'Sp“t(SKSPs,G ’ mLJrl,O) and (USPS_ONE m®™ VKSPS-ONE,H’ SKSPS-ABO,H’

t+1,0°

vy & SPS.SpIit(SKég’SfED,mf:)l,o).

SPS-ABO,H
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Constants: PPRF keys Kgps, 4, Ksps,p, Punctured PPRF keys Kgs pg{(h*, ¢+ 1)},

put ™, Length of challenge input £*

Keps, p{(h*, ¢+ 1)}, Verification keys VKg, VKg, SSB hash value of challenge in-

Inputs: TM state sT, Accumulator value w, Iterator value v, SSB hash value h, Length
Cixp, Signature ogps x
Output: Signature ogps our, Or L
1. (a) If (}Lemp) # (h*7 L+ 1)7 compute Tsps, E = F(Ksps E{(h*a L+ 1)}; (h; lixe))s

< AL
(strﬂs E, VKsps, E; VKsps-rES E) = SPS-SetUP(l 5 Tsps E)
Else, set VKgps. g = VKG -

(b) If (hy bnp) # (R, 0+ 1), compute rops, F = F (Ksps, p {(R™, ¢ + 1)}, (h, bixw)),

(SKSPS F, VKsps, Fy VKsps-rig F) = SPS-SetuP(1A§ Tsps F)‘
Else, set VKgps. 7 = VKg .
(¢) Set m = (v,sT,w,0) and a=*-"
(d) If SPS.Verify(VKsps, 2, M, Osps,n) = 1, set a =",
(e) If [a =] A [(bp > £") V (0 < lip <) V (h#h™)], output L.
Else if [ =‘"] A [SPS.Verify(VKsps, 7, m, Osps,n) = 1], set o =*F".
(f) If a =, output L.

SPS.Setup(1*; reps, a)-

SPS.Setup(lA; Tsps, B )-
(¢) If [(h,lwp) = (R™,£%)] A [ao ="F’], output ogpsour = SPS.Sign(SKeps, B, M).
Else, output osps,our = SPS.Sign(SKsps, 4, M).

2. (El) Compute Tsps, A = F(KSPS‘A 5 (h7 zl\va O))7 (SKSPS,A > VKsps, A, VKSPS-RICJ,A)

(b) Compute Tsps, B = ]:(KSPS,Ba (h7 Linp, 0)), (SKSFS,Ba VKsps, B VKSFS—REJ,B)

Fig. 34 Change-SPS.Prog®)

6. It gives A the signing key
SKaps{M W)} =

v v v v (v
HK, PP&C)(j, w(() ), STORE(() ), PPI(Trz, Vo ),

IO(Init—SPS.Prog[qéw7 w(()'j)7 v(()"), KS(IVS)E (h*, 0+ 1)})),
ZO(Accumulate.Prog® 2 [ngsppx = 2*, HK, pp()., PP

v * v « PR
KoL p {00+ D} KL p{ (0 0+ D)0

SPS-ONE,m

041,07

G7

(v,e+1) (v,1+1) (vet+1) (v) % px
SKSPS—ABO,H7VKSI’S,G ’VKSPS,H ’mL+1,07h vé ])7

K(”)

* e+1 41 * P
EGLpA o+ 10}, viGEEY vk b)),

K K KGR K )
(3,t/,2)

where the program Accumulate.Prog
Accumulate.Prog®*"Y) (Fig. and is shown in Fig.

Hybg ., _1,5,,4: In this experiment, in response to the v signing key query of A
corresponding to TM M®) € M, with M®)(z*) = 0, B generates everything as in

81

ZO(Constrained-Key.Prog (L. [M®), T = 2% ¢*(), ppY) pp1)

TO(Change-SPS.Prog®* VK () | K& b KW L {(h* 0+ 1)},

K,

is an alteration of the program




Constants: Maximum number of blocks for SSB hash ngsppx = 2>‘, SSB hash key HK, Pub-
lic parameters for positional accumulator PP,cc, Public parameters for iterator
PPrr, Punctured PPRF keys Keps g {(h™, t+1)}, Kss, p {(h",¢t+1)}, Signature g,
Signing key SKp, Verification keys VKg, VKg, Message m, 41,0, SSB hash value
of challenge input h™, Length of challenge input £*

Inputs: Index i, Symbol syM;y, TM state sT, Accumulator value wyy, Auxiliary value AUX,
Iterator value vy, Signature ogps i, SSB hash value h, SSB opening value mgsp
Output: (Accumulator value woyr, Iterator value vour, Signature ogps.our), or L
1.(a) If (h,4) # (h*,v + 1), compute rgs g =  F(Ksws,e{(h",¢ + 1)}, (h,1)),

(SKSPS,E7 VKsps, B, Vst’S—nEJ,E) = SPS-SetUP(]-)\? TSI’S,E)»
Else, set VKgps, g = VKG.-
(b) If (h,%) # (h*,¢ + 1), compute 7o F =  F(Kes,rp{(h*,¢t + 1)}, (h,7)),
(SKsps, s VKsps, F'» VKsps ey, F) = SPS-SEtUP(].)\; Tsps, )+
Else, set VKgps, p = VKp7.
(c) Set my = (v, ST, wiy, 0) and a =
(d) If SPS.Verify(VKsps, B, Mix, Ospsn) = 1, set a =E".

)

(e) If [a=-"1 A [(e>¢€") vV (0<i<t) V (h#h")], output L.
Else if [a =‘-"] A [SPS.Verify(VKsps, F, Min, Osps,iv) = 1], set oo =*F".
(f) If a =, output L.

2. If SSB.Verify(HK, h, i, SYMy, Tssz) = 0, output L.
3. (a) Compute woyr = ACC.Update(PP cc, Win, SYMiy, 4, AUX). If woyr = L, output L.
(b) Compute vour = ITR.Iterate(PPirg, Vi, (ST, Wi, 0)).

4.(a) If (h,i) # (h",1), compute 14y = F(Kes,e{(h¢ + 1}, (hi + 1)),
(SK;PS,E7 VK;Ps.EV VK;PS-REJ,E) = SPS.Setup(lA; T;‘PS,E)'
(b) If (h,l) # (h*,L), compute r;ps,F = ]:(KSFS,F{(h*vL + 1)}1 (h!i + 1))!

(SK;PS,F7 VK;PS,F’ VK;PS-REJ.F) = SPS'SetUP(IA; T;’PS.F)'
Else, set SK;pS,F = SKpg.
(c) Set mour = (Vour, ST, Wour, 0). If [(h,2) = (™, 1)] A [movr = M.41,0], set Tspsovr = OG-
Else if [(h,1) = (h™,t)] A [mour # Mu41,0], compute ogpsovr = SPS.Sign(SK;PS’F, Mour)-
Else if ¢ < £, compute ogpsouvr = SPS.Sign(SK;pSYQ, Mour).
Else, compute ogpsour = SPS.Sign(SK,g g, Mour)-
5. OUtPUt (wOUT) Vour, USPS.U[’T)'

Fig. 35 Accumulate. Prog(S’L/’z)

Hybg ,_1 3,73, however, it hands A the signing key
SKABS{M(U)} =

v v 14 14 v
HK, Ppgc)c,w((] ), STOREE] ),Ppl(ﬂz,vé ),

ZO(Init-SPS.Proglgs”, wi” vl K& pA(h*, 0+ 1)}]),

IO(AccumuIate.Prog(g’L/’Q) [Nssppix = 2%, HK, Psz)c, PPI({;Z,

K8 {00+ D} K8 {0 o+ D)o skl

Py pa. y
SPS, sps-ong,m; o, SPS-ABO, H

(v,e+1) (v,e+1) () * %
VKSPS—ONE,G’VKSPS,H ’mL—H,Oah 7€ Da

TO(Change-SPS.Prog ™ VK 4 K{ . KA pl (0,0 4+ 1)),
K o 03, v ) it e ),

SPS-ONE,G? sps,H
ZO(Constrained-Key.Prog(L. [M®), T = 2* @) pp{¥). ppl¥) K,
K7 K K K b, )
The rest of the experiment is analogous to Hybg ,,_1 3,/ 5.

Hybg ., _1,5,,5° In this experiment, in response to the v signing key query of A
corresponding to TM M®) € M, with M(”)(w*) = 0, B forms all the components
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just as in Hybg ,,_; 3,/ 4, however, it gives A the signing key

SKags {M(V) b=
HK, PP w(()"), STORE(()V), pp) v(()”),

TO(nit-SPS.Proglgl”, w” vy, K&) LA (h*, 1+ 1)}]),
IO(Accumulate.Prog(B"‘/’Q) [Nssppx = 2, HK, PPE:QC, PPI(;Q7
* * v,e+1
K30 p (0 o+ DY ES) p{(h o+ DY o0 sk

SPS»ONE,mL:rLU,
(v,e+1) (v,e+1) (v) ERES
SPS-ONE,G? VKSI’S—ABO,H’ mL+1,07 h ’ ¢ ])7

TO(Change-SPS.Prog® D[k | K& L K& L {(h*, 0+ 1)},

sps,A? SPs,

Ki:s),F{(h*? L+ 1)}’ VK(D7L+1) VK(">L+1) h*,é*]),

SPS-ONE,G? SPS-ABO,H ’
I(D(Constrained—Key.ProgggS [MW), T =27 t+() PP%)C, PPI(;%, K,
KK KRG K G p h ))
The rest of the experiment is analogous to Hybg ,,_ 3,/ 4-

(v,e+1)
SPS-ABO,H

VK

Hyb, ,,_1,5,7,6: In this experiment, to answer the vth signing key query of A corre-
sponding to TM M®) € M, with M*)(z*) = 0, B creates all the components as in
Hyby , 1.3,/ 5, however, it returns the signing key

SKABS{M(V)} =

) ) (1) pp) ()
HK, PPacc, Wy, STORE( *, PPrrg, Uy

ZO(Init-SPS.Proglgl”, wi v, K&) LA (h*, 1+ 1)}]),
ZO(AccumuIate.Prog(B’L/’S) [Nsspopix = 2, HK, PP%)C7 PPI({Q,
* * v,e+1 41
KS) p{(n, o+ L KSD o {(h, e+ DB skt

SPS- )
sps-oNE,m %, o, SPS-ABO,H

v,+1 voe+1 v) % %
VKSPS—ON%,G7VK{EPS»AB()),va/(,+1,O’ h 76 D:
ZO(Change-SPS.Prog® VKM | K KM {(h* 1+ 1)},

sps,A? “*sps, B’ “tsps,

K {0+ Dbl i) vkt e o),

SPS-ONE,G? SPS-ABO,H ?
ZO(Constrained-Key.Prog (L. [M®), T = 2* +*®) pp{¥) ppl¥) K,
K KW KRY LK) o )

» “rsps, Ay “rsps, B
(3,4/,3)

to A, where the program Accumulate.Prog is a modification of the program
Accumulate.Prog(S’L 2) (Fig. and is depicted in Fig. The remaining part of
the experiment is identical to Hybg , 4 3,/ 5.

Hybg , 13,7 In this experiment, to answer the v signing key query of A cor-
responding to TM M®) € M, with M®)(z*) = 0, B generates all the compo-

nents exactly as in Hyb, ,_; 5,/ ¢ except that it does not generate (U(V’LH)

2 oy (V) ’
SPS-ONb,?nIIJrl,O,H

(v,e41) (v,e+1) (v,u41) $ . (v,e41) (v) .
VKSPS-ONE,H’ SKSPS-ABO,H’ VKSPS—ABO,H) — SPS'Spllt(SKSPs,H 7mL+1,0) and prov1des A
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Constants: Maximum number of blocks for SSB hash ngsppx = 2>‘, SSB hash key HK, Pub-

Inputs: Index i, Symbol syM;y, TM state sT, Accumulator value wyy, Auxiliary value AUX,
Iterator value vy, Signature ogps i, SSB hash value h, SSB opening value mgsp
Output: (Accumulator value woyr, Iterator value vour, Signature ogps.our), or L
1.(a) If (h,4) # (h*,v + 1), compute rgs g =  F(Ksws,e{(h",¢ + 1)}, (h,1)),

(b)

()
(d)
(e)

()

2. If SSB.Verify(HK, h, i, SYMy, Tssz) = 0, output L.

3. (a)
(b)
4. (a)

(b)

5. Output (wour, Vour, Tses,our)-

lic parameters for positional accumulator PP,cc, Public parameters for iterator
PPrr, Punctured PPRF keys Kqps g {(h™, t+1)}, Kss, p {(h",¢t+1)}, Signature o,
Signing key SKp, Verification keys VKg, VKg, Message m, 1,0, SSB hash value
of challenge input h™, Length of challenge input £*

(SKSPS,E7 VKsps, B, Vst’S—nEJ,E) = SPS-SetUP(]-)\? TSI’S,E)»

Else, set VKgps, g = VKG .-

If (h,1) # (h*,¢ + 1), compute 7o F =  F(Kes,rp{(h*,¢t + 1)}, (h,17)),
(SKSPS,F7 VKsps, F VKSPS—REJ,F) = SPS-SetUP(]-)\; TSPS,F)‘

Else, set VKgps, p = VKp7.

Set my = (v, ST, wiy, 0) and a =
If SPS.Verify(VKsps, £, My, Osps,n) = 1, set a =E".

)

Ifla="] A [t>¢€") VvV (0<i<:) V (h#h")], output L.
Else if [a =‘-"] A [SPS.Verify(VKsps, F, Min, Osps,iv) = 1], set oo =*F".
If a =7, output L.

Compute wour = ACC.Update(PPcc, Win, SYMix, 4, AUX). If woyr = L, output L.
Compute vour = ITR.Iterate(PPirr, vin, (ST, Wiy, 0)).

If (h,i) # (h*,1), compute ryip = F(Kese{(h*,: + D}, (h,i + 1)),
(SK;PS,E7 VK;Ps.EV VK;PS-REJ,E) = SPS.Setup(lA; T;‘PS,E)'
If (h,1) # (h*,t), compute r;p&F =  F(Kss,r{(h*,¢ + 1)}, (h,i + 1)),

(SK;PS,F7 VK;PS,F’ VK;PS-REJ.F) = SPS.Setup(lA; T;’PS.F)'

Else, set SK;pS,F = SKpg.

Set mour = (UOUT; ST, Wour, O)- If [(h) 'L) = (h*, L)] A [mOUT = mH»l,O]; set Us}PS.Ul’T =0G-
Else if [(h,1) = (h™,¢)] A [Mouvr # Mu41,0], compute Tgpsovr = SPS.Sign(SKSpS’F7 Mour).
Else if [(h,4) = (R*, 1+ 1)] A [mn = m,41,0], compute ospsovr = SPS.Sign(SKlpe 3, Mour)-

Else if [(h,i) = (R*, ¢t + 1)] A [mu # muy1,0], compute oss.our = SPS.Sign(SKlps zs Mour)-

Else if ¢ < £*, compute ogps our = SPS.Sign(SK;PS,Q, Mour)-
Else, compute ogps our = SPS.Sign(SK;I,SvE, Mour).

Fig. 36 Accumulate.Prog

(3,¢/,3)

with the signing key

SKags {M(V) } =
HK, PP/, w(()”), STORE(()V), ppY) v(()”>,

ZO(Init-SPS.Proglg)” i, v, K&) LA (h*, 1+ 1)}]),
ZO(Accumulate. Prog(3”‘/’3) [nssppx = 27, HK, PPace, PPy,

K sl et DL K p (004 Dhol 00 ) oskiilio e
VKs(,ZsL:)rNIB:Gv VKE:::};())G’ mE-VF)LO? h*, £]),

TO(Change-SPS.Prog®* D [KY) | k%) o K& {(h, 0+ 1)},
K p{(h*, 0+ DY VKRG 60 VG o 7 2],

I(’)(Constrained—Key.Prog(l) [M®) T = 2> (), PPExIé)c, Ppl(;/rz; ;

(v) (v)

ABS

) @) @ g e
KK K K ke 7))

PS,B?

The rest of the experiment is the same as Hyb, ,_; 5,/ 4-

Hybg ., 1,5, In this experiment, in response to the v signing key query of A
corresponding to TM M®) € M, with M®) (z*) = 0, B generates all the components
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as in Hybg ,_; 3, 7, however, it returns the signing key
SKaps{M )} =

v v) v v) v
HK, ij(xc)m w(() N STOREB ), PPI(TR7 ’U(() ),

IO(Init—SPS.Prog[qéy)7 w(()"), v(()u), KS(II)';E{(h*7 t+1)}),
ZO(Accumulate.Prog®* ™ [negp nx = 2%, HK, pp, '),
Kégs))E (h*, 1+ 1)}, KS(I',’;F (h*, o+ 1)}, skt vt

sps,G sps,G
(v) * Pk
mt+1,oah 4 ])7

TO(Change-SPS.Prog®* 2 [k | k) . KY)

sps, 4> Bosps By Bsps B
KG) e{(h, 0+ D3 vy v o),
TO(Constrained-Key.Prog' L. [M®) T = 22 () PPUL, PP, K,
Ky K KGR g )
to A, where the programs Accumulate.Prog(?”UA) and Change-SPS.Prog(S’L’z) respec-

tively are the modifications of the programs Accumulate.Prog(3’L/’3) and
Change-SPS.Prog®+V) (Figs. and ) and are shown in Figs. and The
rest of the experiment if identical to Hybg ,_; 5, 7-

(h*, 0+ 1)},

Constants: Maximum number of blocks for SSB hash ngsppix = 2’\, SSB hash key Hk, Public
parameters for positional accumulator PP,¢., Public parameters for iterator PPy,
Punctured PPRF keys Kgps, g{(h", ¢+ 1)}, Kes, p{(h™, ¢ + 1)}, Signing key skq,
Verification key VKg, Message m,11,0, SSB hash value of challenge input h*,
Length of challenge input £*

Inputs: Index ¢, Symbol syM;y, TM state sT, Accumulator value wyy, Auxiliary value AUX,
Iterator value vy, Signature ogps v, SSB hash value h, SSB opening value g
Output: (Accumulator value woyr, Iterator value vour, Signature ogpsour), or L
1.(a) If (h,i) # (h",¢t + 1), compute 7ros,g = F(Kese{(h",t + 1)}, (h,1i)),

(SKSPS,E7 VKsps, E VKSPS-REJ,E) = SPS-SetUP(1A§ TsPs,E)~
Else, set VKgps,E = VKG.

(b) If  (h,14) # (h*,v + 1), compute rssF =  F(Kws,r{(h",¢ + 1)}, (h,1)),
(SKSPS,Fv VKsps, Fy VKsPs—lmJ,F) = SPS-SetUP(]-)\; TSPS,F)-

(c) Set muy = (v, ST, wiy, 0) and a =*-"

(d) If SPS.Verify(VKsps, &, Mux, Ospsn) = 1, set a =E".

(e) f[a=~"T A [e>£") vV (0<i<:+4+1) V (h# h")], output L.
Else if [a =‘-"] A [SPS.Verify(VKsps, F, M, Osps,iv) = 1], set oo =*F".
(f) If @ =, output L.

2. If SSB.Verify(HK, h, i, SYMy, Tss) = 0, output L.
3. (a) Compute wour = ACC.Update(PPacc, Win, SYMiy, 4, AUX). If wour = L, output L.
(b) Compute vour = ITR.Iterate(PPirg, Vi, (ST, Wi, 0)).

4.(a) If (h,i) # (h",1), compute r4.p = F(Kase{(h¢ + 1}, (hi + 1)),
(SK;PS,E7 VK;‘PS,E7 VK;PS—REJ,E) = SPS'SetuP(l/\; TS{PS,E)'
(b) If (hi) # (h",0), compute tp = F(Kasr{(h®,o + D}, (hi + 1),

(SK;PS,F7 VK;PS,F’ VK;PS—REJ,F) = SPS.Setup(l*; Tér’s,F)'

(c) Set mour = (vour, ST, Wour, 0). If (h,i) = (h™,t), compute ogpsovr = SPS.Sign(SKa, Mour)-
Else if [(h,i) = (h™, ¢+ 1)] A [mu = m,41,0], compute ogpsovr = SPS.Sign(SK;pqu, Mour).
Else if [(h, i) = (R*,t + 1)] A [mu # m,11,0], compute osesovr = SPS.Sign(sKipg g, Mour)-
Else if ¢ < £*, compute ogpsovr = SPS.Sign(SK;mQ, Mour).

Else, compute ogps ovr = SPS.Sign(SKQPS,E7 Mour)-

5. Output (wour, Vour, Tses,our)-

Fig. 37 Accumulate. Prog(3"/ 4)
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Constants: PPRF keys Kgps,a, Kss,B, Punctured PPRF keys Kgsp{(h*,t + 1)},
Keps,{(h™, v+ 1)}, Verification key VK¢, SSB hash value of challenge input h™*,
Length of challenge input £*

Inputs: TM state sT, Accumulator value w, Iterator value v, SSB hash value h, Length
Cinp, Signature ogps x
Output: Signature ogps our, or L
1.(a) If (h,lne) # (h",¢ + 1), compute rgs E
(SKsps,E, VKsps, E» \’KSPS—REJ,E) = SPS-SEtUP(]-A; "‘SPS,E)
Else, set VKgps, g = VKG.
(b) If (h,lwp) # (h™,¢ + 1), compute rgs F
(SKSPS,F7 VKsps, Fy VKsPs—REJ,F‘) = SPS-SetUP(IX; T'SPS.F)'

-F(KSPS,E{(]—L*7L + 1)};(h;eu\'1’));

-F(KSPS,F{(h*vL + 1)}7(h7ell\l’))7

(c) Set m = (v,sT,w,0) and a="*-"
(d) If SPS.Verify(VKsps, 5, M, Ospsiv) = 1, set o ="E".
(e) If [@=""] A [(boe >£*) V (0< by <t+1) V (h#h")], output L.

Else if [ =-] A [SPS.Verify(VKsps, , m, Ospsiv) = 1], set a =*F".
(f) If @ =-’, output L.
2. (a) Compute Tsps, A = —F(KSPS,A7 (h7 Linp 0))’ (SKSPS,A7 VKsps, A, VKSPS—REJ,A) =
SPS.Setup(lA; Tsps, A)-
(b) Compute Tsps, B = -F(KSPS,B7 (h7 ZlNlH 0))7 (SKSPS,B7 VKsps, B VKSPS-REJ,B) =

SPS.Setup(1*; roses, B)
(c) If [(h, bwe) = (h™,£7)]

Else, output osps ovr =

A [O‘ :‘F’], output ogps.ovr = SPS'Sign(SKSPS,Bv m)
PS.Sign(SKsps, 4, ™M).

Fig. 38 Change-SPS.Prog:?)

Hybg ,,_1,3,,9: This experiments analogous to Hyb, ,_; 5,/ s with the only excep-
tion that while constructing the v** signing key queried by A corresponding to
TM M®) € My, with M®)(z*) = 0, B generates (SK(V’H_I),VK(V’L+1)7VK(V’L+1) )=

sps,G sps,G SPS-REJ,G
SPS.Setup(1*; pHtD — }—(KS(:S),E (h*; 1+ 1))).

sps,G

Hybg ,,_1,3,.7,10: This experiment corresponds to Hyby ,_1 5,41
Analysis

Let Advf’”fl’?”bl’ﬂ) ()\) represents the advantage of the adversary A, i.e., the absolute
difference between 1/2 and A’s probability of correctly guessing the random bit
selected by the challenger B, in Hybg ,_; 3,/ 9, for ¥ € [0,10]. From the description

of the hybrid experiments it follows that Advff"’*l’g”u)()\) = Advf’”fl’g’ﬂ’o)()\) and
Advff’y_l’s’L+1)()\) = Advg‘)’"_l’?”b ’10)(>\). Hence, we have
|Adv-(/(‘),1/71,3,/) (/\)—AdVEA(‘)’U71737L+1) (/\)|

- (0,v—1,3,.",9—1) (0,v—1,3,.",9) (06)
<) AT ) — AdVET TR (),

9=1
Claims below will show that the RHS of Eq. (C.6)) is negligible and thus
Lemma follows.

Claim C.24 Assuming ZO is a secure indistinguishability obfuscator for P /poly
and F satisfies the correctness under puncturing property, for any PPT adversary

A, for any security parameter A, |Adv£2’”_1’3’L/’0)()\) — Advff’y_l’g’L/"l)()\)| < negl(X)
for some negligible function negl.
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Proof The only difference between Hyb, ,,_; 3,/ o and Hybg ,_; 5,/ 4 is the following:
In Hybg ,, 13,/ 0, B includes the programs ZO(Fy) and ZO(F;) within the vt signing
key provided to A, while in Hyby, ;5 4, it includes the programs ZO(P;) and
ZO(P}) instead, where

- P = Accumulate.Prog(g’L/)[nSSB_BLK = 2} HK, PP&Z)C, PPfﬁz, KY KW

sps,E» sps,F»
mfi)m, h*, 0*] (Fig. ,
— Pj = Change-SPSProg ™[k () . K&)  KG) o K)o e, ] (Fig.[ue),
— P, = Accumulate.Prog®*" V) [nssppx = 2’\,HK,PP&”CL,PPgé’EZ,KSFES?)E{(h*,L + 1)},
v) % v,+1 ve+1 (v,e+1) v,+1 (v % %
Ks(_Ps,F{(h b+ 1)}7 SKiPs,G )’ SKgps,H)’ VKSPS,G ’ VKéPS,H)7 mz,+)1,0’ h ’ f]
(Fig. ,
— P = Change-SPS.Prog™®V[K () | K& o KG) o {(h* 0+ 1)}, KGD o { (07,0 +

sps,A’ “*sps,B? ~ sps,E » Frsps, F

D}, vt vt e g (Fig..

sps,G sps,H

Observe that by the correctness under puncturing property of the PPRF F, the
programs Py and P; are functionally identical for all inputs corresponding to (h, i) #
(h*,1) and (h,i) # (h*,¢+ 1). For inputs corresponding to (h*,t),the program P;
uses the hardwired signing keys which are exactly same as those computed by the
program FPy. The same is true for the hardwired verification keys used by P; for
inputs corresponding to (h*,¢+ 1). Thus, the programs Py and P; are functionally
equivalent. A similar argument shows that the same is correct for programs P} and
P|. Therefore, by the security of ZO Claim follows. Of course, we need to
consider a sequence of intermediate hybrid experiments to switch the programs one
at a time. a

Claim C.25 Assuming F is a secure puncturable pseudorandom function, for
any PPT adversary A, for any security parameter A, |Adv52’y_1"3’L ’1)()\) —
Adv&?’yil’?’” ’2)(/\)| < negl(\) for some negligible function negl.

Proof Suppose there exists a PPT adversary A for which |Advf’”71737/’1)()\) -

Advsg,u—1,3,/,2)(/\)| is non-negligible. We construct a PPT adversary B that breaks
the selective pseudorandomness of the PPRF F using A as a sub-routine. The de-
scription of B is given below. We note that in the following we work in a model
of selective pseudorandomness for PPRF involving two independent punctured keys
and two challenge values for a challenge input, one under each key. However, this
model is clearly equivalent to the original single punctured key and single challenge
value model described in Section through a hybrid argument.

e B initializes A on input 1* and receives a challenge signing attribute string z* =
x§ ... pe_q € Upps with |2*| = £* from A.
e Upon receiving z*, B proceeds as follows:
1. B first generates HK & SSB.Gen(l)‘,nSSB_BLK = 2*,4* = 0) and computes
h* = Hux(z*).
2. Then, B selects a PPRF key K & F.Setup(17).
3. After that, B computes 7%, = F(K,(h*,¢*)) followed by (SKiq, VKye) =
SIG.Setup(1*; rZ.,).
4. B returns the public parameters PP,ps = (HK, ZO(Verify.Prog,..[K])) to A.
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e For 1 € [Gkey], in response to the 7™ signing key query of A corresponding to
T™M M € My with M (z*) = 0, if n # v, then B proceeds exactly as in
Hybg ,,_1 3,/ 1, while if n = v, then B proceeds as follows:

1. B first selects PPRF keys (", ... K\ K , K 5 & F.Setup(1).

Sps,A?

2. Next, it generates (PP%)C, w(()"), STORE(()V)) & ACC.Setup(1*, nacopx = 2*)
and (PPI(TVIE,U((JV)) & ITR.Setup(1*, nyrr = 2*).

3. Bsends (h*,t+1) as the challenge input to its PPRF selective pseudorandom-
ness challenger C and receives back two punctured PPRF keys K{{(h*,. +
D} K5{(h*,t + 1)} and two values 77,75 € Veprr, where either i = F(KT,
(h*, 0+ 1)),7r3 = F(K5, (h*,v+ 1)) or r],73 & Vepre- B implicitly views the
keys K} and K as the keys Kés; g and KS(:S)  Tespectively.

4. B generates (SK&S?%VK&&E%VKgg;f:é])’G) = SPS.Setup(1*; rf) and
(KT VKRG VG 1) = SPS.Setup(1%; 7).

5. Next, it sets m(()l:g = (v(()"),q(()”),w(()y),O). For j = 1,...,0+ 1, it iteratively
computes the following:

- AUx;V) = ACC.Prep-Write(PP,(fé)C7 STORE§1217j -1)

- w](.”) = ACC.Update(PPE\lé)mwj(»y_)l,a:;f_hj — 1,AUX§.”))

STOREEV) = ACC.Write-Store(PPE\Z)C, STORE§':)1,j -l )

- v](.”> = ITR.Itelrate(PPI(;'g,11§”_)17 (qéy),w(”) 0))

-1
It sets mfi)LO = (Ufi)p Q(()V)v wfi)lﬂ 0).

6. It gives A the signing key
SKABS{M(”)} =

v v v v v
HK,PP&C)C,w(g ),STORE(() ),PPI(T,Z,U(() ),

ZO(Init-SPS.Prog[gl"”, w(” , vl K {(h*, 1 + 1)})),

ZO(Accumulate.Prog®*" 1 [nggs i = 2%, HK, PP, PP,

* * * * vt+1 v,e+1
Ki{(h*, o+ 1)} K3 {(h*, 0+ 1)}, skl gV skl
1 +1 * *
VKigsL,G )7VK£ZS,H )’mf-l;-)l,O’h ),
K(”)

TO(Change-SPS.Prog®* D[k () | K o K {(h*, 0+ 1)},
* * e+1 AR * )k
Ks{(h*, e+ 1)}, vl viGe g ne o)),
ZO(Constrained-Key.Prog (L. [M®), T = 2% ¢*(), ppY) ppl) K,
KM K KW h*, 0+])

K(V)
e For 0 € [Gsen], in reply to the 6 signature query of A on message msg(®) €

sps,A? ~*sps,B?

M s under attribute string z*, B computes o) & SIG.Sign(SKy,., msg®) and
provides A with ogg = (VK 05?3)

e Finally, A output a signature o}, on some message msg* under attribute string
z*. B outputs b =1 as its guess bit in its PPRF selective pseudorandomness
experiment if A wins, i.e., if ABS.Verify(PPps,z*, msg*, 05,s) = 1 and msg* #
msg(® for any 6 € [Gsicx]. Otherwise, B outputs b = 0 in its PPRF selective
pseudorandomness experiment.

Note that if 7 = F(K7, (h*,c+ 1)),75 = F(K3,(h*,. + 1)), then B perfectly

simulates Hyb, ,,_; 5,/ 1. On the other hand, if r{,r3 & YVrerrr, the B perfectly simu-
lates Hybg , 1 3,/ 5. This completes the proof of Claim O
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Claim C.26 Assuming ZO is a secure indistinguishability obfuscator for P/poly, for
any PPT adversary A, for any securily parameter M, |Adv52’y_1’3’L ’2)(/\) —
Advf’”fl’S’L ’3)()\)| < negl(\) for some negligible function negl.

Proof The only difference between Hyb, ,,_; 3,/ 5 and Hybg ,_; 5,/ 5 is the following:
In Hybg ,,_1 3,/ 2, B includes the program ZO(Fy) within the v signing key provided
to A, while in Hyb, ,_; 3,/ 3, it includes the program ZO(P;) instead, where

- Py = Accumulate.Prog(B’L,’l)[nSSB,BLK = 2>\7HK7PP1(\%)C?PPI(:anKs(PVs),E{(h*7L + 1)},
v * v,e+1 v,e+1 v,e+1 voe+1 v * %
KS(.PS),F{(h )b + 1)}7 SKiPs,g )’ SKiPs,Z )’ VKgPs,g )7 VKéPs,—}:I )7 mf+)1.,07 h ’ ¢ ]
(Fig. , ,
— P, = Accumulate Prog®"? [ngep i = 2)‘,HK,PP/(\lé)C,PPI(;rz,Ki:s)’E{(h*,L + 1)},
KSEII:S)F{(h*yl‘i'l)}, O_(V,L+1) o SK(V,L+1) VK(II,L+1)7VK(V,L+1) m(u)

SPS-ONE, mL+101G7 SPS-ABO,H ? sps,G sps,H ""+1,00
h*, %] (Fig. [35).

Now, the only inputs on which the outputs of the two programs can possibly
differ are those corresponding to (h,i) = (h*,t). However, observe that for inputs
corresponding to (h*,¢), if moyr = mfi)m, then both programs clearly output the
same signature, where Py computes the signature explicitly and P; has the signa-
ture hardwired into it. On the other hand, by the correctness [Property of the
splittable signature SPS defined in Section [2:3.5]it follows that the programs P, and
P, output same signatures even when meoyr # mEfLO for inputs corresponding to
(h*,1). Hence, the two programs are functionally equivalent. Therefore, Claim
follows by the security of ZO. a

Claim C.27 Assuming SPS is a splittable signature scheme satisfying ‘VKsps.ong in-
distinguishability’, for any PPT adversary A, for any security parameter A,

\Advfg’y_l’B’L/’S)()\) — Advfg’y_l’g’bl’4)(>\)| < negl(A) for some negligible function neg|.

Proof Suppose there exists a PPT adversary A for which |Adv52’y_1’3’L,’3)()\) -

Advff’"il’?”u’zl)()\ﬂ is non-negligible. Below we construct a PPT adversary B that
breaks the VKgpg.ong indistinguishability of SPS using A as a sub-routine.

e B initializes A on input 1* and receives a challenge signing attribute string 2* =
x§ ... Tpe_q € Upps with |2*| = £* from A.

e Upon receiving z*, B proceeds as follows:

1. B first generates HK & SSB.Gen(l)‘,nSSB_BLK = 2} ¢* = 0) and computes
h* = Hyx (z*).

2. Then, B selects a PPRF key K & F.Setup(17).

3. After that, B computes %, = F(K, (h*,£*)) followed by (SKie, VKae) =
SIG.Setup(1*; %)

4. B returns the public parameters PP,ss = (HK, ZO(Verify.Prog, ;[ K])) to A.

e For 1 € [Gkey], in response to the 7" signing key query of A corresponding to
TM M € My with M (z*) = 0, if 5 # v, then B proceeds exactly as in
Hybg ,,_1 3,/ 3, while if n = v, then B proceeds as follows:

1. B first selects PPRF keys Kﬁ”),...,Kg”%KS(:S)7A,KS(:S{B,KSFPVS)’E,KS(:S)’F (E
F.Setup(1*).
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2. Next, it generates (PP,(%Z)wwéy),STOREéV)) & ACC.Setup(1*, naconx = 2*)
and (PPI(;Q,U(()V)) & ITR.Setup(1*, nyrr = 2*).
3. Then, B creates the punctured PPRF keys Ks(:s?,E{(h*’L+1)} &

]-'.Puncture(KS(:;E, (h*,t+ 1)) and Késs)’F (h*,e+ 1)} & ]:.Puncture(Ké:S)’F,
(h*,c+1)). /

4. Next, it sets m(()l:g = (v(()y),q(()”),wéy),O). For j = 1,...,0+ 1, it iteratively
computes the following: o

- AUx;V) = ACC.Prep-Write(PP, o, STORE;Ii)hj -1)

- w](.”) = ACC.Update(PPE\Z)mw;'i)l,x;_17j — 1,AUX§.U))

- STOREg”) = ACC.Write-Store(PPgl(’;)c, STORE§1:)1;j -Lzj4)

- v](.”) = ITR.Iterate(PPI(?g,U](":)17 (qé"),w§li)1,0))

It sets mfi)LO = (Ufi)p Q(()V)a wfi)lﬂ 0).

5. After that, B sends mfi)w as the challenge message to its SPS VKgps ong in-
distinguishability challenger C and receives back a signature-verification key

pair (o ) ,VK), where VK is either a normal verification key VKgps or
SPS-ONE,m +1,0

o+,

. . (v)
a one verification key VKgps.one for the message m, 1,0

6. B generates (sk'2'HY vkt vyt ) & SPS.Setup(1*) and forms

sps,H sps,H SPS-REJ, H

(v,e+1) (v,41) (v,41) (v,e41) 3 . (v,u41)
(USPS—ONE,mffLO,H’ VKSPS-ONE,H’ SKSPS-ABO,H’ VKSPS—ABO,H) A SPS'Spllt(SKSPS,H ’

(v)
mL+1,0)-

7. B gives A the signing key
SKABS{M(V)} =
v v v v v
HK, PP(AC)C, U}(() ), STOREE) ), PPI(TP)” U(() ),

TO(Init-SPS.ProglgS”, w” v, K&) LA (h*, 0+ 1)}]),

TO(Accumulate.Prog®" 2 [ngsp px = 2*, HK, pp()., PP

Ko+ D8 KE {0 04 D10 o),

+1,0
w1 v,e+1 v % )%
SKélP:S—AB()),H7VK7VK£PS,H ),mf+)1_’0,h 7)),
IO(Ch?n)ge—SPS.Prog(g’“l) [Ké:%m I%FIZ;B, K& {0+ 1)},
K30 p (b o+ 1)} vi, VG ) b 00),

TO(Constrained-Key.Prog{.[M ™), T = 2, 1*0) pp%). pp) K,
Kfl’), o K§V)7 K(V) K(V) h*,é*])

sps,A? ~*sps,B?
e For 0 € [gsen], in reply to the O signature query of A on message msg?) ¢

M s under attribute string z*, B computes o) & SIG.Sign(SKy,,, msg(®) and
provides A with O'AEQB)S = (VKye, UE(;?G)).

e Finally, A output a signature o}, on some message msg* under attribute string
z*. B outputs b =1 as its guess bit in its VKgps ong indistinguishability experi-
ment if A wins, i.e., if ABS.Verify(PP s, 2%, msg*, 0%.) = 1 and msg* # msg(?) for
any 6 € [Gson]. Otherwise, B outputs b =0 in its VKsps.ons indistinguishability
experiment.

90



Notice that if VK = VKgps, then B perfectly simulates Hybg ,,_; 5,/ 3. On the other

hand,

if VK = VKgps one, then B perfectly simulates Hyb, ,_; 3,/ 4. This completes

the proof of Claim [C:27] O

Claim C.28 Assuming SPS is a splittable signature scheme satisfying VKspg-apo in-
distinguishability’, for any PPT adversary A, for any security parameter A,

(0
|Adv

Proof
Adv'y

’V_I’S’L/A)()\) — Advi)’y_l’S’L/’S)(Aﬂ < negl(\) for some negligible function negl.

Suppose there exists a PPT adversary A for which |Adv£2’”71’3"’/’4)()\) —

V_I’B’L/’S)()\)| is non-negligible. Below we construct a PPT adversary B that

breaks the VKgps.apo indistinguishability of SPS using A as a sub-routine.

o B
g

initializes A on input 1* and receives a challenge signing attribute string z* =
o Tpe_q € Xopre With |z¥| = £* from A.

e Upon receiving z*, B proceeds as follows:

1.

4.
e Fo

B first generates HK & SSB.Gen(1*, ngsppx = 2,7* = 0) and computes
h* = Hux(z*).

Then, B selects a PPRF key K & F Setup(1*).

After that, B computes 7%, = F(K,(h*,£*)) followed by (SKyq, VKae) =
SIG.Setup(1*; 2.

B returns the public parameters PP,ps = (HK, ZO(Verify.Prog,..[K])) to A.

r 7 € [Gkpy], in Tesponse to the n'" signing key query of A corresponding to

TM M® € My with M (z*) = 0, if 5 # v, then B proceeds exactly as in
Hybg ,,_1 3.,/ 4, while if n = v, then B proceeds as follows:

1.

Ten

B fust selects PPRF keys K{",... . K\" K%) . K&) o KW o KW
F.Setup(1*).
) )@

Next, it generates (PPicc,wy ,STORE(()V)) & ACC.Setup(1*, naconx = 2*)

and (PPI(-;Q,U((]V)) & ITR.Setup(1*, nypp = 2*).
Then, B creates the punctured PPRF keys Ké:s)’E{(h*,L—l—l)} &

}'.Puncture(Ké:S)AE, (h*,t+ 1)) and Ké:s?,F (h*, e+ 1)} & F.Puncture(Késs)’F,
(h*, ¢ +1)). ’

Next, it sets m(()'jg = (v(()u),q(()”),w(()y),O)‘ For j = 1,...,0+ 1, it iteratively
computes the following:

- AUX&V) = ACC.Prep-Write(PPffé)C7 STOREE»V_)Dj -1)

— w"”) = ACC.Update(pp{ip, '), 25_,j — 1,aux"")

- STOREg-V) = ACC.Write—Store(PPglé)c, STORE§.”_)1, j—1Lxi,)

v](.”> = ITR.Iterate(PPI(;'}z,vé-”_)l, (qéy),w(") 0))

-1
It sets mE:)l,O = (Ufi)p Q(()V)a wfi)lﬂ 0).

After that, B sends mfi)w as the challenge message to its SPS VKgpg apo in-
distinguishability challenger C and receives back an all-but-one signing key-
verification key pair (SKsps spo, VK), where VK is either a normal verification
key VKgpg or an all-but-one verification key VKgpgapo-
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) « SPS.Split(sk

(v,u41)
sps,G

, 8 $
6. B generates (SKS:;LEI), VKggL_gl)7 Vng:éf:éJ)G) < SPS.Setup(
(v,u+1) (v,u41) (v,041) (v,41) 3$
(USPS—ONEﬂnEi)l)O,G’ VKSPS—ONE,G’ SKSPS»ABO,G’ VKSPS—ABO,G
(v)
m,y10)-
7. B gives A the signing key
SKABS{M(D)} =
14 v 14 v v
HK, PP&C)C, ’LU((] ), STORE(() ), PPI(T}Q, ’U((] ),

ZO(Init-SPS.Proglg)”, wi”  vf"”, K& p{(h*, 0+ 1)})),
(v)

v * v * vi+1
KS(PS),E (h X + 1)}’ KS(PS)vF{(h )b + 1)}’ 051’8-3—1\1; m
SKsps-aB0s VKg:éL,;_ng’G; VK, ml(,i)l,o’ h*, E*])’
IO(Change—SPS.Prog(?”’“’l) [Ké;s),A7 KSFI',/;B,

K (h*, e+ 1)}, VKg;f&lg,G,vm h*, %)),

sps, F'
I(Q(Constrained—Key.I:’rog/(é)s [MW), T =27 t+() PPch)c
K7, KK 0 K G g )

’
I(’)(Accumulate.Prog(S’L 2) [Nssppix = 2, HK, PPace, PPrra,

(v)

(v)
t+1,0°

KW p{(hr e+ 1)),

(v)
9 PPITR7

G7

K,

1*) and forms

)

e For 0 € [gsen], in reply to the O signature query of A on message msg?) ¢

M,gs under attribute string x*, B computes 05(2 & SIG.Sign (5K,

provides A with agié = (VKye aélec)).

e Finally, A output a signature o

ABS

*

msg(®) and

on some message msg* under attribute string

z*. B outputs b =1 as its guess bit in its VKgps apo indistinguishability experi-
ment if A wins, i.e., if ABS.Verify(PP s, 2%, msg*, 0%,s) = 1 and msg* # msg(®) for
any 0 € [Gson]. Otherwise, B outputs ' = 0 in its VKgpgapo indistinguishability

experiment.

Notice that if VK = VKgps, then B perfectly simulates Hyb, ,,_; 5,/ 4. On the other
hand, if VK = VKgps apo, then B perfectly simulates Hybg,,_; 5,/ 5. This completes
O

the proof of Claim

Claim C.29 Assuming ZO is a secure indistinguishability obfuscator for P/poly, for

any PPT adversary A, for any security parameter A, |Adv£2’y_1’3’L/’5)()\) —

Advf’"il’g’L/’G)(Aﬂ < negl(\) for some negligible function negl.

Proof The only difference between Hyb, ,,_4 3 ., 5 and Hybg ,_; 5/ ¢ is the following:

InHyby 13, 5 B includes the program ZO(P,) within the v signing key returned
to A, while in Hyby , 4 3 /6, it includes the program ZO(P;) instead, where

) (v)

- Py = Accumulate.Prog(?”"/’Q)[nSSB_BLK = 2)‘7HK»PPAcc’PPleKgs),E (h*,0+ 1)},
Ks(:s),F (h*, e+1)}, USIVSL;F;E) e SKé:;:Bl()),H7 VKé;;X&é,G’VKé;’sﬁXBl()),H’mfi)l,Oa
h*,0*] (Fig. [35)), o

— P, = Accumulate.Prog®" ) [ngsppi = 2*7HK,PP%)C,PPI(Q,Ksp";E{(h*,L + 1)},
ngll’/s?,F{(h*7L+1)}7 Uf::;lg e SKélusI:;gHv VKé:éfg;g,GvVKéiéi;g,Hv E:—)l,o,

h*, 6] (Fig. B6).

We will argue that the programs Py and P; are functionally equivalent, so that, by
the security of ZO Claim[C.29holds. First of all observe that the constants hardwired
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in both the programs are identically generated. Clearly, the inputs on which the
outputs of the programs Py and P; can possibly differ are those corresponding to
(h,i) = (h*,1+1). For inputs corresponding to (h*,t+1), let us consider the following
two cases:

(I (my = m(i)l o): In this case, using the correctness [Properties |(i m and \
of the splittable signature SPS described in Section [2:3.5] it follows that for both
programs either a =*-" or a =‘E’. Now, if o =*-’, then both programs output
L. On the other hand, if o =‘E’, then P, outputs the signature ogpsovr =
SPS.Sign(SK{ps o> Mour) = SPS. Slg;n(SKSPS g»Mour), which is the same signature
that P is programmed to output in this case. Thus, both programs have identical
outputs in this case.

(II) (my # m:r)l 0): In thls case, we use the correctness [Property |(v)] of SPS
described in Scctlon 5| to conclude that o #‘E” and correctness [Proper-
ties |(i)| and |(iv)] of SPS conﬁrmb that either a =" or @ =‘F". Now, if a=*-’
then both programs output L as earlier. Otherwise, if & =‘F’, then Py out-
puts sps our = SPS.Sign(SKys o, Mour) = SPS. Slgn(SKs}bF,mOUT), which P; is
programmed to output in this case. Therefore, both programs are functionally
equivalent in this case as well.

O

Claim C.30 Assuming SPS is a splittable signature scheme satisfying ‘splitting in-
distinguishability’, for any PPT adversary A, for any security parameter M\,

\Advfg’y_l’g’L/’(j)()\) — Advfg’y_l’g’L/’7)(>\)| < negl(\) for some negligible function negl.

Proof Suppose there exists a PPT adversary A for which |Advf’"_1’3’bl’6)()\)

Advf’yil’?”u’ﬂ(/\ﬂ is non-negligible. Below we construct a PPT adversary B that
breaks the splitting indistinguishability of SPS using A as a sub-routine.

e B initializes A on input 1* and receives a challenge signing attribute string z* =
G Tpe_y € Xepre With |z*]| = £* from A.

e Upon receiving z*, BB proceeds as follows:

1. B first generates HK ﬁ SSB.Gen(1>‘,nSSB_BLK = 2*4* = 0) and computes
= Hux(z*).
2. Then, B selects a PPRF key K & F Setup(1?).
3. After that, B computes 7%, = F(K,(h*,¢*)) followed by (SKiq, VKye) =
SIG.Setup(l  Taa)-
4. B returns the public parameters PP,zs = (HK, ZO(Verify.Prog,,s[K])) to A.

e For n € [gxey], in response to the n'h signing key query of A corresponding to
TM M e My with M (z*) = 0, if 5 # v, then B proceeds exactly as in
Hybg ,,_1 3,/ 6, while if n = v, then B proceeds as follows:

1. B first selects PPRF keys KY/) K(") KS(I?A,KSF:;)B,KS(QE,KS,’;F i
F Setup(1?).

2. Next, it generates (PP(J(’)(,w((JV) STOREEJ")) ﬁ ACC.Setup(l)‘,n,,‘CC_BLK = 2Y)
and (PPfﬁ%,véy)) § ITR.Setup(1*, nyrr = 2*).

3. Then, B creates the punctured PPRF keys KS(PVS)’E{(h*, t+1)} &

F.Puncture(K, S(:S)E, (h*,1+1)) and KS(:S)F (h*, 0+ 1)} & F.Puncture(Kg(;g’F,
(h*,c+1)).

93



4. Next, it sets mé’jg = (U(()V)»CI(()V)

computes the following:
(v)

7w(()l’),O). For j

) ()

— AUX; " = ACC.Prep—Write(PPACC,STOREj,lvj -1)
- w§”) = ACC.Update(PP&'é)c,wJ(.'i)l,x}tl,j - 1,AUX§U))
- STORE;U) — ACC.Write-Store(PP{/,, STORE§’L)1, Jj—1,
_ yj(,”) = ITR.Iterate(PPf?ﬁ,éﬂ, (qéu),wEI:)l,O))
It sets mfi)w = (Ufi)p Q(()V)v wfi)u 0).
5. After that, B sends mfi)l,o

*
IZL’j71

)

indistinguishability challenger C and receives back a tuple (o*

* * *
VKSps-onms SKéps-anos VKips-apo), Where

SPS-ONE,m

— either (o* VKj SKj, VK, =
( SPs—ONE,mE:)l_O’ SPS-ONE» ®*sPS-ABO» SPS*ABO)
(JSPS—()NE,mE:)l o VKsps-ong; SKsps-a50; VKsps-apo)
* * * *
— or g VKpg SKpg VKpg =
( SPS—ONE,WL(V) ’ SPS-ONE? SPS-ABO? SPS—ABO)

t+1,0
(v)

(o
SPS-ONE,m, ")

such that (o

H () /
SPS.Split(SKsps, mL+1,0)7 (USPS'ONEJH’E:»)I,U

/ ’
o VKsps-ongs SKéps apos VKéps apo)

$
VKgps- SKgps- VKgps- —
SPS*ONEmEZ_)l o’ SPS-ONE» DIA8PS-ABO SPS ABO)

! / !
’ VKSPS»ONE’ SKSPS—ABO7 VKSPS»ABO) —

1,...,0+ 1, it iteratively

as the challenge message to its SPS splitting

[CONNN!
t+1,0

$

SPS.SpIit(SKgPS,mgi)m), SKeps and SKg, being two independently generated

signing keys for SPS.
6. B gives A the signing key
SKaps{ M)} =

v v v v v
HK, PP&C)(;, ’LU(() ), STOREE) ), PPI(TIQV, U(() ),

ZO(Init-S PS.Prog[qé") , w(()”) , v(()y) , K

SPs,E

(h*, 04 1)
(v)

K(V)

Sps,E

(h*, 0+ 1)} K o {0+ 1)}

SK VK

) o
SPS-ON
SPS-ABO? SPS-ONE, ? vI<;<PSfABO7 mE:)l,(N h’*7 6*1)7
TO(Change-SPS.Prog® D [K%) | k&) o K\
)
KSPS,F

ZO(Constrained-Key.Prog (L. [M ™) T = 2* *() pp
K"K KSR o)

sps,A? “*sps,B?

’
ZO(Accumulate.Prog®* ¥ [ngy e = 2%, HK, PPUL), PPUL

),
)

)

Em, o

{(h*, e+ 1)},
(P* 0+ 1)}, VK ongs VKSps-anos 175 £]),

() (v)

Accs PPrr,

K,

e For 6 € [Gsen], in reply to the O signature query of A on message msg®) ¢

M, gs under attribute string z*, B computes Uélgc) ﬁ SIG.Sign(§R:IG7 msg(a)) and

provides A with a,ﬁ@s = (VKye» aé?G)

).

Finally, A output a signature o}, on some message msg* under attribute string

z*. B outputs b = 1 as its guess bit in its SPS splitting indistinguishability
experiment if A wins, i.e., if ABS.Verify(PPass, 2%, msg*, 03,) = 1 and msg* #
msg(® for any 6 € [gsex]. Otherwise, B outputs b’ = 0 in its SPS splitting

indistinguishability experiment.

Notice that if (o*

sps-oNE,m, ")

* * * —
(v) I VKSPS»ONE? SKSPS»ABO? VKSPS—ABO) -

(JSPS—

m®)

ONE,™m, 1 o

VKsps-ones SKips.anos VKéps apo), then B perfectly simulates Hyb, ,,_; 3,/ 6. On the other
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. * * * * _
hand, if (o ) s VKSps onis SKips-apos VKSps-ano) =

o (v) VKgps-onE
SPS-ONE,m, ( SPS-ONE,m, "} SPS-ONE»

t+1,0 v+1,
SKgps-apos VKsps-aso), then B perfectly simulates Hybo,u71¢3,u,7~ This completes the

proof of Claim [C-30] O

Claim C.31 Assuming ZO is a secure indistinguishability obfuscator for P/poly, for
any PPT adversary A, for any security parameter M, |Adv£2’”71’3” ’7)(/\) -
Advi)’y_l’B’L ’8)(>\)| < negl(\) for some negligible function negl.

Proof The only difference between Hyb, ,,_; 3,/ 7 and Hybg ,,_; 5/ 5 is the following:
In Hyb, ,_; 3,7, B includes the programs ZO(Py) and ZO(P§) within the " signing
key returned to A, while in Hybg ,_; 3, g, it includes the programs ZO(P;) and
ZO(P}) instead, where

- P = Accumulate.Prog(3’L/’3) [Nssppix = QA,HK,PPI(\%)C,PPI(q’«/Ez,KS(PVS)‘E{(h*,L + 1)},

v * v,e+1 v,e+1 v,e+1 ve+1 v
KESPS)’F{(h,L+1)}, o ) P sk ) VK ) vkl ) m5+)170,

sps-ong, m{7, |, SPS-ABO,G? SPS-ONE,G? SPS-ABO,G?
h*, €] (Fig. [38),
~ Pj = Change-SPS.Prog ™ VK K 5 K pA(h* 0+ DY, K)o (70 +
D}, v®=D Ly e e (g, 7

SPS-ONE,G? SPS-ABO,G?

- P = Accumulate.Prog(?”L,A) [Nsspix = 2)‘7HK»PP/(\lé)(;aPpl(;/l?),vKigg,E{(h*vl/ + 1}

v % v,0+1 v,i+1 v % )% .
KSEPS),F{(h ey 1)}7SKéPs[,G )7VK§PSL,G )7m£+)1,07h 7€ ] (Flg. v
— P = Change-SPS.Prog®*? [K(") K kY (h*, 1 + 1)},K(V) (h*, v +

sps,A? ~sps,B’ " *sps, E sps, F
=1 * Pk :

1)},VK$SL,G ) h*, 0] (Flg..

We will argue that the programs P, and Pj, as well as , the programs P]
and P| are functionally equivalent, so that, by the security of ZO Claim fol-
lows. First consider the programs Py and P;. Clearly the only inputs on which
the outputs of the two programs can possibly differ are those corresponding to
(h,i) = (h*,1) and (h,i) = (h*,¢ + 1). Now, for inputs corresponding to (h*,¢),
the outputs of the two programs are identical due to the correctness [Property
of the splittable signature SPS described in Section and the fact that the hard-

(ret1) and the all-but-one signing key sk

wired signature o N
g SPS-ONE,m SPS-ABO,

(:)1 N ¢ used

by the program P, for inputs corresponding to (h*,:) are obtained by running
SPS.SpIit(SKg;JGrl), mE:)LO), while the hardwired signing key used by P; in this case

is SKéZéL,gl). Similarly, for inputs corresponding to (h*,:+ 1), the outputs of the two

programs are also identical because of the correctness [Properties
and |(vi)] of SPS and the fact that the hardwired one and all-but-one verification

keys used by the program P, for inputs corresponding to (h*,¢ + 1) are generated
by running SPS.SpIit(SKgggl), mfi)l’o), while the hardwired verification key used by
(v,41)

the program P; in this case is VK.~ ', which is the matching verification key of

SKb(,;’:gl). Hence, the two programs are functionally equivalent. The same type of
argument holds for the programs P} and P;. O

Claim C.32 Assuming F is a secure puncturable pseudorandom function, for
any PPT adversary A, for any security parameter M, |Adv£2’”71’3” ’8)(/\) -
Advffl)’”_l’g’L ’9)(>\)| < negl(\) for some negligible function negl.
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Proof The proof of Claim is analogous to that of Claim with some appro-
priate modifications that are readily identifiable. a

Claim C.33 Assuming ZO is a secure indistinguishability obfuscator for P/poly and
F satisfies the correctness under puncturing property, for any PPT adversary A, for
any security parameter X, |Advf’"_1’3’bl’9)()\) — Advf’l’_l’&bl’w)()\)\ < negl(\) for
some negligible function negl.

Proof The proof of Claim[C.33]is similar to that of Claim [C.24] with some appropriate
modifications which are easy to find out. a
O

Lemma C.7 Assuming ZO is a secure indistinguishability obfuscator for P/poly, F
is a secure puncturable pseudorandom function, and SPS is a secure splittable signa-
ture scheme satisfying VKgps.ong indistinguishability’, VKsps.apo indistinguishability’,
as well as ‘splitting indistinguishability’, for any PPT adversary A, for any security
parameter \, |Adv52’"71’3’(5*71)/)()\) - Advf"kl’él) (M) < negl(X) for some negligible
function negl.

Proof The proof of Lemma [C.7]is similar to that of Lemma with certain appro-
priate changes which can be readily determined. a

Lemma C.8 Assuming ZO is a secure indistinguishability obfuscator for P/poly,
F is a secure puncturable pseudorandom function, ACC is a secure positional accu-
mulator possessing the ‘“indistinguishability of read setup’ as well as ‘read enforcing’,
and SPS is a secure splittable signature scheme satisfying VKgps.ong indistinguisha-
bility’, VKsps-apo indistinguishability’, as well as ‘splitting indistinguishability’, for
any PPT adversary A, for any security parameter \, we have |Adv52’u_1’4)()\) —
Advfg’y_l’4’ol)(/\)| < negl(\) for some negligible function negl.

Proof In order to establish Lemma we consider the following sequence of inter-
mediate hybrid experiments between Hybg ,_; 4 and Hybg ,_q 4 o/

Sequence of Intermediate Hybrids between Hyb, ,_, 4, and Hyby ,_; 4o

Hybg ,,_1,4.1: This experiment coincides with Hybg ,_4 4.

Hybg ,, 1 4.11: This experiment is identical to Hyb, ,,_; 41 except that in response to
the v*" signing key query of A corresponding to TM M®) € M, with M) (z*) =0,
B executes the following steps:

1. It first generates all the PPRF keys as well as the public parameters for the
positional accumulator and the iterator as in Hyb, ,,_; 4.

2. Then, it creates the punctured PPRF keys KS(;'S)’A{(h*,E*,O)} &

F.Puncture(K") (h*,£%,0)) and Kélfs?,B{(h*,E*,O)} & F.Puncture(K(”)

sps,A? sps,B?
(h*,0*,0)).
- o) _ @) e g o) _ W)
3. After that it computes rg. ¢ .F(KSPS’A, (h*, £%,0)), Tspe.D .F(KSPS’B,
(h*,£%,0)), and forms (SKg:é?)C, VKéZ’S(%, VKéZf&EJ,C) = SPS.Setup(1?; Té:;?)cﬁ
(SK{rip: VKGp s VK, p) = SPS-Setup(1*; r{i7)).
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4. Next, it sets mé’j) = (v(()y)7 qéy),wéy), 0). For j =1,...,¢*, it iteratively computes

the following:
- Auxg”) = ACC.Prep—Write(PPg'Z,)c, sTORE,, j — 1)

-1
— w{") = ACC.Update(pp{i, w'”)), a%_y,j — 1, aux")
- STOREyl) = ACC.Write-Store(PpP{%),, STORE;’:)l,j - 1,25 )

- v](”) = ITR.Iterate(PPf}'ﬁ,vj(l:)l, (qéy),w§l:)1,0))

It sets mgf?o = (Uéi/), q(()l/)7 wéf), 0).

5. It gives A the signing key

SKaps{M®)} =
HK, PP%)C, wé”), STORE((JV)7 PPI(TV;)U vé”),

IO(Init—SPS.Prog[qéV),w((;’),Uéy),Kg;E}),
TO(Accumulate.Prog[ngss pix = 2, HK, ppY). ppY) nggE}),
TO(Change-SPS.Prog ™V [K)  {(h*,0%,0)}, K] ,{(h*, £%,0)},
v v,0 v,0 v * )% 3
Kél’S),E7SKéPS,é7SK£l’S,)D7mg*?ﬂ’h ’é ])’
IO(Constrained—Key.Progﬁi’f’l) [MW) T = 2> () PPE\I&, PP%{, K,
v v v % )% v * )% v,0
KK K e e, 00y, K (B0, 07, 0) ), VR,

sps,C?
(v,0)
VKSPS,D7 h*7 ﬁ*])

where the programs Change-SPS.Prog(4’1) and Constrained-Key.Prog,%’so’l) respec-

tively are the modifications of the programs Change—SPS.Pro(4) and
Constrained-Key.Prog%L (Figs. [18|and and are depicted in Figs. and

Constants: Punctured PPRF keys Kgps a{(h*,£",0)}, Kses, g {(h*,£",0)}, PPRF key Kgs, B,
Signing keys SK¢,SKp, Message myx o, SSB hash value of challenge input h*,
Length of challenge input £*

Inputs: TM state sT, Accumulator value w, Iterator value v, SSB hash value h, Length
Lixp, Signature O'sps,IN

Output: Signature ogps our, or L
1. (a) Compute Tsps, E = ]:(KSPS,E7 (h7 ZINP)7 (SKSPS,E) VKsps, E VKSPS—REJ,E) = SPS-SetUP(1A§ TSPS,E)‘
(b) Set m = (v, sT, w, 0).
(c¢) If SPS.Verify(VKsps, E, M, Osps,n) = 0, output L.
2. (a) If (h, bixp) # (h*ae*)7 compute Tsps,A = F(KSPS A{(h*J*v 0)}7 (h, bixe, 0)),
(SKSPS A, VKsps, A, VKsps-rES A) = SPS-SetUP(1A§ Tsps A)~
Else, set SKgps, 4 = SKC'-
(b) If (h,ﬁ,\,,») ?é (h*,f*), compute Tsps,B = F(Ksps B{(h*,£*70)}7 (h7 ZII\I’7O))7
(SKSPS B, VKsps, B VKsps-ris B) = SPS-SetUP(l/\§ Tsps,B)-
Else, set SKsps,B = SKD.
(c) If [(h, b)) = (R*,€F)] A [m # me*,o], output ogpsour = SPS.Sign(SKsps, B, mM).
Else, output ogps,our = SPS.Sign(SKsps, 4, ™).

Fig. 39 Change-SPS.Prog*V)

Hybyg ,, 1 4.111: This experiment is analogous to Hyb,, , _; 4 1 with the only exception

.. . 0 0 $
b signing key queried by A, B selects 7“5:5 é,rs(,:;}) —
(v,0) (v,0) (v,0) (v,0) (»,0)

sps,C? sps,C? VKSPS—REJ,C)’ (SKSPS,D7 VKSPS,D’

that while constructing the v/*

YVerrr, 1.€., in other words, B generates (SK VK

vy & SPS Setup(1*).

SPS-REJ, D
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Constants: TM M = (Q, Xiey, Xrare, 0, 90, gacs @res), Time bound T = 2N Running time on
challenge input t*, Public parameters for positional accumulator PP,.., Public
parameters for iterator PPz, PPRF keys K, Ki,..., Kx, Punctured PPRF keys
Keps, a{(h*,£%,0)}, Kes,B{(h™,£*,0)}, Verification keys VKg,VKp, SSB hash
value of challenge input h*, Length of challenge input £*

Inputs: Time ¢, String SEED, Header position POS;y, Symbol symy, TM state ST\, Accu-
mulator value wy, Accumulator proof mcc, Auxiliary value AUX, Iterator value
vy, SSB hash value h, Length £y, Signature ospgs

Output: CPRF evaluation F(K, (h, fip)), or (Header Position POSoyr, Symbol sYMoyr, TM
state STour, Accumulator value wour, Iterator value vour, Signature ogps our, String
SEEDour), or L
1. Identify an integer T such that 27 < t < 27! If [PRG(SEEDy) # PRG(F (K., (h, lwr)))] A
[t > 1], output L.
2. If ACC.Verify-Read(PPacc, Win, SYMiy, POSiy, Tace) = 0, output L.
3. (a) If (h7 Line s t) # (h*wé*v 1)7 compute Tsps, A = -F(Ksr’s A{(h*7£*7 0)}7 (h» Lixp, t — 1))7
(SKSPS A5 VKsps, Ay VKsps-rEs A) = SPS-SEtup(l/\§ Tsps A)-
Else, set VKgps,. 4 = VK.
(b) If (h, e, ) # (B, 07, 1), compute rses. B = F(Kors, g {(h",€7,0)}, (h, bie, t — 1)),
(SKSPS,B > VKsps, By VKsps-rEs B) = SPS.Setup(l)‘; "'sPs,B)-
Else, set VKsps. B = VKD.
(c) Set miy = (viy, STiy, Win, POSy) and o =¢-".
(d) If SPS.Verify(VKsps, A, Mun, Ospsn) = 1, set o =A’

() Hla="] A [(t>t") V (h#h") V (e # £7)], output L.
Else if [ =-] A [SPS.Verify(VKsps, B, M, Osps,in) = 1], set a =B,
(f) If @ =-’, output L.

4. (a) Compute (STour, SYMour, 3) = 8(STiy, SYMy) and POSeur = POSiy + 3.
(b) If STour = quey, output L.
Else if [STour = qac] A [ae =‘B’], output L.
Else if SToyr = gac, perform the following:
(I) Compute rgc = F(K, (h, lr)), (SKsia, VKgic) = SIG.Setup(l’\; Tsig)-
(IT) Output (SKsic, VKsic)-

5. (a) Compute woyr = ACC.Update(PP oo, Winy SYMour, POSiy, AUX). If woyr = L, output L.
(b) Compute vour = ITR.Iterate(PPirg, Uiy, (STin, Win, POSy)).
6. (a) Compute T,éps,A = F(Kws,a{(h",€7,0)}, (h, e, 1)), (SKgPS,A7VKéPS,A7VK£PSfREJ,A) =
SPS.Setup(1*; Tios A)-
(b) Compute T;PS,B = I(KSPS,B{(h*7Z*7O)}7 (h, biw, 1)), (SKgps,B7\’K;Ps,B)VKQPS—REJ,B) =
SPS.Setup(1*; Tos B)-
(¢) Set mour = (vour, STour, Wour, POSour)-

. ’
Compute ogps ovr = SPS.S|gn(SKSPSYG, Mour)-
’
7. If t +1 =27, for some integer 7', set SEEDour = F (K, /7, (h, fixp)).
Else, set SEEDoyr = €.
8. Output (POSOUTg SYMout, STout, Wout, Vours Osps,0uTs SEEDOUT)~

Fig. 40 Constrained-Key.Prog

H

(1,0,1)
ABS

Ybo ,,_1,4.1v: This experiment is similar to Hybg ,,_; 4111 except that in response to

the vt" signing key query of A corresponding to TM M®) € My with M®)(z*) = 0,

B

1.

. Next, it computes mg

executes the following steps:

It first generates all the PPRF keys as well as the public parameters for the
positional accumulator and the iterator as in Hybg ,,_1 4111-

. Then, it creates the punctured PPRF keys KS(;';A (h*,0*,0)} &
]-'.Puncture(Ks(}l,';A,(h*,Z*,O)) and Kigg,B{(h*,é*,O)} & f.Puncture(Ki}',jg_’B,

(h*,£%,0)).
. v,0 v,0 v,0 v,0 v,0 v,0 $
- After that it forms (SKéps,é” VK&EPS,%" VKéPS—}){EJ,C)’ (SKéps,])_')’ VKéPs,)D7 VK§PS»1)&EJ,D) «
SPS.Setup(1*).

v) _

9= @, g, wf

Vg Gy 7wz,f),O) just as in Hybg , ;4 111-
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. . (v,0) (v,0) (v,0) (v,0) $
. After that, it creates (Usps_oma o) o VEspbone,or SKspbano,o VKgpiapo.c) €
My o)
; (+,0) () (+,0) (v,0) (v,0)
SPS'Spht(SKSPS,C7 mé*,O) and (0 (v) ) VKSPS—ONE,D7 SKSPS—AB(),D’

SPS-ONE,m D

ve0 & SPS.Split(sk“”) mé’f?o).

SPS-ABO,D sps,D?

£*,0°

. It gives A the signing key

SKaps{M®)} =
HK, PP, wé”)7 STORE(()V)7 ppY). vé”),

I(’)(Init-SPS.Prog[q(()l'),w(()y),11(()”),1(5;27E})7
ZO(Accumulate.Prog[ngsspix = 2*, HK, PP&VC)C, PPI(%%, KS(:S)E}),
ZO(Change-SPS.Prog™ 2 [KY) {(h*,0*,0)}, K\ {(h*,¢*,0)},

SPs, A sps,B
(v) (v,0) (v,0) W) 1% px )
KSPS,E’ o W) SKSPS-ABO,Dv My« o) h*, L Da

SPS—()NE,me* 0

ZO(Constrained-Key.Prog LoV [M ™) T = 22 ¢*(), pp) pp) K,
* )k *  px ,0
K KRG (0 0 00 KD p (b 7,00} viei2,
v,0 *x )k
VKgsz)J,h J5])
where the program Chane-SPS.Prog(4’2) is an alteration of the program
Change-SPS.Prog*V) (Fig. i and is shown in Fig.

Constants:  Punctured PPRF keys Kgs a{(h™,£",0)}, Ksps,{(R*,£€",0)}, PPRF key Kus E,
Signature o, Signing key sk p, Message my= o, SSB hash value of challenge input
h*, Length of challenge input £*
Inputs: TM state sT, Accumulator value w, Iterator value v, SSB hash value h, Length
Lixp, Signature ogps iy
Output: Signature ogps our, or L
1. (a) Compute Tsps, E = ]:(KSPS,E7 (h7emp)7 (SKsPs,E; VKSPS,E7VKSPS»REJ,E) = SPS.SEtUp(lA; TsPs,E)-
(b) Set m = (v, sT, w, 0).
(c¢) If SPS.Verify(VKsps, B, M, Ospsn) = 0, output L.

2.(a) If (h,loxw) # (Rh™,€"), compute rgsa =  F(Kews,a{(h",£",0)}, (h,Llww,0)),
(SKSPS.A ; VKsps, A, VKSPS-REJ,A) = SPS.Setup(lA; T'SPS,A)<
(b) If (h, b)) # (h",£7), compute 7Tgsp = F(Kss,{(h",£",0)}, (h, lwr,0)),

(SKSPS,B » VKsps, By VKSPS—REJ,B) = SPS-setUP(1A§ TSPS,B)-
Else, set SKgps, B = SKp.
(c) If [(h, o) = (R, €7)] A [m # mgx o], output ogpsovr = SPS.Sign(SKsps, B, ™m).
Else if [(h, bor = (R*,€*)] A [m = my= o], output owsour = 0C-
Else, output osps.our = SPS.Sign(SKsps, 4, m).

Fig. 41 Change-SPS.Prog*?

Hybg ,,_1,4.v: In this experiment, in response to the v signing key query of A

corresponding to TM M®) € M, with M®) (z*) = 0, B generates all the components

99



as in Hybg ,_; 4 1v, however, it hands A the signing key
SKABS{M(V)} =

(v v v v v
HK7PPAC)C,U)(() ),STORE(() ),PPI(TFQ,’U(() )7

TO(Init-SPS.Progg)”, wy vy, K& 1)),

TO(Accumulate.Prog[nssspi = 23, HK, PP\, PP, Kg(:g)E] ),

TO(Change-SPS.Prog “? [K%)  {(h*, 0%,0)}, KX p{(h*,£%,0)},

(v) (v,0) (v,0) (v) * P 5
KSPS,E’ SPS-ONE mi”) o’ SKSPS—ABO,D’ mé*,O’ h 7£ ])’
mylo,
IO(Constrained—Key.Prog%’g’l)[M(“), T = 2> t*(¥), PP&Z)C, PPI(@, K,
(v,0)

KX, K K e e, 00, K8 e 00, vk s

» Frsps, A
(v,0)
VKSPS7D7 h*v g*])
The rest of the experiment is analogous to Hyb, ,,_ 4 1v-

Hybg ,,_1,4.v1: In this experiment, in response to the V't signing key query of A
corresponding to TM M) e M, with M®) (z*) = 0, B creates all the components
as in Hybg ,_; 4 v, however, it hands A the signing key

SKCPRF{M(V)} =
(v) (v)  (v)

v 174
HK,PP&C)C,w(()),STOREO L PPrrg, U5

Z(’)(Init-SPS.Prog[qéy),wéy),véu),Ki:s)’E )s

TO(Accumulate.Prog[nssssx = 23, HK, PP\, PP, KS(:S)E]),
TO(Change-SPS.Prog “? [K%)  {(h*, £%,0)}, KX p{(h*, £%,0)},

Ks(:s),Ea Uiifiw,mi’i)n,c’ SKég’s?/)ABo,D’ mé’f?o, h*, 7)), ’
I(’)(Constrained—Key.Prég%’g’l) [M®) T = 2X (), PPiL, PPYA, K,
K, KRG (0, 00} K G p {0,003 v o
Vngé?z)\BO,D7 h*, £7])
The rest of the experiment is similar to Hybg ,_; 4 v-

Hybg ,,_1 4.vir: In this experiment, to answer the vth signing key query of A cor-
responding to TM M®) ¢ M, with M(“)(m*) = 0, B generates all the components
just as in Hybg ,_; 4 vy, but it provides A with the signing key

SKABS{M(V)} =
K, PP, w(()”), STORE(()V), pp") v(()”),
ZO(nit-SPS Proglg”  wl” vl K& 1),

ZO(Accumulate.Prog[nsss sk = 22 HK, PPS&, PP%Z’ KS(PVS)E])v

TO(Change-SPS.Prog ™2 [K() \ {(h*, 0,00}, K\ s {(h*,¢*,0)},
K(V) (v,0) (v,0) (v) h* é*]) ,

SK, m
sps,E SPS»ONE,mZZ)O,C7 SPS-ABO, D> "'Y¢* .00

I(’)(Constrained-Key.Prég%’fz) (M@, T =2* @) ppl) ppl) K,
v v v % % v * % v,0
K7 KRS A 0,00 KSD (007,001 Vi) o
v,0 v *  px
VKéPs—r’)\Bo,Dﬂmé*?Oﬂh 7£ ])
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where the program Constrained-Key.Proggé’so’z) is a modification of the program
Constrained-Key.Progg&?’l) (Fig. and is shown in Fig. The rest of the ex-
periment is analogous to Hybg ,_ 4 vr-

Constants: TM M = (Q, Zie, Zrare, 0, 90, dacs @res), Time bound T = 2)‘, Running time on
challenge input t*, Public parameters for positional accumulator PP,c., Pub-
lic parameters for iterator PPir, PPRF keys K, Ki,...,K,, Punctured PPRF
keys Ksps, a{(h",£",0)}, Ksps,g{(h™, €%, 0)}, Verification keys VK¢, VKp, Message
myx o, SSB hash value of challenge input h*, Length of challenge input £*

Inputs: Time t, String SEED, Header position POS;y, Symbol symy, TM state sT\y, Accu-
mulator value wyy, Accumulator proof m,cc, Auxiliary value AUX, Iterator value
vy, SSB hash value h, Length £y, Signature ogpsix

Output:  CPRF evaluation F(K, (h, £ip)), or (Header Position POSoyr, Symbol SYMgyr, TM
state STour, Accumulator value wour, Iterator value voyr, Signature ogps our, String
SEEDour), or L
1. Identify an integer T such that 27 < t < 27!, If [PRG(SEEDy) # PRG(F (K., (h, lwr)))] A
[t > 1], output L.
2. If ACC.Verify-Read(PPacc, Win, SYMiy, POSy, Tace) = 0, output L.
3.(a) If (h,lxp,t) # (h*,€%,1), compute rsps,a = F(Ksps,a{(h*,£",0)},(h,lyp,t — 1)),
(SKSPS,Ay VKsps, A, VKSPS—REJ,A) = SPS.Setup(l’\; TsPs,A)-
Else, set VKgps, 4 = VKC.
(b) If (h,luw,t) # (R™,£",1), compute reps,5 = F(Kws,5{(h™,£",0)}, (h,lwe,t — 1)),
(SKSPS,B » VKsps, B, VKsPs-mf.J,B) = SPS.Setup(lA; T.SPS,B)~
Else, set VKgps,B = VKp.
(c) Set my = (viy, STy, Win, POSy) and o =¢-.
(d) If SPS.Verify(VKsps, A, My, Ospsn) = 1, set o =A’

() Hla="] A [(¢>t") V (h#h") V (e # £7)], output L.
Else if [ =‘-"] A [SPS.Verify(VKsps, B, Mix, Osps,n) = 1], set a =B,
(f) If @ =", output L.

4. (a) Compute (STour, SYMour, 3) = 8(STiy, SYMyy) and POSeur = POSiy + 3.
(b) If STour = gres, output L.
Else if [STour = qac] A [ao =B’], output L.
Else if STour = qac, perform the following:
(I) Compute rgc = ]:(K7 (h7 ZINP))7 (SKSlG) VKgig) = SlG-SEtUP(]-A? TSIG)'
(IT) Output (SKsig, VKsic)-

5. (a) Compute woyr = ACC.Update(PP oo, Win, SYMour, POSiy, AUX). If woyr = L, output L.
(b) Compute vour = ITR.Iterate(PPirg, Vin, (STix, Win, POS ).
6. (a) Compute TSI‘PS,A = ]:(KSPS,A{(h*vZ*vo)}v (hvelNPvt))v (SK;ps,AvVKéPs,A?VK;Ps—REJ,A) =
SPS.Setup(lA; r;m’A).
(b) Compute TéPS,B = ]'—(Ksps,B{(h*v[kvO)}v (hvelNPvt))v (SK;PS,B7VK;PS,B’VK:’:‘PS—REJ.B) =
SPS.Setup(1?; Tios B)-
(C) Set mour = (’Uom', STour; Wour; POSour )
If [(h, be, t) = (R, €5, )] A [mu = myx o], compute oesour = SPS.Sign(SKlp 45 Mour)-
Else if [(h, bp, t) = (R™, €7, 1)] A [mu # mex o], compute
Osps.our = SPS.Sign(sKl 5, Mour)-

- !
Else, compute ogps.our = SPS.Sign(SK{ . s Mour)-
7
7. If t +1 =27, for some integer 7', set SEEDour = F (K, /7, (h, fixp)).
Else, set SEEDoyr = €.
8. Output (POSOUTg SYMour, STour, Wour; Vout; Osps,0UT SEEDOUT)-

(1,0,2)
ABS

Fig. 42 Constrained-Key.Prog
Hybg ., _1,4-vrrr: In This experiment is the same as Hyb, ,_; 4 yp with the only ex-
ception that while creating the »* signing key queried by A, B generates
(PP, wé”), STORE(()”)) & ACC.Setup-Enforce-Read(1*, nacemx = 2%, ((z5,0),. ..,
(7., 0" = 1)),i" = 0).
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Hybg ,,_1,4.1x: In this experiment, to answer the vt constrained key query of A

corresponding to TM M®) € M, with M®)(z*) = 0, B generates all the compo-
nents just as in Hybg ,,_; 4 yr1, however, it gives A the signing key

SKaps{ M)} =
HK, PPS@IZ‘/)C’ w(()l/)v STORE(()V)> Ppl(;“/rla Uéy)7

IO(Init—SPS.Prog[qéy) , wéy) , v(()”), K;”S)E]),
TO(Accumulate.Prog[ngsspix = 2%, HK, PP%)C, PPI(}Q7 K’;’;E])7

TO(Change-SPS.Prog ™2 [KY) {(h*,0*,0)}, K {(h*,¢*,0)},

) (w0 0 @) e
v v,0 v,0 v *  px
KSPS’E’ SPS-ONE,mii)U;C7SKSPS’AB()’D’m@*,O’h 7)), ’

IO(Constrained—Key.Progng’SOB) (M) T = 2> )] PP,(\UC%, PP%%, K,
KV, KV K (e, 005 K8 (0, 67,0, vi ()

SpPs, A sps,B SPS-ONE,C?

(v,0) (v) * )k
VKSPS-ABO,D’ me*,07 h 76 ])

where the program Constrained-Key.Proggé’f’S) is a modification of the program

Constrained—Key.Progg’é)’m (Fig. and is shown in Fig. The rest of the ex-
periment is analogous to Hybg ,,_1 4 vrrr-

Hybg ,,_1,4.x: This experiment is identical to Hyb, ,_; 41x with the only excep-

th ) W)

tion that while constructing the v*" signing key queried by A, B forms (PPcc, wg

STORE(()V)) & ACC.Setup(l)‘7 TUACC-BLK = QA).

Hybg ,,_ 1 4.x1: In this experiment, in response to the v*! signing key query of A cor-

responding to TM M®) € M, with M(”)(m*) = 0, B creates all the components as in
(v,0) (¥,0)
VK

b - ) b
SPS»ONE,mfZZ{O D SPS-ONE, D

Hyby,_14x except that it does not generate (o

SI;S}ABO’D,VK("’O) ) & SPS.Split(sk ") mgl:?o) and hands A the signing key

SPS-ABO,D sps, D>

SKaps{ M)} =

v v v v v
HK7 PPE\C)Ca w(() )7 STORES )7 PPI(TIzﬂ 'U(() )7

IO(Init—SPS.Prog[qéy), wéy),v(()"), Kégs)ﬂ ),

TO(Accumulate.Prog[nssspix = 2%, HK, PPgl:;)(;, PPI(;{, Kgs)’E])7

TO(Change-SPS.Prog! " [K(y) \{(h*,¢*,0)}, KL p{(h*, £*,0)},
K o0 S o om0, 7)),

sP8,E7 % gps-ong,m!y) 07 _SPs-ABO,CV

SK

ZO(Constrained-Key.Prog (L0 [M () T = 92X ¢*() pp) PP\ K,
v x P * Pk ,0
KX K K e 0,00, K8 (e 0000}, vk

(v.0) o) SPS-ONE,C?
v,0 v *  px
VKSPS—ABO,C’ mz*,oa h 76 ])

The rest of the experiment is analogous to Hybg ,_; 4 x-

Hybg ,, 1 4.x1r: In this experiment, to answer the ™ signing key query of A corre-
sponding to TM M®) € M, with M®)(z*) = 0, B creates all the components as in
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Constants: TM M = (Q, Xiey, Xrare, 0, 90, gacs @res), Time bound T = 2N Running time on
challenge input t*, Public parameters for positional accumulator PP,cc, Pub-
lic parameters for iterator PPy, PPRF keys K, Ki,..., K, Punctured PPRF
keys Ksps,a{(h",£",0)}, Ksps,g{(h™, €*,0)}, Verification keys VK¢, VKp, Message
my* o, SSB hash value of challenge input h*, Length of challenge input £*

Inputs: Time t, String SEED, Header position POS;y, Symbol symy, TM state ST\, Accu-
mulator value wy, Accumulator proof mcc, Auxiliary value AUX, Iterator value
v, SSB hash value h, Length £, Signature ogps x
Output:  CPRF evaluation F(K, (h, finp)), or (Header Position POSoyr, Symbol sYMyr, TM
state STour, Accumulator value wour, Iterator value voyr, Signature ogps our, String
SEEDour), or L
1. Identify an integer T such that 27 < t < 27!, If [PRG(SEEDy) # PRG(F (K., (h, wr)))] A
[t > 1], output L.
2. If ACC.Verify-Read(PPacc, Win, SYMiy, POSy, Tace) = 0, output L.
3.(a) If (h,lue,t) # (h",£%,1), compute 754 = F(Kss,a{(h",£",0)},(h, lie,t — 1)),
(SKSPS.A > VKsps, A5 VKSPS-REJ,A) = SPS-SetUP(:l)\? 7’SJ>S,A)*
Else, set VKgps, 4 = VKC.
(b) If (h7 Lixp, t) # (h*,f l)a compute rsps, B = ]'-(KSPS,B{(h*,e*,O)}g (h, Lip, T — 1)),
(SKSPS,B » VKsps, B, VKSI’S—RHJ,B) = SPS-SetUP(:l)\; Tsvs,B)~
Else, set VKgps,B = VKp.
(c) Set muy = (vin, STy, Win, POSy) and o =¢-.
(d) If SPS.Verify(VKsps, 4, My, Ospsn) = 1, set o =A’
() Hla="] A [(t>t") V (h#h") V (e # £7)], output L.
Else if [a =‘-"] A [SPS.Verify(VKsps, B, Mix, Osps,n) = 1], set o =B’
(f) If a =7, output L.
4. (a) Compute (STour, SYMour, 3) = 8(STiy, SYMyy) and POSour = POSiy + .
(b) If STour = grey, output L.
Else if [STour = qac] A [ae =B’], output L.
Else if [STour = qac] A [a ="A’] A [(h, lne) = (™, £7)] A [t < 1], output L.
Else if STour = qac, perform the following:
(I) Compute rgc = F(K, (h, lr)), (SKsig, VKgic) = SIG.Setup(l”\; Tsig)-
(IT) Output (SKsig, VKsic)-
5. (a) Compute woyr = ACC.Update(PP oo, Winy SYMour, POSiy, AUX). If woyr = L, output L.
(b) Compute vour = ITR.Iterate(PPirg, Vin, (STix, Win, POSI))
6. (a) Compute T;‘PS,A - ]:(KSPS,A{(h*vZ*vO)}v (h7elNP7t))7 (SK;ps,AvVKéPs,A?VK;Ps—REJ,A) =
SPS.Setup(1?; Tips A)-
(b) Compute 745 = F(Ksws,p{(h",£7,0)}, (h le; 1)), (SKips, 55 VKips B VRipsrus, B) =
SPS.Setup(1?; Tos B)-
(C) Set mour = (’U()U'l'a STout; Wour, POSout )
If [(h, €xe, t) = (", €%,1)] A [mu = mygx o], compute ogps.ovr = SPS.Sign(SK;PSA7 Mour)-
Else if [(h, fwp, t) = (h™, €%, 1)] A [mux # mygx o], compute osps ovr = SPS.Sign(SK;PS’B, Mouyr).
Else, compute ogps ovr = SPS.Sign(SK;PS,a, Mour)-
7. Ift+1= 27,7 for some integer 7', set SEEDour = F (K, 7, (h, fixp)).
Else, set SEEDoyr = €.
8. Output (POSOUT, SYMour, SToutr, Wour; Vout; Osps,0uT s SEEDOUT)~

(1,0,3)
ABS

Fig. 43 Constrained-Key.Prog

Hybg , 1 4 x1, but it provides A with the signing key

SKABS{M(V)} =
HK, PP w(()”) STORE(”), I(é’g,v(()”),
ZO(Init-SPS.Proglgy” , w”, v{", K<) 1)),
ZO(Accumulate. Prog[mSB ik = 2, 1K, PP PR KS(]’;Z =),
TO(Change-SPS.Prog ™ (K, {(h*, 0%, 0)}, K& o skl0L 1w, 07)),
(

(1,0,4)

ZO(Constrained-Key.Prog PPI(TF{7 K,

(M@, T = 2> @) pp{),
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(4,3) (1,0,4)

and Constrained-Key.Prog;;.>*’ are the al-
terations of the programs Change—SPS.Prog(4’2) and Constrained-Key.Progg’f’?’)
(Figs. [41] and and are shown in Figs. [44] and [45] respectively. The rest of the

experiment is analogous to Hybg ,_1 4 x1-

where the programs Change-SPS.Prog

Constants:  Punctured PPRF key K, a{(h",£",0)}, PPRF key Kgps, i, Signing key skc, SSB
hash value of challenge input h*, Length of challenge input £*
Inputs: TM state sT, Accumulator value w, Iterator value v, SSB hash value h, Length
Cinp, Signature ogps n
Output: Signature ogpsour, or L
1. (a) Compute rops, 5 = F(Ksps, E, (R, boxe), (SKsps, B, VKsps, By VKsps-ruy, B) = SPS.Setup(lA; Tsps, 2 )-
(b) Set m = (v, sT, w,0).
(c) If SPS.Verify(VKsps, 2, M, Ospsv) = 0, output L.
2. (a) If (h, Zmp) # (h*,[*), compute Tsps, A = F(KSPS,A{(h*gZ*a 0)}, (h1 Z!NP, O))a
(SKSPS,A > VKsps, A, VKS[’S—REJ,A) = SPS-setUP(1>\§ 7"svs,A)~
(b) If (h,lwp) = (h*,£€"), output ogsovr = SPS.Sign(skg, m).
Else, output ospsovr = SPS.Sign(SKsps, 4, ™).

Fig. 44 Change-SPS.Prog*?

Hybg ,,_1,4-x111: This experiment is analogous to Hyb, ,_; 4 x1 except that while

th (v,0) (¥,0) (,0)

creating the v sps,C» ¥ sps,C Y sps-REJ,C

signing key queried by A, B and forms (sK
= SPS.Setup(1Y; (% = F(KL 4, (b, £%,0))).

sps,C sps,A?

VK VK

Hybg ,,_1,4-x1v: This experiment corresponds to Hybg ,_; 4 -
Analysis
Let Advff’l’fl’él_ﬂ)()\) represents the advantage of the adversary A, i.e., the abso-

lute difference between 1/2 and A’s probability of correctly guessing the random bit
selected by the challenger B, in Hyb, ,,_; 4 4, for ¥ € {I,..., XIV}. From the descrip-

tion of the hybrid experiments it follows that Advf’”71’4)()\) = Advffs’/*174-1)()\) and
AdvEf‘)’”_l’Al’0 )()\) = AdvEE’V_IA'XIV)()\). Hence, we have
|Advi(/2,l/71.,4)()\)_Advi(/g,llfl./l,o )()\)‘

X | n e (O 14 (0—T)) (0,0—1,4-9) (C.7)
<> AT (A) — AdvP7 I ).

H=II
Claims below will show that the RHS of Eq. (C.7) is negligible and thus
Lemma follows.

Claim C.34 Assuming IO is a secure indistinguishability obfuscator for P/poly and
F satisfies the correctness under puncturing property, for any PPT adversary A, for
any security parameter \, |Adv52’y_1’4_n()\) — Advffl)’”_l’4_lj)()\)| < negl(A) for some
negligible function negl.

Proof The proof of Claim [C.34] uses a similar kind of logic as that employed in the
proof of Claim [C:24] We omit the details here. O

Claim C.35 Assuming F is a secure puncturable pseudorandom function, for
any PPT adversary A, for any security parameter X, |Adv52"/71’4_m()\) —
Advfg’y_l’4'lll)()\)| < negl(\) for some negligible function negl.
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Constants: TM M = (Q, Xiey, Xrare, 0, 90, gacs @res), Time bound T = 2N Running time on
challenge input t*, Public parameters for positional accumulator PP,.., Public
parameters for iterator PPz, PPRF keys K, Ki,..., Kx, Punctured PPRF keys
Kps, a{(h™,£",0)}, Kgs,g{(h",£",0)}, Verification key VK¢, Message myx g,
SSB hash value of challenge input h*, Length of challenge input £*

Inputs: Time t, String SEED, Header position POS;y, Symbol symy, TM state ST\, Accu-
mulator value wy, Accumulator proof mcc, Auxiliary value AUX, Iterator value
vy, SSB hash value h, Length £y, Signature ospg

Output: CPRF evaluation F(K, (h, finp)), or (Header Position POSoyr, Symbol sYMyr, TM
state STour, Accumulator value wour, Iterator value vour, Signature ogps our, String
SEEDour), or L
1. Identify an integer T such that 27 < t < 27!, If [PRG(SEEDy) # PRG(F (K., (h, lwr)))] A
[t > 1], output L.
2. If ACC.Verify-Read(PPacc, Win, SYMiy, POSy, Tace) = 0, output L.
3.(a) If (h,lue,t) # (h",£7,1), compute 754 = F(Ksps,a{(h",£",0)},(h, lie,t — 1)),
(SKSPS.A ; VKsps, A, VKSPS-REJ,A) = SPS.Setup(lA; 7'SJ>S,A)<
Else, set VKgps, 4 = VKC.
(b) If (h7 Lixp, t) # (h*)e*i l)a compute rgps, B = ]'-(KSPS,B{(h*,e*,O)}g (h, Lip, T — 1)),
(SKSPS,B ; VKsps, B VKSI’S—RHJ,B) = SPS-SetUP(:l)\; TS!’S,B)~
(c) Set my = (vin, STin, Wix, POSy) and o =~
(d) If SPS.Verify(VKsps, 4, Min, Ospsv) = 1, set o =A’

(&) T [a =] A [ 54V (ES1) v (h#h") V (b # £7)], output L.
Else if [a =‘-"] A [SPS.Verify(VKsps, B, Mix, Osps,in) = 1], set o =B’
(f) If a =", output L.

4. (a) Compute (STour, SYMour, ) = 8(STix, SYMyy) and POSour = POSiy + .
(b) If STour = ggey, output L.
Else if [STour = qac] A [ao =B’], output L.
Else if [STour = qac] A [a ="A’] A [(h,fne) = (™, £7)] A [t < 1], output L.
Else if SToyr = qac, perform the following:
(I) Compute rge = F(K, (h, lixr)), (SKsia, VKsic) = SIG.Setup(17; ree)-

(IT) Output (SKsig, VKsic)-

5. (a) Compute wour = ACC.Update(PPacc, Win, SYMour, POSiy, AUX). If wour = L, output L.

(b) Compute vour = ITR.Iterate(PPirg, Vin, (STin, Win, POS)).
6. (‘d) Compute réps,A = -F(KSPS,A{(h*7Z*7O)}7 (hveiNPvt))v (SK;PS,A7VK;PS,A7VK;PS-REJ.A) =
SPS.Setup(1*; Tl 4)-
(b) ComPUte T;PS,B = ]:(KSPS,B{(h*vé*vo)}v (hveim’vt))v (SK;PS,B7\/K;PS,B’VK;PS-REJ,B) -

SPS.Setup(1*; 7l 5)-
(C) Set moyr = (UOUTy STour; Wour, POSOUT)-
If [(h, i, t) = (B™,£7,1)] A [mu = myg= o], compute ospsovr = SPS.Sign(SK;PSYA7 Mour)-
Else if [(h, bp, t) = (™, €%, 1)] A [muy # mygx o], compute osps our = SPS.Sign(SK;pS’B, Mour)-
Else, compute osps.ovr = SPS.Sign(sK{ o, Mour)-
7. t+1= QT’, for some integer 7', set SEEDour = F (K, /, (h, fixp)).
Else, set SEEDoyr = €.
8. Output (POSour, SYMour, STour, Wours Vours Oses,ours SEEDour ) -

Fig. 45 Constrained-Key. Progng’SOA)

Proof The proof of Claim [C-35] resembles that of Claim [C.25] with some suitable
changes. The details are omitted. a

Claim C.36 Assuming ZO is a secure indistinguishability obfuscator for P/poly, for
any PPT adversary A, for any security parameter M\, |Adv52’"71’4'HD()\)
Advffl)’y_l’4'lv)()\)\ < negl(\) for some negligible function negl.

Proof Claim can be proven using an analogous logic as that used in the proof
of Claim We omit the details here. O

Claim C.37 Assuming SPS is a splittable signature scheme satisfying VKsps.ong 0~
distinguishability’, for any PPT adversary A, for any security parameter A,
\Advi)’y_l’4'lv)()\) — Advfg’”_l’4_w(k)| < negl(\) for some negligible function negl.
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Proof The proof of Claim is similar to that of Claim and, therefore, we
do not provide the details here. O

Claim C.38 Assuming SPS is a splittable signature scheme satisfying VKgps-apo -
distinguishability’, for any PPT adversary A, for any security parameter A,
\Advf”*l’*w(}\) - Advff‘)’yfl’zl'w)()\ﬂ < negl(A) for some negligible function negl.

Proof The proof of Claim [C-38| proceeds along a similar path to that of Claim [C:2§
We omit the details here. a

Claim C.39 Assuming ZO is a secure indistinguishability obfuscator for P/poly, for

any PPT adversary A, for any security parameter A, |Adv52’ufl’4_w)()\) -
Advf’”fl’mvn)()\ﬂ < negl(\) for some negligible function negl.

Proof The proof of Claim [C.39] employs the same type of logic as that applied in
Claim and hence we do not provide the details in this case as well. O

Claim C.40 Assuming ACC is a positional accumulator satisfying the ‘indistin-
guishability of read setup’ property, for any PPT adversary A, for any security pa-

(0,v—1,4-VII) (0,y—1,4-VIII) ..
rameter X, |Advy (A) — Adv, (M) < negl(A) for some negligible
function negl.

Proof Suppose there exists a PPT adversary A for which \Advi)’y_l’4'VII)()\) —

Advf’”71’4_VIII)(/\)| is non-negligible. We construct a PPT adversary B that breaks
the indistinguishability of read setup property of the positional accumulator ACC
using A as a sub-routine. The description of B follows:

e B3 initializes A on input 1* and receives a challenge signing attribute string z* =
TG .. The_q € Unps with |z*| = £* from A.
e Upon receiving z*, B proceeds as follows:
1. B first generates HK i SSB.Gen(1>‘7TLSSB,BLK = 2%,4* = 0) and computes
h* = Hux(z*).
2. Then, B selects a PPRF key K & F Setup(1*).
3. After that, B computes 5, = F(K, (h*,£*)) followed by (SKuq, VKeg) =
SIG.Setup(1%; rZ,,).
4. B returns the public parameters PP,ps = (HK, ZO(Verify.Prog,,.[K])) to A.
e For ) € [Gkpy], in response to the n*® signing key query of A corresponding to
TM M® € My with M (z*) = 0, if 5 # v, then B proceeds exactly as in
Hybg ,,_1 4 vi1, while if n = v, then B proceeds as follows:

1. B selects PPRF keys K(*),... K", K%) , K oK) & F Setup(1)).

sps,A? “*sps,B?

2. Then, it creates the punctured PPRF keys Kg,’s)_’A{(h*,é*,0)}<i

F.Puncture(K{Y) . (h*,¢%,0)) and K p{(h*,¢*,0)} <& F.Puncture(K) ,,
(h*,2*,0)). '
3. Next, B sends ncepx = 2”, the sequence of symbol-index pairs ((z§,0),. ..,
(xp._q,£*—1)), and the index ¢* = 0 to its ACC read setup indistinguishability
challenger C and receives back (PP,¢c, wg, STOREg), where either (PP, wo,

STORE() & ACC.Setup(1*, npcepe = 2*) or (PPace, Wo, STORE) &
ACC .Setup-Enforce-Read (1*, nacemx = 27, ((25,0),..., (v _,, 05 — 1)), i* =
0).
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4. Next, it generates (PPI(%%,@((JV)) & ITR.Setup(1*, g = 2*).
5. Then, it sets mg’Vg = (v(()'/), qéy), wp, 0). For j = 1,...,0* it iteratively computes
the following:

- AUX§V) = ACC.Prep-Write(PP o0, STORE; 1, j — 1)
(V))

- w; = ACC.Update(PPACC,wj,hx;-‘_l,j - 1,AUX]-

— STORE; = ACC.Write-Store(PPcc, STORE;_1,j — 1,25_4)

) 371
- UJ(V> = ITR.Iterate(PPI(é'rz,v](.’:)17 (qéu),wj,l,O))

It sets mgf?o = (véf), q(()"), we-, 0).

6. After that, it generates (SK&;%,VKS:;?)CY,VKg;(_)r){ELC), (SKiZ;%,VKS:;?)D,
(v,0) $ A (v,0) (v,0)
VKei oo ) 4 SPS.Setup(1?) and forms (o . VKgps o

SPS-REJ, D SPS_ONE7"L§*),U’C7 SPS-ONE,C'?
(v,0) (v,0) 3 . (v,0) (v) (v,0)
SKSPS—ABO,C7VKSPS»ABO,0) — SPS'Spl't(SKsps,cwme*,o)a (USPS—ONE'm(V) D’
M s
(v,0) (v,0) (v,0) $ . (v,0) (v)
VKSPS—ONE,D’ SKSPS—ABO,D7VKSPS»ABO,D) — SPS'Spl't(SKSPs,D7mé*,o)'
7. Tt gives A the signing key
SKaps{ M)} =
@) ()

HK, PPjcc, Wo, STORE(, PPy, Vg 7y

ZO(Init-SPS.Proglg”, wo, vy, K1) 1)),

TO(Accumulate.Prog[ngsspix = 2, HK, PP ycc, PPI({"/}L KS(IUS)E ),

ZO(Change-SPS.Prog "D (K1) {(h*, ¢*,0)}, KX s {(h*.£7,0)},
KY o0 K)o 40, I, 0],

sps,E SPS—ONE,m;Z)O,C7 SPS-ABO,D”

ZO(Constrained-Key.Prog( Lo [M ™) T = 2X *0) pp, ., rpiva, K,

ABS
KV EY K e e, 00y, K8 (07, 67,001,

(v,0) (v,0) (v) %
VKsps one,cr YRsps-apo, D1 Ml 0 h*, £])

e For 6 € [Gsen], in reply to the O signature query of A on message msg®) ¢

M, s under attribute string z*, B computes O'élgc) i SIG.Sign(§R;G, msg(a)) and
provides A with J,gi?s = (VKye» aéfc)).

e Finally, A output a signature o}, on some message msg* under attribute string
z*. B outputs & = 1 as its guess bit in its ACC read setup indistinguishability
experiment if A wins, i.e., if ABS.Verify(PP,pg, 2™, msg*,0%,s) = 1 and msg* #
msg(® for any 0 € [gsex]. Otherwise, B outputs &' = 0 in its ACC read setup
indistinguishability experiment.

Note that if (PPcc, wo, STORE) & ACC.Setup(l)‘,nAcc_BLK = 2%), then B per-
fectly simulates Hybg, ;4 vy On the other hand, if (PPacc,wo, STOREq) &
ACC.Setup—Enforce-Read(l)‘,nACC_BLK =2 ((z5,0), ..., (xf._y, 0¥ —1)),7* = 0), then
B perfectly simulates Hybg , _; 4 vyy;- This completes the proof of Claim O

Claim C.41 Assuming ZO is a secure indistinguishability obfuscator for P/poly and
ACC is a positional accumulator satisfying the ‘read enforcing’ property, for any PPT
adversary A, for any security parameter A, |Adv£2’”_1’4'wm (/\)—Advfg"'/_l"l'lx) N <
negl(A\) for some negligible function negl.
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Proof The only difference between Hybg ,,_ 4 viir and Hybyg ,,_; 4 1x is the following:
In Hybg , 1 4 vir1, B includes the program ZO(F) within the V' signing key provided
to A, while in Hyb, ,_; 4 1x it includes the program ZO(P) instead, where

— Py = Constrained-Key.Prog{,0” [M ("), T = 2\, %), pp{ll, pr{f) K, k(")
KV, K sgg,A (h*,5,0)}, K& {(h 07,0}, vk . vk0

sps,B SPS-ONE,C? SPS-ABO,D?
mgf)mh*,(*] (Fig.,
— P, = Constrained-Key.Prog(LO¥ (M ™) T = 22 0 pp(¥), pplt) K, KW,

v v * )% v * % v,0 v,0
K( )’ sps?,A{(h ,E ’O)}7 KS(PS)B{(h 76 70)}7 VKgP&éNE,C’ VKgP&iBO,D’
mgl:)o,h*,ﬂ*] (Fig..

We will argue that the programs Py and P; are functionally equivalent, so that, by
the security of ZO Claim [C-41]follows. Clearly, the only inputs for which the outputs
of the two programs might differ are those corresponding to (h, lp,t) = (h*,£*,1).
For inputs corresponding to (h*,¢*,1), P, is programmed to output L in case
STour = Gac but a =*A’, whereas, Py has no such condition in its programming. Now,
observe that for inputs corresponding to (h*,£*,1), both the programs will assign the

(v,0) (v,0)

value ‘A’ to o if and only if SPS.Verify (VK. ong,C TNy Tsps ) = 1, where VKgps ong,C
(v,0) (V)

is generated by running SPS.Split(SKgy. & my- ). Hence, by the correctness [Prop-
erties [ﬂ] (iii)| and |(v)] of the splittable signature scheme SPS, described in Sec-
tion 1t is 1mmed1ate that for inputs corresponding to (h*, £*, 1), both programs
will set « =*A’ only if my = mg*)o Now, my = mé*)o means ST;y = q(() ) L, Wiy = wéf),
and POS,y = 0. Further, recall that in both the hybrld experiments Hybg ,_; 4 viir

and Hyb, , 1 4%, (PP&C)(, () STORE(")) < ACC.Setup-Enforce-Read(1*, nsconix =

22, ((x3,0), ..., (f 4, 0* = 1)),i* = 0) Therefore, by the read enforcing property
of ACC it follows that if wy = we* and pos;y = 0, then ACC. Venfy-Read(PPA(c,
Wi, SYMy, POSiy, Tace) = 1 implies SYM;y = . Hence, for both the programs, for
inputs corresponding to (h*,£*,1), « =*A’ implies STy = q( ) and SYMy = xj, which
in turn implies STour # qac. Hence, the two programs have identical outputs for in-
puts corresponding to (h*,¢*,1) as well. Thus, the two programs are functionally
equivalent. a

Claim C.42 Assuming ACC is a positional accumulator satisfying the ‘indistin-
guishability of read setup’ property, for any PPT adversary A, for any security
parameter X, |Adv£2’l’_1"4_lx)()\) — Advfg’y_l’4_x)()\)| < negl(\) for some negligible
function negl.

Proof The proof of Claim[C.42]is similar to that of Claim [C.40]with some appropriate
modifications that are easy to figure out. a

Claim C.43 Assuming SPS is a splittable signature scheme satisfying ‘splitting in-
distinguishability’, for any PPT adversary A, for any security parameter A,
\AdvEE’V_IA'X)()\) — Advff\)’y_l’4'X[)(>\)| < negl(\) for some negligible function negl.

Proof The proof of Claim [C-43| proceeds along a similar path as that of the proof of
Claim [C.30] We omit the details here. a
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Claim C.44 Assuming ZO is a secure indistinguishability obfuscator for P/poly, for
any PPT adversary A, for any security parameter A, |Adv52’y_1’4'XD(>\) —
Adv%’”71’4_XID(A)| < negl(\) for some negligible function negl.

Proof The proof of Claim [C.44] employs a similar type of logic as that utilized in the
proof of Claim [C:31] We omit the details in this case as well. O

Claim C.45 Assuming F is a secure puncturable pseudorandom function, for
any PPT adversary A, for any security parameter X, |Adv££’y_1"4_XH)(/\) —
Advf’y71’4_XIID(A)| < negl(A) for some negligible function negl.

Proof The proof of Claim takes an analogous path as that taken by the proof
of Claim [C.25] The details are omitted. O

Claim C.46 Assuming IO is a secure indistinguishability obfuscator for P/poly and
F satisfies the correctness under puncturing property, for any PPT adversary A, for
any security parameter \, |Adv£2’y_1’4_XHI)()\) — Advfg’y_lA_XIV) (M) < negl(A) for
some negligible function negl.

Proof The proof of Claim applies the same kind of logic as that employed in
the proof of Claim The details are again omitted. O
O

Lemma C.9 Assuming ZO is a secure indistinguishability obfuscator for P /poly,
ACC is a secure positional accumulator, and ITR is a secure cryptographic iterator,
for any PPT adversary A, for any security parameter X, |Adv£2’y_1’4’(7_1)1)()\) —
Advﬁ’y71’4’7)(A)| < negl(\) for some negligible function negl.

Proof The proof of Lemma follows an analogous path to that of Lemma B.4
of |7] with certain appropriate modifications that are easy to identify. a

Lemma C.10 Assuming ZO is a secure indistinguishability obfuscator for
P/poly, F is a secure puncturable pseudorandom function, ACC is a positional ac-
cumulator possessing the ‘indistinguishability of read setup’ as well as ‘read en-
forcing’ properties, and SPS is a splittable signature scheme satisfying “VKspsoxe
indistinguishability’, VKgps.apo indistinguishability’, as well as ‘splitting indistin-
guishability’ properties, for any PPT adversary A, for any security parameter X,
\Advfg’y_l’élm()\) — Advfg’y_l’4’7/)(>\)| < negl(\) for some negligible function negl.

Proof The proof of Lemma is similar to that of Lemma B.3 of |7] with some
appropriate readily identifiable changes. a

Lemma C.11 Assuming ZO is a secure indistinguishability obfuscator for P /poly
and ACC is a positional accumulator having ‘indistinguishability of read setup’ and
‘read enforcing’ properties, for any PPT adversary A, for any security parameter

A, |Adv£2’”71’4’(t*m71)/>()\) - Advf’”71’5)()\)| < negl(X\) for some negligible function
negl.

Proof The proof of Lemma is similar to that of Lemma B.5 of |7] with some
appropriate changes that are easy to determine. a

109



Lemma C.12 Assuming ZO is a secure indistinguishability obfuscator for P/poly,
F is a secure puncturable pseudorandom function, SPS is a splittable signature
scheme possessing the VKgpsrpy indistinguishability’ property, and PRG is a secure
injective pseudorandom generator, for any PPT adversary A, for any security pa-

rameter A, |Adv52’y_1’5) (N — Advf’l’_l’6)(}\)| < negl(\) for some negligible function
negl.

Proof The proof of Lemma is similar to that of Lemma B.6 of [7]. O
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