APPENDIX
A1. U.S State Legislative Acts and Statutes on Electronic Health Records and Consumer Data Privacy
	State
	Year
	Name of ACT
	Topics
	Description
	Source

	Alabama
	2024
	Alabama Genetic Data Privacy Act (H21)
	Genetic Data Privacy
	Regulates how genetic testing companies collect, use, and disclose genetic information. Requires companies to obtain informed consent from consumers before collecting or sharing genetic data and mandates clear privacy policies to protect individuals' genetic privacy.
	(National Conference of State Legislatures, 2024)

	Alaska
	2008
	Use of Electronic Medical Records (Alaska Stat. § 18.23.100)
	Electronic Health Records
	Allows healthcare providers to maintain and preserve medical records in an electronic format that protects the physical security of the records and prevents unauthorized access. Providers using compliant electronic systems are not required to maintain separate paper copies.
	(State of Alaska, 2024)

	Alaska
	2009
	Statewide Electronic Health Information Exchange System (SB 133)
	Electronic Health Records
	Establishes a statewide electronic health information exchange system to facilitate the secure exchange of health records among healthcare providers. The system ensures interoperability and compliance with state and federal specifications and protocols for exchanging health records and data.
	(Alaska State Legislature, 2009)

	Arizona
	2008
	Arizona Revised Statutes § 12-2297
	Medical Record Retention
	Requires healthcare providers to retain adult patients' medical records for at least six years after the last date of service, and for minors, either six years after the last date of service or until the patient reaches 21, whichever is longer.
	(Arizona State Legislature, 2008)

	Arizona
	2024
	Health Care Cost Containment System Administration (S 1609)
	Health Data Provisions
	Establishes regulations to protect consumer privacy within the state's healthcare cost containment system. It outlines requirements for the collection, storage, and sharing of personal and health-related information to ensure confidentiality and prevent unauthorized access.
	(National Conference of State Legislatures, 2024)

	Arkansas
	2019
	Personal Information Protection Act
	Health Data Protection
	Requires entities to implement and maintain reasonable security procedures to protect personal information, including health data, and to notify individuals in the event of a security breach.
	(Arkansas Legislature, 2019)

	California
	2003
	Online Privacy Protection Act (CalOPPA)
	Consumer Data Privacy
	Requires commercial websites and online services to post a privacy policy and comply with it, detailing the categories of personal information collected and with whom it is shared.
	(State of California, 2014)

	California
	2018
	California Consumer Privacy Act (CCPA)
	Consumer Data Privacy 
	Grants consumers rights regarding their personal information, including the right to know, delete, and opt-out of the sale of personal data.
	(Office of the Attorney General, State of California, 2024; Standford Law School, 2025)

	California
	2020
	CCPA (as amended by CPRA)
	Health Data Provisions
	Health data classified as “sensitive personal information” requiring opt-in consent (§1798.121, §1798.140(ae))
	(Standford Law School, 2025)

	California
	2022
	Health Information (A 352)
	Health Data Protection
	Requires specified businesses that electronically store or maintain medical information to develop security features, including limiting user access privileges and segregating sensitive medical information.
	(California Legislature, 2022)

	California
	2022
	Confidentiality of Medical Information Act (A 254)
	Health Data Provisions
	Expands the definition of medical information to include reproductive or sexual health application information, ensuring privacy protection for digital health data.
	(State of California, 2013)

	California
	2023
	Confidentiality of Medical Information Act (CMIA) – Amended – SB 1184
	Health Data Provisions
	Prohibits healthcare providers, health service plans, and contractors from disclosing medical information without patient authorization, ensuring the confidentiality of patient records. 
	(California Legislature, 2023)

	California
	2024
	Physicians Make Decisions Act (SB 1120)
	Health Data and Human AI oversight
	the law regulates AI decision-support tools in healthcare, ensuring human clinical oversight and protecting patients from algorithm-only denials or modifications of care
	(California Legislature, 2024)

	Colorado
	2021
	Colorado Privacy Act (CPA)
	Consumer Data Privacy
	Health data included in “sensitive data” requiring heightened protections (§6-1-1303(24))
	(Colorado General Assembly, 2021; Standford Law School 2025)

	Connecticut
	2022
	Connecticut Data Privacy Act (CTDPA)
	Health Data Provisions
	Health data defined as “sensitive data” with opt-in consent (§42-517)
	(Standford Law School, 2025)

	Connecticut
	2023
	Amendments to CTDPA (SB 3)
	Health Data Specific Legislation
	Expands protections for consumer health data, including mental health and telehealth.
	(Standford Law School, 2025)

	Connecticut
	2024
	Data Privacy Act (CTDPA)
	Health Data Provisions
	Empowers consumers with rights over their personal data, including the ability to opt-out of data collection for targeted advertising and mandates businesses to honor global privacy control signals.
	(American Health Law Association, 2024)

	Connecticut
	2025
	Connecticut Senate Bill 447 (SB 447)
	Health Data Provisions
	An Act Prohibiting Health Carriers From Using Artificial Intelligence In The Evaluation And Determination Of Patient Care
	(Connecticut General Assembly, 2025)

	Delaware
	2023
	Medical Practice Act
	Medical Record Retention
	Outlines requirements for the maintenance, retention, and disposition of medical records by healthcare providers, including timelines for record retention and protocols for record disposal to ensure patient confidentiality. 
	(Delaware Legislature, 2023)

	Delaware
	2023
	Telemedicine and Telehealth Practice Act
	Health Data Protection
	Requires healthcare providers using telemedicine and telehealth technologies to maintain complete records of patient care and follow all applicable state and federal statutes and regulations for recordkeeping, confidentiality, and disclosure to the patient. 
	(Delaware Legislature, 2023)

	Delaware
	2023
	Delaware Personal Data Privacy Act (DPDPA)
	Health Data Provisions
	§12D-103(c)(6): Health data used for public health activities exempted under HIPAA.
	(Delaware General Assembly, 2023; Standford Law School, 2025)

	Florida
	2014
	Florida Information Protection Act (FIPA)
	Health Data Protection
	Requires entities to take reasonable measures to protect personal information and mandates notification to affected individuals and the Department of Legal Affairs within specified timeframes following a data breach. 
	(Florida Legislature, 2014)

	Florida
	2023
	Florida Digital Bill of Rights (FDBR)
	Consumer Data Protection
	Grants consumers rights to access, correct, delete personal data, and opt out of data sales and targeted advertising. Prohibits processing sensitive data without consent and includes protection for children's online data. 
	(Florida Senate; 2023; Standford Law School, 2025)

	Florida
	2024
	Online Protections for Minors Act (HB 3)
	Telehealth & Digital Health Regulation
	Requires commercial entities that knowingly and intentionally publish or distribute material harmful to minors on websites or applications containing a substantial portion of such material to verify that users are 18 years of age or older before granting access. This is to prevent minors from accessing harmful content online. 
	(Florida Legislature, 2024)

	Georgia
	2023
	Patient’s Right to Access Medical Records Law (O.C.G.A. § 31-33-3)
	Health Data Provisions
	Specifies the fees that healthcare providers can charge for copying medical records, including a search fee and per-page charges that vary based on the number of pages. These fees are subject to annual adjustments.
	(Georgia General Assembly, 2024)

	Hawaii
	1999
	Hawaii Health Privacy Law
	Health Data Provisions
	Establishes standards for the use and disclosure of individuals' health information, ensuring confidentiality and outlining patients' rights regarding their medical records.
	(Hawaii State Legislature, 1999)

	Hawaii
	2023
	Abortion Out of State Actions (S 1)
	Health Data Privacy
	Protects an individual's right to privacy and bodily autonomy within the state, declaring laws from other states authorizing civil actions and criminal prosecutions for receiving, seeking, providing, or aiding reproductive health care services as contrary to state public policy.
	(National Conference of State Legislatures, 2023)

	Hawaii
	2024
	Confidentiality of Records
	Mental Health Privacy
	Mandates that all certificates, applications, records, and reports made for mental health purposes be kept confidential and not disclosed, directly or indirectly identifying a person, except as allowed by federal regulations.
	(Hawaii State Legislature, 2024)

	Idaho
	2007
	Idaho Code § 39-1394
	Medical Record Retention
	Mandates that hospitals maintain medical records for a minimum of ten years following patient discharge. For minors, records must be kept for the longer of ten years or until the patient reaches the age of 21.
	(Idaho State Legislature, 2007)

	Illinois
	2008
	Biometric Information Privacy Act (BIPA)
	Biometric Data Privacy
	Requires private entities to obtain consent before collecting or disclosing biometric identifiers and mandates secure storage and timely destruction of such data.
	(Illinois State Legislature, 2008)

	Illinois
	2023
	Access to Public Health Data Act
	Health Data Access
	Creates the Access to Public Health Data Act; sets forth provisions concerning master data use agreements; provides that the Department of Public Health, the Department of Human Services, and the Department of Healthcare and Family Services must provide the latest available data for each certified local health department within 120 business days after completion of the applicable master data use agreement, except to the extent prohibited by current technology.
	(Illinois General Assembly, 2023)

	Illinois
	2025
	Wellness and Oversight for Psychological Resources Act (HB1806)
	Mental Health Services
	The bill prohibits providing therapy in Illinois unless done by a licensed professional. While licensed providers may use AI tools, the law bans AI from independently making therapeutic decisions or generating treatment plans, with violations subject to fines of up to $10,000.
	(Illinois General Assembly, 2025)

	Indiana
	2008
	Ind. Code § 16-39-7-1
	Medical Record Retention
	Mandates that healthcare providers retain patient medical records for at least seven years.
	(State of Indiana, 2008)

	Indiana
	2023
	Indiana Consumer Data Protection Act (INCDPA)
	Consumer Data Privacy
	Establishes that healthcare providers may charge a reasonable fee for copying medical records, with specific limits set per page and additional labor fees. These fees are subject to annual adjustments.
	(Standford Law School, 2025)

	Iowa
	2022
	Confidentiality of Medical Records
	Medical Record Retention
	Establishes the Iowa Health Information Network to facilitate the secure electronic exchange of health information among healthcare providers. It includes provisions to protect the confidentiality and security of health information. 
	(American Health Law, 2024; Iowa Legislature, 2022)

	Iowa
	2023
	Iowa Health Information Network (IHIN) Regulations 
	Patient Consent & Access Rights
	Requires that all medical records of enrolled recipients be confidential and not released without written consent, except as permitted by law. 
	(Iowa Department of Human Services, 2022)

	Iowa
	2023
	Iowa Consumer Data Protection Act (INCDPA)
	Consumer Data Protection
	Grants Iowa residents rights to access, delete, and port their personal data, and to opt out of personal data sales, while imposing transparency and data security duties on covered businesses. It includes robust exemptions for entities like financial institutions, HIPAA-regulated health data, and nonprofits.
	(Standford Law School, 2025)

	Iowa
	2023
	Iowa Consumer Data Protection Act (ICDPA)
	Consumer Data Protection
	Grants consumers rights to access, delete, and obtain a copy of personal data. Requires data controllers to implement reasonable security measures to protect personal data and limits data processing to specified purposes. 
	(Iowa Legislature, 2023)

	Kansas
	2008
	Kan. Admin. Regs. § 100-24-2
	Medical Record Retention
	Requires physicians to maintain medical records for a minimum of ten years from the date of last treatment.
	(Kansas Administrative Regulations, 2008)

	Kansas
	2011
	Kansas Statutes Annotated § 65-4971
	Medical Record Retention
	Previously set limits on the costs of providing copies of medical records; however, this statute was repealed in 2011. Currently, Kansas does not have specific state laws limiting the fees for copying medical records.
	(Kansas State Legislature, 2011)

	Kentucky
	2008
	902 Ky. Admin. Regs. 20:016
	Medical Record Provisions
	Specifies that hospitals must retain medical records for at least five years from the date of discharge. For minors, records should be kept for three years after the patient reaches the age of majority.
	(Kentucky Administrative Regulations, 2008)

	Kentucky
	2023
	Kentucky Revised Statutes § 422.317
	Medical Record Provisions
	Allows patients to obtain one free copy of their medical records upon written request. For subsequent copies, healthcare providers may charge a fee of $1 per page.
	(Kentucky General Assembly, 2023)

	Kentucky
	2024
	Kentucky Consumer Data Protection Act
	Consumer Data Protection
	Grants residents rights to access, correct, delete, and transfer their personal data, while also allowing them to opt out of targeted advertising, data sales, and profiling. 
	(Standford Law School, 2025)

	Louisiana
	2023
	Louisiana Revised Statutes § 40:1165.1
	Medical Record Provisions
	Specifies that healthcare providers may charge a reasonable fee for copying medical records, with specific limits per page and additional handling charges. These fees are updated annually based on the consumer price index.
	(Louisiana State Legislature, 2023)

	Maine
	2019
	Act to Protect the Privacy of Online Consumer Information
	Consumer Data Privacy
	Prohibits internet service providers from using, disclosing, selling, or permitting access to customer personal information without consent.
	(Maine Legislature, 2019)

	Maine
	2025
	Transparency in Consumer Transactions Involving Artificial Intelligence Act
	Artificial Intelligence Transparency
	This law requires businesses in Maine to provide clear and conspicuous disclosure when consumers interact with AI chatbots in trade or commerce. Enacted as Public Law, Chapter 294, it ensures consumers are not misled into thinking they are communicating with a human.
	(Maine Legislature, 2025)

	Maryland
	2022
	Maryland Online Consumer Protection Act
	Consumer Data Protection
	Imposes requirements on businesses regarding the collection and use of personal information, including providing consumers with rights to access, delete, and opt-out of the sale of their data.
	(Maryland General Assembly, 2022)

	Maryland
	2023
	Legally Protected Health Care Information (H 812)
	Health Data Provisions
	Regulates the disclosure of certain information related to legally protected health care by custodians of public records, health information exchanges, and electronic health networks, establishing the Protected Health Care Commission.
	(National Conference of State Legislatures, 2023)

	Maryland
	2023
	SB 786 (Electronic Health Record Privacy)
	Health Data Specific Legislation
	Regulates EHR data sharing and requires transparency for health data brokers.
	(Standford Law School, 2025)

	Maryland
	2023
	Medical Records—Retention and Disposal
	Medical Record Retention
	Requires healthcare providers to retain medical records for a minimum period and outlines proper methods for the disposal of such records to protect patient confidentiality. This law ensures that electronic health records are maintained securely and disposed of appropriately when no longer needed.
	(Maryland Department of Health, 2023)

	Maryland
	2024
	Maryland Online Data Privacy Act (MODPA)
	Health Data Provisions
	§14-4603: Health data exempted if maintained as HIPAA-protected information
	(Standford Law School, 2025)

	Maryland
	2024
	Confidentiality of Medical Records Act
	Health Information Exchange
	Establishes a statewide health information exchange to facilitate the secure electronic sharing of health information among authorized users. The act sets standards for participation, data security, and patient consent to ensure the privacy and confidentiality of health records.
	(Maryland General Assembly, 1990)

	Maryland
	2025
	Use of Artificial Intelligence (HB 820)
	Health Insurance Provisions
	FOR the purpose of requiring that certain carriers, pharmacy benefits managers, and private review agents ensure that artificial intelligence, algorithm, or other software tools are used in a certain manner when used for conducting utilization review; and generally relating to utilization review and artificial intelligence
	(Maryland General Assembly, 2025)

	Massachusetts
	2010
	Standards for the Protection of Personal Information
	Consumer Data Protection
	Establishes minimum standards for businesses to protect personal information of residents, including the development of a comprehensive information security program.
	(Commonwealth of Massachusetts, 2010)

	Massachusetts
	2022
	Standards for the Protection of Personal Information
	Consumer Data Protection
	Establishes standards for businesses to protect personal information of residents, including the development of a comprehensive information security program.
	(Massachusetts Office of Consumer Affairs and Business Regulation, 2022)

	Massachusetts
	2023
	Information Blocking Prohibition
	Health Information Exchange
	Prohibits practices that interfere with the access, exchange, or use of electronic health information (EHI), ensuring that clinical notes are shared with patients as mandated.
	(Massachusetts Trial Cour Law Libraries, 2025)

	Massachusetts
	2024
	Online Tracking Technologies Ruling
	Consumer Privacy Protection
	The Massachusetts Supreme Judicial Court ruled that the state's wiretap law does not prohibit website operators from collecting users' browsing activities using analytics tools, impacting how medical privacy is interpreted concerning online data tracking.
	(Raymond, 2024)

	Michigan
	2023
	Michigan Compiled Laws § 333.26269
	Medical Records Protection
	Allows healthcare providers to charge a fee for copying medical records, with specific limits per page and a retrieval fee. These fees are adjusted annually.
	(Michigan Legislature, 2023)

	Minnesota
	2023
	Biennial Budget for the Department of Commerce (S 2744)
	Health Data Provisions
	§235O.03(2)(a)(5): Health data intermingled with HIPAA-protected data exempted
	(National Conference of State Legislatures, 2023; Standford Law School, 2025)

	Minnesota
	2023
	Minnesota Statutes § 144.292
	Patient Consent & Access Rights
	Permits patients to access their health records and allows providers to charge a retrieval fee and per-page fee for copies. Fees are adjusted annually based on the consumer price index.
	(Minnesota Office of the Revisor of Statutes, 2023)

	Minnesota
	2024
	Minnesota Consumer Data Privacy Act (MCDPA)
	Consumer Data Protection
	Grants residents rights to access, correct, delete, and port their personal data, and to opt out of sales, targeted advertising, and certain profiling.
	(Standford Law School, 2025)

	Mississippi
	2023
	Mississippi Code Annotated § 41-9-65
	Medical Records Protection
	Allows hospitals to charge a reasonable fee for copying medical records, with specific limits per page and a search fee.
	(Mississippi Legislature, 2023)

	Missouri
	2008
	Retention of Medical Records 
	Medical Record Retention
	Requires healthcare providers to maintain patient records for a minimum of seven years from the date of the last professional service provided. This ensures the availability of medical records for continuity of care and legal purposes. 
	(State of Missouri, 2008)

	Montana
	2023
	Genetic Information Privacy Act (S 351)
	Biometric Data Privacy
	Relates to the regulation of biometric data, addressing the collection, storage, and use of such data to protect individual privacy.
	(Montana Legislature, 2023)

	Montana
	2023
	Montana Consumer Data Privacy Act (MCDPA)
	Health Data Provisions
	Enacts consumer privacy laws to strengthen privacy protections for consumer data, including digital health information.
	(National Conference of State Legislatures, 2023; Standford Law School, 2025)

	Montana
	2023
	Montana Code Annotated § 50-16-541
	Medical Records Protection
	Allows healthcare providers to charge a reasonable fee for copying medical records, with specific limits per page and a search fee.
	(Montana Legislature, 2023)

	Nebraska
	2023
	Nebraska Revised Statutes § 71-8403
	Medical Records Protection
	Allows patients to request copies of their medical records at no charge if the request is for supporting a claim or appeal under the Social Security Act. For other purposes, providers may
	(Nebraska Legislature, 2023)

	Nebraska
	2024
	Nebraska Data Privacy Act (NEDPA)
	Consumer Data Protection
	Grants Nebraska residents rights to access, correct, delete, and opt out of the sale, sharing, or profiling of their personal data—while imposing requirements on controllers such as conducting privacy-impact assessments, limiting collection to necessary data, and preventing processing of sensitive data without consent.
	(Standford Law School, 2025)

	Nevada
	2019
	Senate Bill 220
	Online Privacy Protection
	Requires website operators to allow consumers to opt-out of the sale of their personal information and mandates updates to privacy policies to reflect these rights.
	(Nevada Legislature, 2019)

	Nevada
	2023
	Assembly Bill 7 (AB 7)
	Electronic Health Records
	Mandates that all healthcare providers implement interoperable electronic health records systems by January 1, 2030. Establishes the Electronic Health Information Advisory Group to advise on regulations prescribing standards for EHRs and health information exchanges.
	(Nevada Legislature, 2023)

	Nevada
	2023
	Senate Bill 370 (Consumer Health Data Privacy)
	Health Data Specific Legislation
	Requires consent for collection/sharing of health data; narrower than Washington’s law.
	(Standford Law School, 2025)

	Nevada
	2023
	Consumer Health Data (S 370)
	Health Data Privacy
	Requires certain entities to develop, maintain, and make available on the internet a policy concerning the privacy of consumer health data, prohibiting the collection or sharing of such data without affirmative consent.
	(National Conference of State Legislatures, 2023)

	Nevada
	2024
	Nevada Consumer Health Data Provisions Law (SB 370)
	Health Data Privacy
	Regulates the collection, use, and sharing of consumer health data by businesses. Requires entities to obtain consumer consent before collecting or sharing health data and mandates the implementation of security measures to protect such data. 
	(Nevada State Legislature, 2024)

	Nevada
	2024
	Senate Bill 370 (SB370)
	Health Data Provisions
	Enhances protections for consumer health data, requiring explicit consent before collecting, sharing, or selling such data, and mandates clear privacy policies from businesses.
	(American Health Law Association, 2024)

	Nevada
	2025
	Act Related to Health (AB406)
	Health Data Provisions
	This law prohibits the use of AI systems from performing mental health duties in public schools or acting as or replacing licensed mental or behavioral health professionals, mandates human oversight, allows only administrative use of AI with proper safeguards, and enforces compliance through civil penalties and licensing discipline
	(Nevada Assembly, 2025)

	New Hampshire
	2019
	Senate Bill 316
	Health Data Provisions
	Establishes data privacy protection for student information, limiting the collection and use of such data by educational institutions and third-party service providers.
	(New Hampshire General Court, 2019)

	New Hampshire
	2024
	New Hampshire Privacy Act (NHPA)
	Consumer Data Protection
	Gives residents rights to access, correct, delete, or opt out of processing of their personal data while imposing transparency, data minimization, and security obligations on businesses that meet certain thresholds for data handling
	(Standford Law School, 2025)

	New Jersey
	2019
	Assembly Bill 4640
	Health Data Provisions
	Prohibits the sale of certain student information and imposes requirements on operators of websites, online services, and applications regarding the protection of student data.
	(New Jersey Legislature, 2019)

	New Jersey
	2022
	Protecting Patient Information Related to Reproductive Health Care Services
	Health Data Privacy
	Prohibits HIPAA-covered entities from disclosing any communication from a patient or information obtained from the personal examination of a patient related to reproductive health care services permitted under New Jersey law, unless the patient or their representative consents. 
	(New Jersey Division of Consumer Affairs, 2022)

	New Jersey
	2023
	New Jersey Consumer Privacy Act (NJCPA)
	Health Data Provisions
	Provides consumers with rights to access, correct, delete, and obtain a copy of personal data. Requires businesses to disclose their data collection practices and obtain consumer consent for processing sensitive data, including health information. 
	(New Jersey Legislature, 2023)

	New Jersey
	2024
	New Jersey Data Privacy Act (NJDPA)
	Health Data Provisions
	§56:8-166: Health data classified as “sensitive” with consent requirements
	(Standford Law School, 2025)

	New Jersey
	2024
	Electronic Health Record System Implementation for Long-Term Care Facilities
	Health Data Provisions
	Mandates that all long-term care facilities implement or upgrade to an electronic health record system certified by the Office of the National Coordinator for Health Information Technology within 270 days of the act's effective date. 
	(New Jersey Legislature, 2024)

	New Mexico
	2008
	N.M. Code R. § 16.10.17.10
	Medical Record Retention
	Requires physicians to retain medical records for at least ten years from the date of last treatment.
	(New Mexico Administrative Code, 2008)

	New Mexico
	2025
	Amend Nursing Practice Act (N.M. HB178)
	Health Data Protection
	This bill mandates that the Board of Nursing must develop and promulgate rules establishing standards for the use of artificial intelligence in nursing practice, ensuring proper oversight and guidance for integrating AI into clinical nursing workflows.
	(New Mexico Legislature, 2025)

	New York
	1984
	Personal Privacy Protection Law (PPPL)
	Consumer Data Protection
	Regulates how New York State agencies collect, maintain, and share personal information in government records, and provides individuals with rights to access and correct their personal data.
	(New York State Department of State, 2024)

	New York
	2017
	Public Health Law § 17
	Health Data Privacy
	Grants patients the right to access their medical records and outlines the procedures for requesting such access. It ensures transparency and patient autonomy regarding personal health information. 
	(New York Legislature, 2017)

	New York
	2019
	Stop Hacks and Improve Electronic Data Security Act (SHIELD Act) 
	Health Data Security
	Expands data breach notification requirements and mandates businesses to implement reasonable data security measures to protect personal information. The act broadens the scope of information covered and strengthens consumer protection against data breaches. 
	(IT Governance USA, 2019)

	New York
	2021
	Biometric Data Privacy Law
	Biometric Data Privacy
	Mandates businesses to notify consumers about biometric data collection and prohibits employers from collecting biometric data from employees without consent.
	(New York Legislature, 2019)

	New York
	2022
	Critical Energy Infrastructure Security (A 2896)
	Biometric Data Privacy
	Addresses cybersecurity risks related to digital infrastructure, including health and biometric data security.
	(New York Legislature, 2022)

	New York
	2023
	New York Privacy Act (NYPA)
	Consumer Data Protection
	Seeks to require companies to disclose their methods of de-identifying personal information, place safeguards around data sharing, and allow consumers to obtain the names of all entities with whom their information is shared. The act aims to enhance transparency and consumer control over personal data. 
	(New York State Assembly, 2023)

	New York
	2023
	Senate Bill S7879A 
	Electronic Health Records
	Mandates that all health information systems or electronic health record systems segregate certain sensitive patient information—such as reproductive health services, gender-affirming care, mental health services, and substance abuse treatment—from the rest of the patient's medical record. This segregation aims to enhance privacy protections for sensitive health information. 
	(New York State Senate, 2023)

	New York
	2024
	Health Information Privacy Act
	Health Data Provisions
	Restricts the sale of health data collected by apps without explicit consumer consent and enhances protection for individuals seeking reproductive health services.
	(New York State Senate, 2025)

	New York
	2025
	NY Health Information Privacy Act (NY HIPA)
	Health Data Specific Legislation
	Regulates the collection, processing, and sale of “regulated health information”—defined to include any data linked to someone’s physical or mental health, even beyond traditional medical records—requires consumer consent for most uses, mandates robust security safeguards and deletion rights, and applies even to non-HIPAA entities handling health-related data. 
	(New York State Senate, 2025)

	New York
	2025
	New York Health Information Privacy Act (NYHIPA)
	Health Data Provisions
	Aims to protect health information by regulating data not covered by HIPAA. It requires entities to obtain explicit consent from individuals before collecting or sharing their health information, with certain exceptions for necessary medical or legal purposes. The act enhances consumer control over personal health data and imposes strict penalties for non-compliance. 
	(New York State Senate, 2025)

	New York
	2025
	Senate Bill S5456
	Health Information Exchange
	Requires healthcare providers to share electronic health records with insurance plans to improve patient care and reduce administrative delays. This legislation aims to streamline healthcare processes and enhance the quality of care by ensuring that insurers have timely access to necessary patient information. 
	(New York State Senate, 2025)

	New York
	2025
	Senate Bill 3008 - AI Companion
	Health Privacy Provisions
	Regulates “AI companions” by requiring them to include protocols that can detect suicidal ideation or self-harm and refer users to crisis services. The law also mandates that AI companion providers give clear notifications that users are interacting with an AI, both at the start of conversations and at least every three hours during continuous use.
	(New York State Senate, 2025)

	North Carolina
	1993
	Confidentiality of Medical Records
	Health Data Provisions
	Mandates that medical records are confidential and can only be released with the patient's consent or as permitted by law. This statute ensures the privacy of patient information and outlines the conditions under which records may be disclosed. 
	(North Carolina General Assembly, 1993)

	North Carolina
	2015
	Electronic Medical Records
	Electronic Health Records
	Allows healthcare providers and facilities to create and maintain medical records in an electronic format. It requires that these electronic records be legible, retrievable, and include adequate data backup to ensure their integrity and availability. 
	(North Carolina General Assembly, 2015)

	North Carolina
	2021
	NC Health Information Exchange Act 
	Health Information Exchange
	Establishes the NC Health Information Exchange Authority (NC HIEA) and mandates that certain healthcare providers connect to NC HealthConnex, the state's health information exchange, to facilitate the secure electronic exchange of patient health information. This law aims to improve patient care coordination and outcomes. 
	(North Carolina General Assembly, 2021)

	North Dakota
	2023
	N.D. Cent. Code § 23-01-03.1
	Medical Record Retention
	Mandates that healthcare providers retain patient medical records for a minimum of ten years following the date of the patient's last treatment. For minors, records must be kept for ten years or until the patient reaches the age of 21, whichever is longer.
	(North Dakota Legislative Branch, 2024)

	North Dakota
	2025
	North Dakota Senate Bill 2280
	Heath Data Provisions and Dental Insurance
	An Act to create and enact chapter 26.1-36.12 of the North Dakota Century Code, relating to prior authorization for health insurance; to provide for a legislative management study; to provide for a legislative management report; and to provide an effective date.
	(North Dakota Legislative Assembly, 2025)

	Ohio
	2012
	Ohio Revised Code Chapter 3798
	Health Data Provisions
	Aligns Ohio’s laws with HIPAA, ensuring privacy and security of health data
	(Ohio Legislature, 2025)

	Ohio
	2018
	Ohio Data Protection Act
	Consumer Data Protection
	Enacted to encourage businesses to adopt robust cybersecurity practices, this act provides an affirmative defense against tort claims arising from data breaches, provided the business conforms to recognized cybersecurity frameworks. While not specific to health data, it applies to any entity dealing with personal information, including health records.
	(International Association of Privacy Professionals, 2018)

	Oklahoma
	2023
	Medical Records Retention Act (Okla. Stat. tit. 76, § 19)
	Medical Record Retention
	Requires healthcare providers to maintain adult patient records for at least seven years from the date of the last patient encounter. For minors, records must be retained for five years after the patient reaches the age of majority (18 years).
	(Oklahoma Legislature, 2023)

	Oregon
	2021
	Oregon Consumer Information Protection Act
	Consumer Data Protection
	Enhances protections for personal information, including requirements for data breach notifications and the implementation of reasonable security measures by businesses.
	(Oregon Legislature, 2021)

	Oregon
	2023
	License Brokered Personal Data (H 2052)
	Biometric Data Privacy
	Regulates businesses that buy, sell, or share sensitive consumer data, including biometric health data, to protect consumer privacy.
	(National Conference of State Legislatures, 2023)

	Oregon
	2023
	Oregon Consumer Privacy Act (OCPA)
	Consumer Health Data Provisions
	Health data as “sensitive data” requiring consent (§646A.600)
	(Standford Law School, 2025)

	Pennsylvania
	2008
	49 Pa. Code § 16.95(e)
	Medical Record Retention
	Requires medical doctors to retain adult patient records for at least seven years following the date of the last medical service. For minor patients, records must be kept for seven years following the last service or one year after the patient reaches age 21, whichever is longer.
	(Pennsylvania Code, 2008)

	Rhode Island
	2008
	R.I. Gen. Laws § 5-37-22
	Medical Record Retention
	Mandates that physicians maintain patient records for a minimum of five years unless otherwise required by law or regulation.
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	(National Conference of State Legislatures, 2023)

	Texas
	2001
	Texas Medical Records Privacy Act (TMRPA)
	Health Data Provisions
	Establishes standards for the use and disclosure of individuals' health information, aligning with HIPAA but applying to a broader range of entities, including those who handle protected health information (PHI) in Texas.
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