Figure 4
[image: ]







Figure 5

[image: ]
image1.emf
 

Plain text 

Round key (k0) 

Multiply all even rows by a constant term 

 

Interchange odd rows 

Multiply all odd columns by a constant term  

Interchange even columns 

Tilt 1st row once and 2nd row twice to the right 

Value increment (add even numbers with all rows) 

 

Round key (k1) 

Ciphertext (χ1) 

Add round key (k0) 

Substitution bytes 

Shift rows 

Mix columns 

Add round key (k1) 

 

…

 

Substitution bytes 

Shift rows 

Mix columns 

Add round key (k0) 

 

Substitution bytes 

Shift rows 

Add round key (k1) 

 

Ciphertext (χ2) 

Round 1 

Round 9 

Round 10 

Ciphertext (χ0) 


image2.emf
 

Inverse substitution bytes 

Inverse shift rows 

Inverse mix columns 

Add round key (k1) 

 

Ciphertext (χ2) 

Add round key (k0) 

…

 

Inverse substitution bytes 

Inverse shift rows 

Inverse mix columns 

Add round key (k1) 

 

Inverse substitution bytes 

Inverse shift rows 

Add round key (k0) 

 

Ciphertext (χ1) 

 

Add round key (k1) 

 

Value decrement (subtract even numbers with all rows) 

Tilt 1st row once and 2nd row twice to the left 

Interchange even columns 

Divide all even columns by a constant term 

 

Interchange odd rows 

Divide all even rows by a constant term 

Round 1 

Round 9 

Round 10 

Round key (k1) 

Ciphertext (χ0) 

 

Plain text 



Figure 


4


 


 


 


 


 


 


 


 


 


Plain text


 


Round key (k0)


 


Multiply 


all even rows by a constant 


term


 


 


Interchange odd rows


 


Multiply 


all odd columns by 


a constant term 


 


Interchange even columns


 


Tilt 1


st


 


row once and 2


nd


 


row twice to the right


 


Value increment (


add 


even numbers


 


with all rows


)


 


 


Round key (k1)


 


Ciphertext (?1)


 


Add round key (k0)


 


Substitution bytes


 


Shift 


rows


 


M


ix columns


 


Add round key (k1)


 


 


…


 


Substitution bytes


 


Shift rows


 


M


ix columns


 


Add round key (k


0


)


 


 


Substitution bytes


 


Shift rows


 


Add round key (k1)


 


 


Ciphertext (?2)


 


Round 1


 


Round 9


 


Round 10


 


Ciphertext (?0)


 




Figure  4                

 

Plain text 

Round key (k0) 

Multiply all even rows by a constant term 

 

Interchange odd rows 

Multiply all odd columns by a constant term  

Interchange even columns 

Tilt 1st row once and 2nd row twice to the right 

Value increment (add even numbers with all rows) 

 

Round key (k1) 

Ciphertext (?1)  Add round key (k0) 

Substitution bytes 

Shift rows 

Mix columns 

Add round key (k1) 

 

…

 

Substitution bytes 

Shift rows 

Mix columns 

Add round key (k0) 

 

Substitution bytes 

Shift rows 

Add round key (k1) 

 

Ciphertext (?2) 

Round 1 

Round 9 

Round 10 

Ciphertext (?0) 

