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Appendix B: Definitions of CEXs and DEXs
	Reference
	Definition of CEX?
	Definition of DEX?

	Aigner & Dhaliwal (2021)
	“Centralized exchanges (CEX) (…) are companies in the conventional sense that provide a platform or app to deposit fiat currencies into or offer the option to purchase using credit cards.” (p. 8)
	“Decentralized exchanges (DEX) (…) have no central entity managing the deposits.” (p. 8)

	Alexander et al. (2023)
	“Centralized exchanges are the dominant platforms for crypto trading because they have adopted efficient order matching engines and funding management systems to ensure cheap, smooth and fast transaction.” (p. 2)
	–

	Angeris & Chitra (2020)
	–
	“allow for the exchange of security-like assets without the need for a trusted third-party.” (p. 80)

	Angeris, Agrawal, et al. (2022)
	–
	“These decentralized exchanges (DEXs) enable agents to trade cryptocurrencies, i.e., digital currencies with account balances stored on a blockchain, without relying on a trusted third party to facilitate the exchange.” (p. 415f.)

	Aoyagi (2020)
	–
	“A DEX is an exchange with decentralized information management based on the blockchain technology.” (p. 2)

	Aoyagi & Ito (2021)
	–
	“Decentralized exchanges (DEXs) are the first trading platforms that operate without a centralized authority. They are built on smart contracts of blockchain, and transactions are executed in a decentralized manner with numerous blockchain participants serving as information validators.” (p. 2)

	Aspris et al. (2021)
	“CEXs in cryptocurrency markets maintain infrastructure similar to that observed in traditional equities markets, with comparable protocols and equivalent trade execution rules fostering the provision of liquidity and the price discovery process.” (p. 2)
	“DEXs facilitate the exchange of tokens without the need for an intermediary exchange to act as a custodian for their cryptocurrencies.” (p. 2) “Their role in the cryptocurrency market in part serves as a vehicle for on-ramping to regulated centralized exchanges where sufficient credibility has been established.” (p. 19)

	Berg et al. (2022))
	–
	“Decentralized exchanges (DEXes), which allow users to trade in a fully noncustodial manner, are a main pillar of DeFi. Instead of requiring traders to give up custody of their funds by depositing into a centralized exchange (CEX), traders can now directly swap tokens with a smart contract on the blockchain.” (p. 1) 

	Boonpeam et al. (2021)
	“These CEX platforms maintain user wallets and provide customer support service for ease of use.” (p. 769)
	–

	Brasse & Hyun (2023)
	“Centralized exchanges (CEXs) are trading platforms that function as an intermediary between traders to buy or sell cryptocurrencies, whether between each other or fiat currencies such as the US dollar.” (p. 342)
	“Decentralized exchanges (DEXs) facilitate the exchange of cryptoassets by matching and executing trades through smart contracts, allowing traders to reach each other, and set an agreed-upon price.” (p. 342)

	Capponi & Jia (2021)
	–
	“Most of these exchanges utilize Automated Market Maker (AMM) smart contract, which makes the market according to a deterministic algorithm instead of utilizing order books and relying on central intermediaries.” (p. 2)

	Y. Chen et al. (2023)
	“The centralized platforms (CEXs), which are owned and operated by a central entity (or consortium of entities) intermediating access to the blockchain (or distributed ledger) where the crypto-assets exist.” (p. 9)
	“The decentralized, permissionless platforms (DEXs), where there is no central entity operating the platform, participants directly control their assets in the blockchain, and trading and execution happens in the blockchain (…), usually using the AMM protocols.” (p. 9)

	Dai (2020)
	–
	“A decentralized exchange on the blockchain has the following characteristics:
· Allows peer-to-peer exchange of token/crypto assets without an intermediary party.
· Each participant controls his/her own asset (private key).
· All transactions are written on the blockchain and are transparent for the public to see.
· All transactions after confirmation are immutable.” (p. 102)

	Daian et al. (2020)
	–
	“In a DEX, a smart contract (a program executing on a blockchain) or other form of peer-to-peer network executes exchange functionality.” (p. 910)

	Dewey & Newbold (2023)
	–
	“Most decentralized exchanges (DeXs) use some flavor of a constant function market maker CFMM, whereby any trade changes the pool such that the product of the pool remains the same.” (p. 2)

	Ding & Chen (2022)
	“are known as custodian exchanges, which have occupied more than 70% of market share and have become the most important cryptocurrency exchanges.” (p. 297)
	–

	dos Santos et al. (2022)
	“The centralized cryptocurrency/token exchanges like Coinbase, Binance, and FTX are also based on an order book model where trade matching and settlement are carried out on the centralized server of the platform service provider.” (p. 1289)
	–

	Eigelshoven et al. (2021)
	“Centralized exchanges (CEX) keep the assets of a user in the collective wallet of the exchange and are generally owned by a central organization – such as Coinbase or Binance.” (p. 3)
	“A decentralized exchange (DEX) use smart contracts or other forms of peer-to-peer networks to execute exchange functionality and enable non-custodial cryptocurrency trading.” (p. 3)

	Falakshahi et al. (2021)
	–
	“Decentralized exchanges (DEXs), improve several aspects of CEXs, for example, security vulnerabilities, centralized control of assets, custodian challenges and more.” (p. 1)

	Han et al. (2022)
	–
	“The decentralized cryptocurrency exchange is featured with transparency and trustworthiness in trading (e.g., investors can easily access the transaction data, and the data cannot be easily falsified).” (p. 32)

	Hashemseresht & Pourpouneh (2022)
	–
	“A DeX is a smart contract that allows users to swap tokens without the need for any intermediaries.” (p. 63)

	Heimbach et al. (2021)
	–
	“DEXes are based on smart contracts running on a blockchain” (p. 1)

	Jaimungal et al. (2023)
	“…centralized exchanges, where liquidity providers (LPs) post volumes and rates that they are willing to buy/sell at that rest in a limit order book (LOB) until matched by liquidity takers (LTs).” (p. 1)
	–

	Jeong et al. (2023)
	“Centralized exchange (CEX) (…) adopts the traditional limit order book (LOB) mechanism that provides cryptocurrency trading with a centralized matching engine.” (p. 1)
	“Decentralized exchange (DEX) (…) provides direct cryptocurrency tradings through the pools of crypto assets instead of the centralized matching engine in CEX.” (p. 1)

	Johnson (2020)
	“Having abandoned aspects of the public, permissionless blockchain envisioned by early theorists and developers, centralized exchanges relinquished the benefits of transparent, permissionless trading.” (p. 1954)
	“Unlike a centralized exchange, a DEX is not a single point of failure and is, therefore, far less susceptible to the various security and risk management concerns that plague centralized exchanges.” (p. 1957 f.)

	Khakhar & Chen (2022)
	“Decentralized Exchanges are marketplaces where users can trade one cryptocurrency in exchange for another cryptocurrency without giving any group the authority to manage trades or act as a custodian.” (p. 1)
	–

	Kirste et al. (2023)
	–
	“A decentralized exchange (DEX) is a decentralized marketplace that is the decentralized equivalent of traditional exchanges. DEXs allow market participants to trade tokens with each other.” (p. 20)

	Kitzler et al. (2023)
	–
	“DEXs, that is, Decentralized Exchanges, allow users to exchange cryptoassets.” (p. 7)

	Krishnamachari et al. (2021)
	–
	“Decentralized cryptocurrency exchanges (…) can autonomously handle conversion between different cryptocurrencies.” (p. 1)

	Lehar & Parlour (2021)
	–
	“Decentralized exchanges (DEX) are smart contracts mostly deployed on the Ethereum blockchain.” (p. 11)

	Lin (2019)
	–
	“The term “decentralized exchange” generally refers to distributed ledger protocols and applications that enable users to transact cryptocurrencies without the need to trust a centralized entity to be an intermediary for the trade or a custodian for their cryptocurrencies.” (p. 58) “A decentralized exchange protocol generally describes a software program, hosted on or integrated into one or more distributed ledgers (e.g., Ethereum), that enables peer-to-peer transactions that are automatically settled on the distributed ledger.” (p. 59)

	Lo & Medda (2020)
	“Centralized exchanges offer consistent transaction costs, fast settlement and optimized user interfaces.” (p. 2)
	–

	Luo et al. (2019)
	“In a typical CEX, users need to transfer their tokens to a CEX-provided address, which can be accessed through a user-defined ID and password.” (p. 48)
	“Different from CEX’s centralized management on trading operations, DEX implements all trading procedure as smart contracts.” (p. 48)

	Makridis et al. (2023)
	“Centralized exchanges require users to deposit currencies into “hot wallets”, which are centralized repositories. The centralized exchange maintains private cryptographic keys, which unlock these wallets.” (p. 1)
	“DEXs are non-custodial: cryptocurrency remains in each user’s wallet. DEXs perform transactions through smart contracts, or computer programs that automatically execute when certain conditions are met.” (p. 1)

	Matkovskyy (2019)
	“Centralized bitcoin exchanges include intermediaries such as companies that act as a proxy in order to facilitate trading.” (p. 270)
	“Unlike centralized exchanges, the decentralized market is a person-to-person (P2P) bitcoin trading site that allows users to post advertisements indicating exchange rates and payment methods for buying or selling bitcoins without disclosing their identities.” (p. 270)

	Milionis, Moallemi, & Roughgarden (2023a)
	“In centralized exchanges such as Coinbase or Binance, users hand control of their assets over to the exchange and must accept the credit risk of not getting them back.” (p. 2)
	“Decentralized exchanges (DEXs), meanwhile, operate purely programmatically (i.e., “on-chain”), are typically non-custodial (meaning that traders at all times have direct control of their assets in the sense that assets are not entrusted to a third party), and often depart from the CLOB model.” (p. 2)

	Milionis, Moallemi, & Roughgarden (2023b)
	“On model centralized exchanges, the exchange of a risky asset for a numéraireis typically carried out by an exchange mechanism known as an electronic limit order book (LOB), in which market participants specify quantities of shares of the risky asset they would like to trade at specified prices.” (p. 2)
	–

	Mohan (2022)
	–
	“A DEX provides agents with the opportunity to exchange one asset for another without a centralized third-party responsible for overseeing trading activity.” (p. 2)

	Palit (2022)
	“Centralized cryptocurrency exchanges such as Coinbase and Binance also use this mechanism where liquidity is provided by limit orders and consumed by market orders.” (p. 2)
	“DEXs (decentralized exchanges) (…) allow users to supply and source liquidity by interacting through protocols coded as an algorithm that provides an automated market making function.” (p. 1)

	Qin et al. (2021)
	“Contrary to DeFi, in centralized CeFi exchanges (CEX), there exists standalone custodians, and the exchange is segregated from the custodian for safety reasons, with custodians typically being large banks. CEX can support the flexible trading of both fiat and cryptocurrencies.” (p. 6)
	–

	Shah et al. (2023)
	“CeFi exchanges require users to transfer their crypto assets’ private keys to a third party to conduct payments and coin orders, creating intermediaries in the transaction process.” (p. 171)
	“Decentralized exchanges are blockchain-based applications that facilitate direct trading of crypto assets among users without relying on intermediaries.” (p. 174)

	Sylvester et al. (2022)
	“Centralized exchanges (CEXs) represent more traditional book-keeping in the form of limit order books.” (p. 3)
	“AMMs are DEXs that allow buyers and sellers to immediately trade cryptocurrencies with an institution that keeps a reserve of different coins.” (p. 3)

	Tian et al. (2021)
	“A centralized exchange plays this role [property management] which not only serves as a platform for cryptocurrency trading but also provides a place for users to store their property.” (p. 3928)
	–

	Trozze et al. (2023)
	–
	–

	Victor & Weintraud (2021)
	“A centralized exchange (CEX), sometimes also called a custodial exchange, keeps a user’s assets in their collective exchange wallets.” (p. 24)
	“A decentralized exchange (DEX) is typically implemented as a smart contract, which can allow for the non-custodial trading of cryptoassets.” (p. 24)

	Wang et al. (2022)
	–
	“DEXes allow users to exchange their crypto-assets and ensure decentralized and noncustodial trading.” (p. 12) “Decentralized exchanges (DEXes) are one of the financial infrastructures of the blockchain ecosystem. Compared to centralized exchanges (CEXes), DEXes do not involve any centralized operators. Users do not need to transfer their assets to the operator before conducting market operations.” (p. 13)

	Wieandt & Heppding (2023)
	–
	“In DEXes, digital assets are exchanged without an intermediary between buyer and seller.” (p. 10)

	Xia et al. (2020)
	“Centralized exchanges (CEX) (…) is governed by a company or an organization.” (p. 2)
	“Decentralized exchanges (DEX) (…) provide automated process for peer- to-peer trades.” (p. 2)

	Xia et al. (2021)
	“CEX, as the traditional trading mechanism, requires a central entity as the intermediary to complete cryptocurrency trading between its users. Therefore, the trustworthiness of the middlemen plays a vital role in this trading mechanism, as all the user activities and digital assets are under the control of the central operators.” (p. 2)
	“To facilitate free trading and eliminate the potential security and privacy issues, DEX is introduced to allow users to trade their cryptocurrencies without transferring the custody of their cryptocurrencies to the middlemen, thereby mitigating the security issues of CEX and providing better privacy by eliminating KYC verification.” (p. 2)

	Zhou, Qin, Torres, et al. (2021)
	–
	“Decentralized exchanges (DEXs) allow traders to trade financial assets without giving up asset custody to a third party.” (p. 428)




Appendix C: Dimensions of CEXs and DEXs Research
	Dimension
	Centralized Exchanges (CEXs)
	Decentralized Exchanges (DEXs)

	Technological
	· provide an on-ramp facility for investors to exchange fiat currencies into crypto (Aigner & Dhaliwal, 2021).
· acquire excess processing capacity to accommodate activity surges (Brolley & Zoican, 2023).
· rely on an off-chain CLOB to display and match the buy and sell orders and execute trades; utilize the blockchain to store, over its user nodes, the order and transaction data as well as settlement records (Y. Chen et al., 2023).
· order-book based i.e. they only match buyers with sellers (collectively, traders), so trading halts when there are no sellers whose ask-prices match the buyer bid-prices (Ciampi et al., 2022).
· all trading happens outside of the blockchain and is executed by the exchange (Eigelshoven et al., 2021).
· maintain "hot" wallets connected to the platform's network to facilitate trading (Johnson, 2020).
· can experience server downtime, uncertain fair execution, slow withdrawals (Lim, 2023).
· have experienced delays and technical difficulties in transactions (Matkovskyy, 2019).
· matching engine calculations may involve complex data structures and computations that scale with the number of orders (Milionis, Moallemi, Roughgarden, et al., 2023).
· easier to implement; facilitated by centralized agents; orders are maintained by a central authority (Mohan, 2022).
· reduce the blockchain to a settlement infrastructure (Park, 2023).
	· is decentralized, permissionless, secure, censorship-resistant and automated, void of any third-party interaction; Assets get exchanged using a smart contract using a deterministic market making function that has a set price for every amount of token that gets offered or bid (Aigner & Dhaliwal, 2021).
· a decentralized exchange (DEX) will normally use some type of automated price liquidity trade off to set prices; the recording and settlement of transactions is done via smart contracts on blockchains via an AMM (Alexander et al., 2023).
· DEXs typically do not use order books; instead, most DEXs (including Curve, Uniswap, SushiSwap, and Balancer) are organized as constant function market makers (CFMMs) (Angeris, Agrawal, et al., 2022).
· do not require physical presence of active market makers (Aoyagi, 2020).
· operate without a centralized authority; build on smart contracts; transactions are executed in a decentralized manner (Aoyagi & Ito, 2021).
· four main components to a DEX: 1) the blockchain platforms and technical implementation; 2) the counterparty discovery mechanism; 3) the order matching algorithm; and 4) the transaction settlement protocol. (...) all DEXs uniquely feature on-chain settlement (Aspris et al., 2021).
· transaction fees are redistributed between market participants rather than collected by the exchange (Barbon & Ranaldo, 2021).
· an AMM should be regarded, from a financial point of view, as a liquidity pool of two assets involving two types of agents: liquidity providers (...) and liquidity takers; prices are automatically set by the protocol (Bergault et al., 2023).
· allow for self-executing smart contracts to facilitate the transaction; facilitate P2P trading via a centralized domain or website (Brasse & Hyun, 2023).
· settlement of transactions is instantaneous, after they are confirmed and included on the blockchain (Capponi & Jia, 2021).
· there is no central entity (or consortium of entities) that controls the flow of funds, the access to the network, the trading process, or the validation of transactions (Y. Chen et al., 2023).
· core of a DEX is a feature called “atomic swap”, which is code on the blockchain that allows two parties to exchange tokens/crypto assets without involving an intermediary party, and avoids one party defaulting on the transaction, which would damage the counter party; can use its chain to issue new crypto assets, trade that crypto asset, and record business transactions related to the crypto asset (Dai, 2020).
· Traders/users hold their assets on chain and the smart contract plays the traditional role of exchange operator (Daian et al., 2020).
· allow users to trade in a fully decentralized manner and without having to give up custody of their tokens to a third party (as is the case with centralized exchanges); use a completely new type of market design compared to traditional exchanges which operate central limit order books: an automated market maker (Fritsch, 2021).
· support these operations: create the trading (liquidity) pool between a pair of tokens, adding/removing liquidity, and exchanging tokens (Heimbach et al., 2021).
· makers and takers act independently (Johnson, 2020).
· peer-to-peer trading is accomplished through the use of smart contracts, programmatic agreements fulfilled on the blockchain when predetermined conditions are met (Khakhar & Chen, 2022).
· maintain a liquidity pool (LP) of two or more assets constrained to maintain at all times a mathematical relation to each other, defined by a given function or curve (Krishnamachari et al., 2021).
· investors can trade assets without the need of a centralized intermediary as it constitutes a smart contract on the distributed ledger or a system of custody (Lommers et al., 2023).
· traders may find it difficult in discovering appropriate counterparts, due to the lack of order matching service available to the public; smart contract invocations for token transactions imply the trading operations are on-chain processes, which are constrained by the burden of Proof-of-Work (Luo et al., 2019).
· are efficient computationally; have minimal storage needs; matching computations can be done quickly, typically via constant-time closed-form algebraic computations (Milionis, Moallemi, Roughgarden, et al., 2023).
· harder to implement; elimination of centralized third-parties; smart contracts execute trades (Mohan, 2022).
· blockchain settlement creates the possibility of front-running; use the smart contracts functionality of the blockchain to aggregate and automate the provision of liquidity (Park, 2021).
· messages in blockchain-based DEX by design propagate on the public peer-to-peer (P2P) network (Qin et al., 2021).
· Transactions on DEXs are executed through self-executing smart contracts, eliminating the need for manual intervention (Shah et al., 2023).
· eliminate the matching of two parties (Sylvester et al., 2022).
· Traders sell and buy assets on DEXes by interacting with smart contracts on the blockchain with no centralized authority being involved; support mutual trades among different cryptocurrencies (Wang et al., 2022).
· matches buyers and sellers of digital assets through smart contracts (Xia et al., 2021).
· DEXs are subject to atomic risk-free exploits on the protocol's technical structure; attacks occur in different layers; decentralized; automated; implement a peer-to-pool method (Xu et al., 2023).

	Regulatory
	· most of which are completely unregulated; ,wash trading (volume inflation) and price manipulation are common (Alexander et al., 2023).
· the unregulated nature of the cryptocurrency market (…) subjects investors to significant risk of loss (Aspris et al., 2021).
· have far more variations, particularly involving regulations/compliance, security, and liquidity; are generally unregulated, non-compliant, and “offshore,” meaning they are not subject to regulatory oversight from the most developed countries (Brasse & Hyun, 2023).
· are virtual-asset service providers following the FATF definition; unregulated platforms, either because of lack of awareness or enforcement, tend to be less strict in implementing their KYC measures (Y. Chen et al., 2023).
· the anonymity of users and the absence of third-party regulators have led to weak regulation of cryptocurrency exchanges (Ding & Chen, 2022).
· as custodians of financial assets, centralized exchanges must comply with state and federal laws relevant to the custody, exchange, and transfer of assets including federal anti-money laundering and know-your-customer user-verification obligations (Johnson, 2020).
· regulatory risks of listing cryptocurrencies on centralized exchanges (Lin, 2019).
· are a focus of regulatory actions, with the CFTC and SEC charging the derivatives platform Bitmex with providing US based customers access to unregulated financial derivatives, and not following AML requirements (Lo & Medda, 2020).
· lack of regulation; regulatory efforts to develop policy principles for cryptocurrencies have not yet come to fruition, partly because economic theory fails to explain the cryptocurrency phenomenon (Milunovich & Lee, 2022).
· little regulation (Mohan, 2022).
· intermediaries are largely unregulated (Park, 2021).
· may accept, or refuse the listing of financial instruments due to subjective or political reasons (Qin et al., 2021).
· relatively low regulatory scrutiny (Schär, 2021).
· proceeds of the rug pulls primarily arrived at centralized exchanges, which represents a useful “choke point” for law enforcement to identify DeFi users (Trozze et al., 2023).
	· the unregulated structure of DEXs additionally permits global accessibility, ensuring trading with complete anonymity, circumventing jurisdictional KYC and AML laws; DEXs can facilitate a broader range of listings due to lower compliance costs and regulatory oversight, resulting in a greater diversity of issues (Aspris et al., 2021).
· do not have a requirement of KYC or anti-money laundering (AML) regulatory standards typically required when using a CEX (Brasse & Hyun, 2023).
· is not a virtual-asset service provider under the FATF standards; Guidance recommends monitoring emergent risks and considering mitigating actions (Y. Chen et al., 2023).
· poses serious concerns in the area of money laundering and the funding of crime and terrorism; do not require “know your customer” (KYC) to function and do not have a clear entity of responsibility for liaising with government regulatory bodies (Dai, 2020).
· offer a venue for trading crypto assets that might otherwise not meet certain requirements for centralized exchanges (Dewey & Newbold, 2023).
· increasing significance of DEXs will make financial regulation more difficult (Lo & Medda, 2020).
· often do not hold any legal identity; can evade regulation and face lower compliance costs (Makridis et al., 2023).
· loose/empty regulation of cryptocurrency on decentralized platforms (Xia et al., 2021).
· because DEXes operate under weak identities and censorship resilience (from both the creators, users, and miners), regulators may face challenges to impose anti-money laundering legislation (Zhou, Qin, & Gervais, 2021).

	Security and Risk
	· no independent risk management oversight; both the funds and private information of their clients are prone to intermediary defaults, privacy leaks or blockchain wallet hackers (Alexander et al., 2023).
· the (…) substantive exchange counterparty risk exposure, subjects investors to significant risk of loss; are custodial services that hold their participants' tokens (Aspris et al., 2021).
· encompass custodian risk and potential mismanagement of client funds (Barbon & Ranaldo, 2021).
· maintain custody of the cryptoassets and fiat funds if the exchange also serves as a fiat gateway; are responsible for safeguarding customer assets; is not more or less secure than a DEX (Brasse & Hyun, 2023).
· expose investors to the risk of thefts and scams (Capponi & Jia, 2021).
· custodial, meaning that traders transfer their assets to the exchange, and trading activity translates to updating the exchange’s internal mapping of traders and their assets (Ciampi et al., 2022).
· hold custody of customer assets (Daian et al., 2020).
· storing cryptocurrencies directly on exchange wallets carries a significant risk of loss for the user (Eigelshoven et al., 2021).
· have also experienced problems ranging from high-profile thefts to offenses such as price manipulation (Falakshahi et al., 2021).
· exhibit “wash trading” or faked transactions in cryptocurrency trading (Han et al., 2022).
· takes custody of traders' deposited asset; create single points of failure; are susceptible to hacks, shutdowns, insider trading, scams, and withdrawal latencies (Johnson, 2020).
· suffer from concerns about the concentration of financial power; single point of failure, resulting in a potentially significant loss of funds when attacked (Krishnamachari et al., 2021).
· act as trusted third parties; traders are wholly dependent on trust with the exchange on their custody of assets (Lim, 2023).
· continue to experience security exploits (Lin, 2019).
· regular hacks, and collapses, that jeopardize the assets they custody (Lo & Medda, 2020).
· requires all users to trust CEX as their middleman; is intrinsically vulnerable to hacking and denial of service attacks, which makes it a single-point-of-failure; systematic risks include exchange hacks, financial mismanagement from the exchange operators that results in bankruptcy, operational errors by CEX employees, and unexpected account freezes (Luo et al., 2019).
·  retain control of the private keys that are required to transfer clients' digital assets; exposure to the risk of exchange closures (Milunovich & Lee, 2022).
· traders lose custody of assets and must trust the exchange to not seize assets; susceptible to security threats (Mohan, 2022).
· risk of hacking; risk of theft (Park, 2021).
· successful attacks on Bitcoin and Ethereum have focused on exploiting vulnerabilities in exchanges; a single point of failure in case they also serve as a central repository of keys; attacks on centralized exchanges not only impact the users of the exchange but the broader cryptocurrency community as it can instill doubts over the security of the ecosystem (Sai et al., 2021).
· traders forfeit direct access to their assets and have to trust the exchange operator; create a single point of attack and face the constant threat of becoming the target of malicious third parties (Schär, 2021).
· risks such as compromising privacy since users must provide KYC for customer verification and authenticity; malicious attacks can exploit the platform’s high liquidity and disclose information (Shah et al., 2023).
· sacrifice the security features of blockchains for the capabilities of off-chain order books; tokens are held by a centralized operator in escrow and they must trust that the third party will not engage in opportunistic behavior (Sylvester et al., 2022).
· brings about some security risk; exchange platform is the “Archilles Heel” of the system which could result in malicious use of users’ properties and transaction information; single point of failure (Tian et al., 2021).
· are high-value targets of attacks, as evidenced by numerous cryptocurrency exchange hacks (Victor & Weintraud, 2021).
· security and privacy issues (Xia et al., 2021).
	· security and privacy issues present in centralized control is eliminated, making transactions more transparent and safe; no custody (Alexander et al., 2023).
· provide a method for participants to trade pairs of on-chain assets without ever needing to trust a centralized authority (Angeris & Chitra, 2020).
· DEXs have become the venue of choice for liquidating tokens stolen in hacks from CEXs or ransomware attacks; DEXs are trustless, meaning that all transactions occur through participant wallets using smart contracts, with settlement of each transaction outsourced directly to the blockchain (Aspris et al., 2021).
· custody of assets remains entirely with the user (Barbon & Ranaldo, 2021).
· do not hold customer funds in custody (Brasse & Hyun, 2023.)
· traders still retain full control of their tokens; this eliminates counterparty risk for users (Capponi & Jia, 2021).
· non-custodial, have their own inventory of assets, and use a market making (MM) algorithm to adjust prices (Ciampi et al., 2022).
· participants manage their own crypto assets in their own wallet (Dai, 2020).
· promise a transparency an alternative incentive structures from centralized exchanges (Dewey & Newbold, 2023).
· vulnerable to different kinds of fraud, scams, and market manipulation (Eigelshoven et al., 2021).
· all transactions cannot be easily falsified (Han et al., 2022).
· do not maintain custody of traders' assets or wallets (Johnson, 2020).
· mitigating counter-party risk (Khakhar & Chen, 2022).
· lower counterparty risk (i.e., no need to trust a centralized exchange to secure and manage private keys) (Lin, 2019).
· automatic execution of smart contracts can eliminate the human intervention to the trade, which minimizes the potential risks in security and privacy (Luo et al., 2019).
· do not rely on trust in, or security of, a single centralized party; traders retain custody of assets (Mohan, 2022).
· risk from front-running by miners who validate transactions on the blockchain (Palit, 2022).
· transparency of unsettled orders (Park, 2023).
· exchange governance may be achieved in a decentralized manner, such that the listing of assets may be transparent (Qin et al., 2021).
· users remain in exclusive control of their assets until the trade is executed; Trade execution happens atomically through a smart contract, meaning that both sides of the trade are performed in one indivisible transaction, mitigating the counterparty credit risk (Schär, 2021).
· users retain control over their wallets, private keys, and assets, thanks to the non-custodial nature of DEXs (Shah et al., 2023).
· trades that occur without handing assets to intermediaries; allow users to be in full control of their wallets at all times, without trusting their assets to a third-party for an extended period of time (Sylvester et al., 2022).
· allow for the exchange of virtual assets without having to rely on externally-controlled services (Victor & Weintraud, 2021).
· users keep control of their assets during the entire order process (Wang et al., 2022).
·  does not store user funds and personal data on centralized servers (Xia et al., 2021).
· security and privacy issues; DEXs are subject to atomic risk-free exploits on the protocol's technical structure (Xu et al., 2023).
· offering the possibility of censorship resistance, where orders cannot be modified prior and after execution; The transparency of the blockchain layer, however, in combination with the latency for orders to deterministically execute makes, front-running easier to undertake – and hence influences negatively the security of the trader’s assets; put users assets at a security risk and allow both liquidity providers and liquidity takers to exploit unknowing traders through a combination of front and back-running (Zhou, Qin, Torres, et al., 2021).

	Liquidity Provision
	· serve as primary venue to facilitate the exchange of tokens and currencies (Aspris et al., 2021).
· enjoy higher liquidity in most cases; liquidity is generated by the continuous interaction between buyers and sellers; matching system distinguishes liquidity demand from liquidity supply according to incoming orders (Y. Chen et al., 2023).
· delay the listing of new cryptocurrencies (Lin, 2019).
· are not well-suited to a “long-tail” of illiquid assets (Milionis, Moallemi, Roughgarden, et al., 2023).
· has specific asset listing requirements (Qin et al., 2021).
	· liquidity providers can be regarded as investors in the decentralized exchange and earn fixed commissions per trade; liquidity providers take on market risk as a liquidity provider in exchange for earning commissions on each trade; Decentralized exchanges such as Uniswap offer market participants a very attractive opportunity to earn such transaction fees (Aigner & Dhaliwal, 2021).
· far fewer barriers to adding tokens (Aspris et al., 2021).
· everyone has the option to offer liquidity to the exchange in a passive fashion through liquidity pools (Barbon & Ranaldo, 2021).
· offer various liquidity options to ensure trade order and execution optimization, which conventional order book models, other decentralized liquidity protocols, and liquidity aggregation tools reinforce (Brasse & Hyun, 2023).
· any token holder can become a liquidity provider by depositing their tokens and earning fees from trading activities (Capponi & Jia, 2021).
· liquidity provision in an AMM is determined by the ratio of token quantities in the liquidity pool and, therefore, is uninformed and does not contribute to the price discovery (Y. Chen et al., 2023).
· allow any participant to be a market maker and earn the associated fees regardless of their size, which is practically impossible on modern centralized exchanges (Dewey & Newbold, 2023).
· users have new investment opportunities in the cryptocurrency ecosystem: they can offer their assets in DEXes as liquidity and benefit from transaction fees (Heimbach et al., 2021).
· inherent risk of divergence losses in DEX-AMM hinders market participants to provide enough liquidity (Jeong et al., 2023).
· more diverse array of trading pairs that can unlock access to riskier or less liquid cryptocurrencies (Lin, 2019).
· any user can be a liquidity provider and stake tokens in a liquidity pool; run the risk of impermanent loss (Palit, 2022).
· excess costs for liquidity providers; aggregate and automate the provision of liquidity (Park, 2021).
· liquidity can be provided even in thin markets that receive few traders, since there is no forced matching of buyers and sellers for trades to execute (Sylvester et al., 2022).
· accessible liquidity provision; continuous liquid (Xu et al., 2023).

	User 
Experience
	· collect enormous transactions fees (Aigner & Dhaliwal, 2021).
· most centralized crypto exchanges only support the trading between cryptocurrencies or cryptoassets; oversee all trading aspects, from matching to settling trades, providing custody of the cryptoassets or fiat, and aggregating liquidity from multiple sources (Brasse & Hyun, 2023).
· transaction speed of a centralized exchange is 100× or 1000× that of the current best performing DEX (Dai, 2020).
· inconvenient for the end users since this means the involvement of a third party (Ghazzawi & Yanovich, 2023).
· users deposit their funds directly into a pooled wallet that is controlled by the exchange; typically charge transaction fees; Trading on centralized exchanges may be less transparent (Johnson, 2020).
· lengthy sign-up processes (Khakhar & Chen, 2022).
· offers easy-to-understand order book format execution similar to conventional financial market exchanges (Lim, 2023).
· users’ desire to avoid centralized exchanges’ Know-Your-Customer requirements for more private and less censorable transactions (Lin, 2019).
· is able to provide a rapid transaction speed for user trading (Luo et al., 2019).
· offer significantly better trading functionalities (Matkovskyy, 2019).
· increased transaction fees due to numerous intermediary transactions (Shah et al., 2023).
· traders attempting to buy cryptocurrencies must wait for another trader’s corresponding sell offer; forgo the immediacy of AMM exchanges to wait for an ideal price match, a process that has no guaranteed timeframe (Sylvester et al., 2022).
· provides users with the convenience of managing funds and conducting transactions (Tian et al., 2021).
· in order to trade on a CEX, users send their assets to an exchange-owned deposit wallet specifically created for a particular user. This wallet then forwards the assets to their main wallet and registers the received funds to be used for trading. All trading happens outside of the blockchain, until a user wants to withdraw their assets, at which point the exchange sends them back to the user wallet (Victor & Weintraud, 2021).
	· operates by various participants interacting directly with each other (through smart contracts) (Aigner & Dhaliwal, 2021).
· enables users to exchange assets without an intermediary and importantly allows them to verify that their trades are settled according to their agreed terms on the public ledger (Aspris et al., 2021).
· are sensitive to transaction-ordering attacks, where adversaries who can influence the ordering of transactions in the blockchain exploit this power to extract value from user transactions (Bartoletti et al., 2022).
· trader is responsible for private keys and wallets; allow users to buy and sell digital assets without any intermediary organization responsible for processing transactions; no DEX can directly facilitate fiat deposits, withdrawals, and trading (Brasse & Hyun, 2023)
.users of AMM do not need to be paired to complete a transaction (Capponi & Jia, 2021).
· may reduce the trading cost of large orders (Y. Chen et al., 2023).
· adversaries can front-run orders, observing them and placing their own orders with higher fees to ensure they are mined first; on-chain, smart contract-mediated trades are slow (Daian et al., 2020).
· any market participant can easily access the transaction data, such as the transaction counterparty (i.e., the blockchain address involved in the transactions) and the transaction price/amount (Han et al., 2022).
· trades are completed immediately when the orders are recorded on the blockchain; charge a percentage transaction fee for each trade executed on the platform (Heimbach et al., 2021).
· users execute transactions without the assistance of intermediaries and store funds and assets in their own wallets, transacting in a genuinely trustless manner; DEX traders pay substantially higher network fees known as "gas" because the operational infrastructure of the exchanges requires additional steps for verification and posting transactions to the exchange network (Johnson, 2020).
· reduce the friction to trade (Khakhar & Chen, 2022).
· potential for lower transaction fees (Lin, 2019).
· token traders need not transfer their digital assets to a centralized exchange (Luo et al., 2019).
· because DEXs fiercely compete for business, they charge lower fees (Makridis et al., 2023).
· charge higher fees to attract liquidity (Mohan, 2022).
· users can access that liquidity and exchange tokens based on a pricing function dictated by their relative availability in the pool (Palit, 2022).
· excess costs for users (Park, 2021).
· HFT strategies remain similar in DEX (Qin et al., 2021).
· users send their assets to the smart contract, can interact with it for trading, and withdraw again (Victor & Weintraud, 2021).
· accessible exchange, especially for illiquid assets; immediate liquidity without having to find an exchange counterparty (Xu et al., 2023).

	Market 
Efficiency
	· crypto prices are formed by standard limit order book trading (Alexander et al., 2023).
· most cryptocurrency trading volume and activity exist within CEXs; have deeper liquidity, better pricing, and faster execution times for placing trades on cryptoassets (Brasse & Hyun, 2023).
· allow fiat-to-crypto and crypto-to-crypto transactions (Y. Chen et al., 2023).
· prices are fully controlled by traders and therefore can be volatile (Ciampi et al., 2022).
· exchange directly engages in matching buy and sell orders (Johnson, 2020).
· pose a liquidity problem for tokens with a smaller market capitalization resulting in barriers to entry to the financial market (Krishnamachari et al., 2021).
· have higher tail dependence in terms of returns (Matkovskyy, 2019).
· require the participation of active market makers (Milionis, Moallemi, Roughgarden, et al., 2023).
· arbitrageurs typically interact directly with a centralized service provider (…) to obtain the most recent market state to execute their transactions (Qin et al., 2021).
· are relatively efficient (Schär, 2021).
· can suffer from low liquidity and trading volume (Wang & Krishnamachari, 2022).
	· DEXs perform an important price discovery function by providing investors with the ability to easily list and engage with newly issued tokens (Aspris et al., 2021).
· prices are significantly less efficient than CEX prices (Barbon & Ranaldo, 2021).
· exchange rates can be inaccurate and vary across different Dexs (Berg et al., 2022).
· only allow crypto-to-crypto transactions; price discovery in an AMM market relies heavily on arbitrageurs, who take advantage of the price discrepancies among different platforms (Y. Chen et al., 2023).
· can allocate risk among traders with different risk preferences more efficiently, thereby realizing gains from trade that cannot be reproduced in Centralized Exchanges (Khakhar & Chen, 2022).
· strong influence of the price discovery mechanism on the token price evolution (Kirste et al., 2023).
· require external arbitrageurs to restore the price of tokens in the pool to match the market price (Krishnamachari et al., 2021).
· have higher volatility (Matkovskyy, 2019).
· pricing function creates disincentives and arbitrage opportunities (Park, 2021).
· attract sandwich attacks; pricing function is "self-contained"; lack of time priority (Park, 2023).
· to gain a competitive advantage, an arbitrageur must aim to reduce its latency to all major miners and mining pools; Arbitrage between two decentralized exchanges on the same blockchain can be considered risk-free, when ignoring transaction fees (…) because traders can use the blockchain atomicity feature to create a smart contract that executes the arbitrage, and reverts if the arbitrage does not yield a profit (Qin et al., 2021).
· advantage of AMMs over CEXs is their ability to successfully operate in thin markets where there are only a few traders willing to exchange for certain tokens (Sylvester et al., 2022).
· high slippage and divergence loss; render moot the necessity of maintaining the state of an order book (Xu et al., 2023).


Appendix D: Glossary of Cryptocurrency Related Terms
	Term
	Meaning

	Automated Market Maker (AMM)
	An AMM is a type of decentralized exchange protocol or application that uses pre-defined mathematical algorithms to determine the price of assets based on supply and demand. It facilitates trading without the need for traditional order books by allowing users to trade against pools of liquidity automated by smart contracts.

	Cold Wallet vs. Hot Wallet
	A cold wallet is a type of cryptocurrency wallet that stores private keys (cryptographic keys that allow a user to control the contents of the wallet) offline, disconnected from the internet, typically on hardware devices or paper. This increases security by reducing the risk of hacking or theft. In contrast, a hot wallet is connected to the Internet (e.g., a browser-based wallet such as Metamask) and is used for frequent transactions, making it less secure but more convenient for accessing funds.

	Constant Function Market Maker (CFMM)
	A CFMM is a special type of AMM that uses a constant pricing function to determine the exchange rate between two assets in a liquidity pool. This constant function ensures that the product of the quantities of the two assets remains constant, allowing for predictable pricing and efficient trading.

	Cryptocurrency Exchange
	A cryptocurrency exchange is a digital platform where users can buy, sell, and trade cryptocurrencies. These exchanges facilitate the conversion of fiat currencies or other cryptocurrencies into cryptocurrencies and vice versa. They can be centralized, operated by a single entity, or decentralized, operating through automated protocols and smart contracts.

	Decentralized Autonomous Organization (DAO):
	A DAO is an organization represented by rules encoded as one or more smart contracts that is transparent, controlled by its members, and not influenced by a central authority. It operates through its smart contracts on a public permissionless blockchain, allowing for decentralized decision making and governance.

	Decentralized Finance (DeFi)
	DeFi refers to a financial ecosystem consisting of multiple decentralized applications built on public permissionless blockchains that enable, for example, peer-to-peer lending, borrowing, trading, and other financial activities without the need for traditional intermediaries such as banks. It aims to provide financial services to anyone with an internet connection, often using smart contracts and decentralized protocols.

	Front-Running
	Front-running is a type of unethical trading practice in which a trader or entity uses non-public information about upcoming trades to gain an unfair advantage in the market. This can include placing orders ahead of others to benefit from anticipated price movements or manipulating the execution of orders to benefit from insider knowledge.

	Oracle
	An oracle is a third-party service or mechanism that provides external, non-blockchain-specific data to smart contracts on a blockchain. In the context of DeFi, a price oracle specifically provides accurate and timely price feeds for assets traded on decentralized platforms, allowing smart contracts to make informed decisions based on real-world market data.

	Order-Routing
	Order routing is the process of directing trading orders from investors to the appropriate trading venue or liquidity pool, including centralized exchanges, decentralized exchanges, or other trading platforms. It involves optimizing the execution of orders to obtain the best possible prices and liquidity.

	Storage Costs
	Storage costs typically refer to the costs associated with storing data or assets, particularly in the context of blockchain networks. These costs can include fees for storing data on the blockchain, maintaining hardware wallets, or using decentralized storage solutions.

	Transaction-Ordering Attacks
	Transaction-ordering attacks occur in blockchain networks when bad actors exploit the order in which transactions are processed to gain unfair advantage. This can include front-running, where an attacker intercepts and front-runs trades, or other forms of manipulation, such as transaction ordering by an adversarial validator to manipulate transaction outcomes.



