	A definition of digital product passports (DPPs) from the information systems research perspective

	A Digital Product Passport (DPP) is a policy-driven digital representation of a unique, identifiable product, product batch, or product model that is mandated by the ESPR to capture, organize, and disclose mandated product data across organizational and ecosystem boundaries throughout the product lifecycle via a data carrier and interfaces, acting as a digital artifact to support regulatory compliance.



	Architecture for digital product passports
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	*The architecture presents a structured view of the core elements (grey), such as actors, data, and interfaces, as well as their non-exhaustive instantiations (white).



	A more detailed overview of the elements of the architecture for DPPs

	Elements
	Descriptions

	Tangible object
	A DPP is always associated with a tangible object. It is the entity for which the DPP collects and incorporates lifecycle data. A tangible object can have different degrees of granularity. Despite mostly referring to single items, DPPs can also refer to entire batches of products (e.g., textiles or packaging) if the product value is low or product models. For modular products and complex capital goods consisting of modules, DPPs can also be created for individual modules. This is particularly the case for the reuse of modules in end-of-life products.

	Data carrier
	The data carrier connects the 1..n of tangible objects over the unique product identifier (UPI) to the DPP. The data carrier must be physically identifiable on the product, in its package, or on any supporting paperwork (e.g., QR code, RFID tag) and comply with standard (‘ISO/IEC’) 15459:2015.

	Unique product identifier
	The unique product identifier (UPI) is a globally unique identifier that uniquely identifies the product. It is required to link a physical item, batch or product model to its digital representation in a DPP. It aims to ensure the originality of the physical object on the one hand and the data quality of the other hand, ensuring that every data entry is associated with a unique tangible object. The UPI must comply with standard (‘ISO/IEC’) 15459:2015.

	Data
	Data represents a structured aggregation of information referring to the item, batch or product model critical for various stakeholders such as suppliers, regulators, consumers, and recyclers. It incorporates the data entries, collected throughout the lifecycle, which provide comprehensive information about a tangible object in a DPP. The data entries can include entries on material composition, production data, usage history, and compliance. All information must be machine-readable, structured, searchable, and built using an interoperable format based on open standards.

	Actors
	Actors represent the various stakeholders involved in the product lifecycle of a tangible object at an organizational level, and they interact with the DPP and benefit from the information stored in it. Typical roles include consumers who purchase the object, and value-adding partners in the supply chain, such as manufacturers, suppliers, and recyclers. Other partners include providers of repair, logistics and digital services (e.g. data management), as well as research partners. In addition to reporting obligations, regulatory authorities are also included. If a tangible object has several life cycles, value creation partners from another supply chain can also be included among the stakeholders of a DPP. Consumers, economic operators, and other relevant stakeholders shall have free access to the product passport, based on their respective access rights.

	Management system
	DDP management requires a management system that can create DDPs, update data attributes via new entries, and adapt the information model according to stakeholder or regulatory needs. This may necessitate specific access rights to the DPP data for stakeholders. In the event of object destruction or continued use of its individual components at the end of their lifecycle, the system should also be able to deactivate the DDP or issue a new DDP at a lower component level. For multiple lifecycles, the system should be able to transfer the DDP into new DDPs for the components of a tangible object. At the same time, the software should host the data assets.

	Interfaces
	Mechanisms that allow different systems and stakeholders to interact with the DPP, ensuring data exchange and interoperability, such as application programming interfaces, web portals, integration with enterprise systems (i.e., ERP or CRM), connectivity tunnels with smart devices.



	Additional elements to characterize the data of a DPP 

	Elements
	Descriptions

	Data attribute
	A data attribute refers to a specific characteristic of a tangible object that is stored within the DPP. These fundamental units of data provide detailed and specific information that contributes to the overall data asset. Examples of data attributes include object identification data; material data, manufacturer and supply chain data; data on the object usage and maintenance; quality data; compliance data; environmental data; guidelines and manuals.   

	Data entry
	A data entry is an individual piece of information stored within a data asset. Each data entry contributes to the overall data asset, building a detailed and accurate profile of the item, batch or product model. Examples of data entries include specific details such as the date of manufacture, the type of materials used, maintenance records, and environmental impact metrics.

	Product identification data
	Detailed information about the tangible object, including its name, description, model number, and intended use. 

	Manufacturer attributes data
	Information about the manufacturer, including name, contact details, and the location of the production facility. This attribute also incorporates data about the manufacturing process such as the date and location of manufacturing, batch or lot number, and quality control data.

	Product and material attributes data
	Detailed breakdown of the materials and components used in the tangible object, including raw materials and sub-components, highlighting hazardous substances material composites which require special handling. It can also include the volume of materials, the list of secondary materials or a list of components

	Usage and maintenance data
	Data about the external environment and any incidents that affected the tangible object. For instance, flooding or water damage can cause defects in traction batteries and also endanger employees in remanufacturing or recycling. data on this should be included as well as records of any services, repairs, or maintenance performed on the product, including details about parts replaced and the entities that performed the work.

	Guidelines and manuals data
	Manuals and guidelines to support a non-destructive disassembly for refurbishment, repair or remanufacturing.

	Supply chain information data
	If tangible objects have to be sent back to certain supply chain tier actors or the data on the environmental or social impact of a supplier is of interest, then the information and contact details of all stakeholders involved in the production and the loop of a tangible object may be of interest.

	Environmental and social impact data
	Environmental impact data, such as carbon footprint, energy consumption, water usage, and recyclability information, providing insights into the product's sustainability.

	Regulatory Compliance
	Details on the product’s compliance with relevant regulations and standards, such as safety, environmental, and health regulations, and any certifications obtained.

	Guidelines and manuals
	This data attribute provides guidelines on how to handle, use or service the product. It may contain instructions for proper use, maintenance and safety, aimed at ensuring the product performs and lasts as well as possible. For example, in terms of end-of-life management, waste sorting guidelines, contact details for authorized recycling facilities, and information on take-back programs can be included in this data attribute..



	Additional elements to characterize the management system 

	Update mechanism
	This ensures that the information within the DPP is kept current and accurate throughout the object’s lifecycle. This mechanism uses processes, interfaces and technologies to update data entries as necessary, reflecting any changes or new information related to the product.

	Interoperability
	The DPP’s ability to interact with various digital systems and platforms ensures that data can be easily shared and updated across the supply chain. Product passports shall be fully interoperable with other product passports required by delegated acts adopted under Article 4, with regard to the technical, semantic, and organizational aspects of end-to-end communication and data transfer.

	Enterprise systems
	Software systems operated by the different actors that can exchange data with a DPP via the interfaces (i.e., and source a DPP).

	Mobile applications
	It is a convenient access point for consumers to find out about product sustainability. It accesses DPP data via the interfaces..

	DPP registry
	The European Commission intends to set up and maintain a registry that stores the information included in DPPs, enabling their verification and authentication.

	Data security and privacy
	These are measures to ensure the security and privacy of the data contained within the DPP, including encryption and access controls.

	Data governance
	A system that allocates decision-making rights and responsibilities to actors interacting with a DPP in accordance with current legal regulations. It determines which actors are permitted to perform which activities with which data attributes within a DPP. For example, it can define the responsibilities of the actor who issues a DPP and the rules for accessing and using data from a DPP..



	Additional elements to characterize the DPP system

	Elements
	Descriptions

	Regulatory space
	DPP is a regulatory-driven digital artifact. The main driving force is the Ecodesign for Sustainable Products Regulation, which came into force on the 18th of July 2024. However, domain-specific instantiations of a DPP can be impacted by complementary regulations, such as the EU Battery Regulation 2023/1542. Since DPPs are digital artifacts, other laws and regulations related to the use of data also apply. To conclude, the regulatory space refers to the framework of laws, regulations, standards, and guidelines that determine the creation, implementation, and management of DPPs. This includes legal requirements for data security, privacy, interoperability, standardization, and environmental compliance. The regulatory space ensures that DPPs are used in a manner that complies with legal obligations and promotes transparency, accountability, and sustainability. It consists of overarching regulations that determine the introduction of DPPs in general and domain-specific instances for tailoring the DPPs for the requirements of specific contexts.

	Application domain instance
	The practical implementation and content of DPPs are tailored to specific domains to address the unique characteristics and requirements of different objects and the associated regulatory requirements. This domain-specific instantiation ensures that the DPPs are effective, and capable of supporting the actors in various domains.

	Use cases
	DPPs can be used for a variety of purposes, going beyond mere regulatory compliance. The application scenarios involve collaboration between certain actors to address their mutual information needs. DPPs can support different circular strategies and improve decision-making by considering the residual value, composition and disassembly options of tangible objects, ultimately influencing the optimal decision regarding their sustainable handling (i.e., remanufacturing or recycling). Additionally, DPPs are expected to facilitate the implementation of take-back systems, thereby increasing supply chain resilience. DPPs can also enhance carbon accounting practices and be used to optimize the supply chain. Furthermore, DPPs strengthen consumers' right to repair and the monitoring of social standards, such as labor conditions and the inclusion of local communities.

	Benefits
	Facilitating inter-organizational exchange of information about products, DPPs unlock multiple benefits. Already known examples include increased transparency about products, improved traceability, verification of authenticity, data input for sustainability indicator management, and support for the implementation of circular principles throughout the product lifecycle.
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