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Appendix A – Sequence Diagram of the KYC/ICO-System 
[bookmark: _GoBack][image: 6EA571A1]
[image: ]

1



image1.png
& O

Investor Emitter ] KYG provider
smart contract web application

1 EOS coins transfer

2 Store investor username,
investment amount

Verify identity

| |
3 Initiate KYC process

6 QR-Code containing elD session information

€D Provider
App

8 Scan QR-Code

9 Enter PIN

10 Attach
identity card

4 Start new identity
verification session

elD Provider
service

5 elD session information

15 Submit TAN, EOS usemame

20 Identity data, KYC tol
mm e eeo o N e  ERRREEEEE
21 KYC token, EOS username > |
22 Ensure that message
is signed by
corresponding username
le—]

record with
investor usemname

T
|
|
|
|
|
|
| 23 Store KYC token for
|
|
|
|
|
|

16 TAN, elD session information

>

18 identity data

17 Check that TAN, elD session
information match and fetch
identity data for user

le—

19 Store identity data together
with generated unique identifier





image2.png
Investor

&

O

KYC provider
web application

CronJob that runs regularly

Emitter 1cO
smart contract
| I
| |
| I
| |
| |
: : 24 Query for investment
entries with KYC token
I | set but which has not
| | yet been checked by
I | KYC provider
|
: 25 kycToken,
| ____EOSUsemame
| |
| |
| |
| |
| |
| |
| |
I | 27 Set kyc done flag
| | for usemame
|
| |
1 28 Set kycDone flag
| [PE—
| |
Emitter :
checks |
investments |
|
29 Query !
available investments _ |
30 investor usemanme,
amount,
KYC done flag

|
31 query identity data for usemame of investor

26 Set verified fiag for
identity data and
EOS username
mapping

le—

le

ait

[Emitter checkq afd approves investor]

33 approve investment of
E£0S usemame
by sending required
ICO tokens

34 transfer EOS coins

35 transfer ICO tokens

|22 tenslerEOs coms |

|
|
|
|
|
|
|
|
|
|
<

{Emitter denies|infestor]

36 Emitter denies
investor with
EOS usemame

37 send back EOS coins

\‘

38 Delete
investment information





