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Adaptive-AI-ZeroTrust-Chain: Blockchain-Backed Dynamic Zero-Trust Enforcement via Artificial Intelligence


[bookmark: introduction]Appendix A: Nomenclature
	Symbol
	Description

	
	Set of IoT devices

	
	Device  in the network

	
	Total number of devices

	
	Behavioral feature vector of device  at time 

	
	Number of extracted features

	
	Protocol distribution entropy

	
	Access frequency deviation

	
	Autoencoder encoder function

	
	Autoencoder decoder function

	
	Latent dimension of autoencoder

	
	Anomaly score for device 

	
	Normalized anomaly score

	
	MDP state space

	
	MDP action space

	
	State transition probability function

	
	Reward function

	
	Trust score of device  at time 

	
	Q-function parameterized by 

	
	Q-network parameters

	
	Target network parameters

	
	Experience replay buffer

	
	Set of blockchain validator nodes

	
	Number of validators

	
	Blockchain transaction

	
	Block  in blockchain

	
	Hash of block 

	
	Consensus latency

	
	Network propagation delay

	
	Local processing time

	
	Minimum trust threshold for resource 

	
	LWE public matrix

	
	LWE secret key

	
	LWE error vector

	
	LWE modulus

	
	LWE lattice dimensions

	Acronym
	Description

	AAZTC
	Adaptive-AI-ZeroTrust-Chain

	AI
	Artificial Intelligence

	AUC
	Area Under Curve

	DQN
	Deep Q-Network

	DRL
	Deep Reinforcement Learning

	IoT
	Internet of Things

	LWE
	Learning With Errors

	MDP
	Markov Decision Process

	PBFT
	Practical Byzantine Fault Tolerance

	PQ
	Post-Quantum

	ROC
	Receiver Operating Characteristic

	SDN
	Software-Defined Networking

	SSI
	Self-Sovereign Identity

	ZT
	Zero-Trust


Appendix B: PyTorch Implementation of the DQN Q-Network
	import torch
import torch.nn as nn
import torch.nn.functional as F

class QNetwork(nn.Module):
    """
    Deep Q-Network for trust score adjustment in AAZTC.
    Architecture: Input -> 256 -> 128 -> 64 -> Output(5 actions)
    """
    def __init__(self, state_dim: int, action_dim: int = 5):
        super().__init__()
        self.fc1 = nn.Linear(state_dim, 256)
        self.fc2 = nn.Linear(256, 128)
        self.fc3 = nn.Linear(128, 64)
        self.out = nn.Linear(64, action_dim)

        # Optional but common: stable initialization
        nn.init.kaiming_uniform_(self.fc1.weight, nonlinearity="relu")
        nn.init.kaiming_uniform_(self.fc2.weight, nonlinearity="relu")
        nn.init.kaiming_uniform_(self.fc3.weight, nonlinearity="relu")
        nn.init.xavier_uniform_(self.out.weight)

    def forward(self, x: torch.Tensor) -> torch.Tensor:
        x = F.relu(self.fc1(x))
        x = F.relu(self.fc2(x))
        x = F.relu(self.fc3(x))
        return self.out(x)



Appendix B : Dynamic Trust Score Update via Reinforcement Learning
The following code snippet demonstrates the practical implementation of dynamic trust score adjustment using reinforcement learning as described in Section III. The function update_trust_score_with_drl() shows how behavioral observations and anomaly signals are transformed into trust score updates through DRL-based action selection, corresponding to Equations (6), (7), and (14) in the methodology section.
def update_trust_score_with_drl(device_id, behavioral_features, anomaly_score, 
                                 q_network, trust_scores, epsilon=0.1):
    """
    Demonstrate dynamic trust score adjustment using DRL-based decision-making.
    
    This function implements the core trust evolution mechanism described in 
    Section III, illustrating how reinforcement learning enables adaptive 
    zero-trust enforcement based on continuous behavioral analysis.
    
    Args:
        device_id: Unique identifier for the IoT device
        behavioral_features: Extracted behavioral feature vector x_i(t)
        anomaly_score: Normalized anomaly score A_i(t) from autoencoder
        q_network: Trained Deep Q-Network with parameters θ
        trust_scores: Dictionary mapping device_id to current trust score τ_i(t)
        epsilon: Exploration rate for ε-greedy action selection
    
    Returns:
        tuple: (updated_trust_score, selected_action, trust_adjustment)
    """
    import torch
    import numpy as np
    
    # Step 1: Retrieve current trust score τ_i(t)
    current_trust = trust_scores.get(device_id, 0.5)  # Default: neutral trust
    
    # Step 2: Construct state representation s_t (Equation 6)
    # State = [previous_trust, anomaly_score, historical_features, context]
    historical_trend = np.mean(behavioral_features[-10:]) if len(behavioral_features) >= 10 else np.mean(behavioral_features)
    current_context = behavioral_features[-1] if len(behavioral_features) > 0 else 0.0
    
    state = torch.FloatTensor([
        current_trust,           # τ_i(t)
        anomaly_score,          # A_i(t)
        historical_trend,       # H_i(t)
        current_context         # C_i(t)
    ])
    
    # Step 3: ε-greedy action selection (Equation 7)
    if np.random.random() < epsilon:
        # Exploration: random action from A = {a₀, a₁, a₂, a₃, a₄}
        action = np.random.randint(0, 5)
    else:
        # Exploitation: select action with highest Q-value
        # Q(s_t, a; θ) for all a ∈ A
        with torch.no_grad():
            q_values = q_network(state.unsqueeze(0))
            action = torch.argmax(q_values).item()
    
    # Step 4: Map discrete actions to trust score adjustments
    # Actions: a₀=-0.2, a₁=-0.1, a₂=0.0, a₃=+0.1, a₄=+0.2
    delta_trust = [-0.2, -0.1, 0.0, 0.1, 0.2][action]
    
    # Step 5: Update trust score with bounds enforcement (Equation 14)
    # τ_i(t+1) = clip(τ_i(t) + δ(a_t), 0, 1)
    updated_trust = np.clip(current_trust + delta_trust, 0.0, 1.0)
    
    # Step 6: Store updated trust score
    trust_scores[device_id] = updated_trust
    
    return updated_trust, action, delta_trust
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