Perfect secrecy cryptography via mixing of chaotic waves in irreversible time varying
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Supplementary Figure 1. Power density source spectra Power density spectrum Ps(w) of the source used by Alice (red
line) and Bob (blue line), measured with the spectrometer used by each user.
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Supplementary Figure 2. NIST statistical tests on generated keys Proportions results on NIST statistical tests for
cryptography applications from a statistic population of 1000 keys each of 1000 bits. The red line indicates the minimum
threshold to pass each test.
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Supplementary Figure 3. Security analysis in the case of active attacks. Error rate introduced in the communication
by active intercept-resend attacks as a function of (a) the state changing probability of Eve and (b), the number of chaotic
states N in each chip. The simulations are performed from the analysis of 107 sequences of different states. Each element of
the sequence for Alice and Bob is an integer random number n € [0, N] and n’ € [0, N|, respectively, representing the chaotic
wavepacket generated by the input conditions n and n’ in Alice and Bob chips. We assume each chip containing N independent
and uncorrelated chaotic states. The generation of a new state in the sequence happens with probability P, identical for
Alice and Bob. The action of Eve is simulated at each step by the substitution of a state with a new one from another chip,
introducing a communication error between the repeated sequences of Alice and Bob. Eve’s decision to change the state occurs

with probability Peye.
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Supplementary Figure 4. Block scheme of the multi-bit AHB transform.
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Supplementary Figure 5. Training of the nonlinear AHB transform for o4 = 8% (a) Norm of the cost function |C|
and (b) optimized AHB coefficients (uo, 81, B2) versus the number of bit sequences N¢, composing the training dataset.
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Supplementary Figure 6. Maximum key generation rate Probability P(f’”) of observing repeated states at the same position
in Alice and Bob’s sequences as a function of the users probabilities P4!"*®) and P(P°?) to change state after each repeated
communication. The calculations are performed on a statistical sample of 1000 sequences, each of 100000 states.
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Supplementary Figure 7. Dynamics of light rays in spatially displaced scatterers (a) Geometrical calculation of reflected
trajectories of an identical input condition impinging two scatterers displaced by e. (b) Equivalent calculation in a configuration
in which the scatter is held fixed.

TE
unpolarized
light ™

Supplementary Figure 8. Integrated realization with on-chip light couplings from end-to-end EO: electro-optic
modulator, SM: switch matrix.



SUPPLEMENTARY NOTE I

We generated chaotic states A, (t) and B, (t) possess-
ing m = 1,..., M different frequencies w,, = /\—:Tn and
Am = m, acquiring time sequences with random ampli-
tudes anm, bum € [0, 1], phases @pm, Ynm € [0, 27].
Each generated state A, (t) and B, (t) is then converted
into a bit sequence of length L = 10000 bits by the adap-
tive high boost (AHB) technique. The AHB transforma-
tion initially applies a transform A, such as, e.g., a convo-
lution kernel, to the data sequence to be converted, and
then uses a Gabor transform G to generate a binary se-
quence. For a given sequence of numbers Y; (I =1, ..., L),
the AHB is compactly represented as follows:

0,X; <th

AHB{Y;} = G{A(Y)}, G{Xl}—{l Yom O

In our analysis we used a differential convolution filter
AY)=A®Y, =[1,-1]® Y], with ® a discrete convo-
lution, and a Gabor transform with threshold th = 0.
The average uncertainty per bit is evaluated as fol-
lows. After chaotic states are converted into binary se-
quences, we calculated the normalized hamming distance
dqp among two binary sequences a and b as follows:

L L
dab:ZZ\M*bﬂ- (2)

=1

This value furnishes the probability with which, on av-
erage, one bit is different in the two sequences. We then
converted the resulting value to Shannon information en-
tropy H = —duplogy dap — (1 — dap) loge (1 — dgp). We
evaluated results from a statistics of 10000 samples.

SUPPLEMENTARY NOTE II

In the case of an active attack, Eve measures the data
and decides to replace the state with another one from a
different chip, with Ei, ..., B, states according to a prob-
ability P.,.. These attacks are particularly dangerous
if they allow the enemy to gain information on the key
without the users being aware of that.

The security of the protocol of Fig. 1 of the main text
arises from the fact that, when active eavesdropping hap-
pens, the users measure uncorrelated states. If Alice and
Bob send out A; and Bob Bj, respectively, and Eve re-
place these states with E,, Alice measures £, @ B; and
Bob A; @ E,. These states are not correlated: in the best
ideal scenario the fake state E, comes from a chip with a
chaotic structure that is exponentially different from the
one used by Alice and Bob (point 4 of the communica-
tion scheme). If Eve replaces one state, a user measures
the correct state A; ® B;, while the other measures an
uncorrelated state, either E, & B; or A; ® E,. The bidi-
rectional communication of Fig. 1 of the main text can
identify these error states and minimize their presence in

the final key.

Supplementary Figure 3 illustrates the outcomes of ac-
tive attacks for different probabilities of P,.,., normal-
ized with respect to the probability chosen by the users
Pajice, Ppop to change state after each communication
step. We considered the best scenario for Eve, in which
Pujice = Ppopy = P. Figure 3a shows that even in the
best scenario Pe,./P =1 when Eve uses the same prob-
ability of Alice and Bob, the error rate introduced in the
sequences measured by the users is small and below 4%
with only N = 25 different chaotic waves. Supplemen-
tary Figure 3b shows that the error rate introduced by
Eve is inversely proportional to the number of chaotic
states N, and for a chip with a large number of states
N > 1, the error rate introduced by this attack tends to
Zero.

SUPPLEMENTARY NOTE III

In an experimental implementation, the main statisti-
cal components of uncertainty is the fluctuation of the
source Ag. The uncertainty contained in the reciprocal
power density spectra of Alice and Bob, in fact, arises
from the following uncorrelated components:

e Statistical fluctuations Ag of source spectrum.

e Noise thermal fluctuation A¢ of the communica-
tion channel.

e Fluctuations Ay, Ap in the input conditions.
e Uncertainty Ay of the measurement apparatus.

e The coupling coefficient a(w): this is a system-
atic source of uncertainty (type B of NIST guide-
lines [1]). To evaluate a(w), the user must measure
the absolute value of a spectrum and normalize it.
To do so, the user must use another measurement
instrument, which introduces an unknown coupling
coeflicient. This argument can be iterated at infin-
ity, without the user knowing the first coefficient.
It is the same problem of measuring the exact tem-
perature of a body: one needs to know in advance
the temperature of the thermometer, as it reads
the equilibrium temperature between the coupled
environments of the thermometer and the body.

Typical optical sources have statistical fluctuations in
power amplitudes of the order of few percents. Just to
make a specific example, the CL band tunable source
T100S-HP from EXFO ensures an absolute wavelength
accuracy better than +20 pm and a power repeatabil-
ity sweep-to-sweep better than +0.05 dB, which implies
differences as small as £1% at every wavelength. The
optics/optomechanics available today are stable to fluc-
tuations below 10 nm, providing very little variations in



measured optical observable if compared to source fluctu-
ations. Thermal fluctuations in the communication chan-
nel are also negligible and typically few orders of magni-
tude smaller than the source’s amplitude. Measurement
instruments available today have a dynamic range in the
range of tens of dB and a spectral accuracy in the range
of tens of picometers, thus providing very precise reading
with standard deviation much smaller than sources am-
plitude variations. In an typical experimental realization,
we are therefore in the situation where Ay p o v < Ag.
This is also a general case the users can always choose,
as the source is controlled by the users at the time of
the communication. In the limit of acceptable bit error
rate (BER), Ag can always be increased if necessary by
adding artificial time fluctuations.

The total standard uncertainty A when measuring a user
spectrum Pp,y, is then expressed by:

O0PBop
A—
0Pg

As=HY - HY -C-aPAs  (3)

If Eve attempts a reconstruction of the spectrum Ppgy,
she needs to perform at least three measurements:

a. The spectrum sent by Alice Pga:

Ppaw) = |S(w) - H{) (@) - Caw) - a@),  (4)
!

with Cy(w) the transfer function of the commu-
nication line connecting the Alice with Eve. The
ideal scenario for Eve is to use an exact copy of the
analyzer of Alice and Bob.

b. The spectrum sent by Bob Pga:
Ppp(w) = |S(w) - Hy) (@) - Cp(w) - o), (5)

with Cp(w) the transfer function of the channel
between Bob with Eve.

c. The source spectrum Ps = |S(w)a(w)[?. This is
essential: the use of chaotic uncorrelated spectra
do not allow to estimate Pg from measurements a-
b. The best choice for the attacker is to use a copy
of the users spectrum analyzer. This minimizes any
other statistical uncertainty due to, e.g., different
sensors, resolution, and any different component.

Once measurements a-c are in place, Eve can attempt a
reconstruction of Pgy, via Pga- Pep/Ps. This operation
returns:

Ppa - Pep

2 = (Paur) oy + A ()

|o?

with C4 - Cp = C and total total uncertainty A’ evalu-
ated from each independent measure performed by Eve:

A~ L[ (0Pea) PRp  (0Pps
2]\ \opPs ) P2 dPg

Equations (6)-(7) show that in the ideal scenario the mea-
surements of Eve contain at least one systematic multi-
plicative uncertainty, which Alice and Bob do not ex-
perience, and a statistical uncertainty that is at least
v/3 higher that the one of Bob and Alice. These results
are the theoretical limit for an adversary with an infi-
nite technological power. While nor the users neither the
attacker know a(w), the statistical uncertainty Ag is a
quantity that cannot be removed by the adversary as the
source is possesses by the users during the communica-
tion.

SUPPLEMENTARY NOTE IV

Supplementary Figure 4d provides a block scheme of
the multi-bit AHB transform. Each single point x,, in
the acquired user’s spectrum is first decomposed into its
mantissa m, and unsigned exponent e,. The physical
data generated (my,e,) is then modified by two nonlin-
ear filter functions m,+1 = Fia(mp,e,) N times, gen-
erating two independent data sequences that are then
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converted into binary by a Gabor transform with thresh-
old th = 0.5.

The two generated sequences are randomly permuted
consecutively in RP; and RP», by using a random seed
equal to the exponent e,, and finally merged together
with a bitwise OR operation into a single output sequence
of N bits. The nonlinear filter we used is the chaotic one
dimensional tent map: F(my,e,) = p for my,,m, < %
and F(m,,, e,)u(1—my,) for m, > 1, with variable . We
used 1 = po+ (2 —po)Bzen, with 1 < pp <2 and z = 1,2
indicating each map. In the chosen range of values of g
and for any non rational number m,,, the transformation
maps the interval (0, 1) onto itself, generating white noise
data with exponentially different trajectories for infinites-
imally different input conditions. The advantage of this
map is that it possesses a Lyapunov coefficient A = log p,
which can be controlled from A ~ 0 (chaos after an infi-
nite number of steps) to log 2 = 0.69 (chaos after a single
iteration), allowing a fine control over the dynamics of
exponential separation of nearby trajectories.

The values of the coefficients g, f1 and S that guaran-
tee a minimum bit error rate (BER) among the users are



calculated by training the algorithm from a dataset of
PDS spectra of combined states Paj;.. and Py, where:

® Pujice is the spectrum measured by Alice.
e Pp,p is the spectrum measured by Bob.

We considered different communication scenario, in
which Alice and Bob measure spectral differences
Pulice — Ppop, with standard deviations oap =
\/<(PA”C€ — Ppop)?) < 8%. For each value of o4, we
generated a dataset of different different chaotic spec-
tra with the following procedure. The chaotic spectrum
Pajice measured by Alice is generated from a random
field field following Eqs. (1) of the main text with 1000
different frequencies. The spectrum measured by Bob is
generated as Ppop = Pajice + A, with the spectral differ-
ence A representing the uncertainty of Bob’s measure.
In our analysis we considered uncertainty A with (A) =0
and /(A2) = o4p, which represent statistical fluctua-
tions of the source.

We find optimized values of pg, 51 and (2 against the
following desired quantities:

e The minimal bit error rate (BER) between the bit
sequences generated by Alice and Bob at their dis-
tal end.

e The average number of zeros N, contained in the
key generated by each user to be 50% of the key
length. This is one of the various statistical re-
quirements for the key to appear as random as pos-
sible [1].

These requirements are imposed by minimizing the norm
of the following vectorial cost function C:

C(Ba> Bb7 Mo, 617 52) = (BER7 0.5 — Nzaa 0.5 — sz)u (8)

with B, the bit sequence generated from the chaotic spec-
trum of each user: Alice (x=a), Bob (x=b), BER the bit
error rate between B, and By, N, the number of zeros
in the key of each user. For each value of N and o435,
the minimization of C' is carried by a Nelder-Mead algo-
rithm [2].

Supplementary Figure 5 shows a typical training in the
case of different N and o045 = 8%. Supplementary Fig-
ure ba plots the minimization of the cost function versus
the number of bit sequences N, considered in the dataset
for N = 10 (green), N = 12 (red) and N = 16 (blue).
The function converges quickly, showing that very few
spectra are necessary for training the AHB algorithm to
generate optimized bit sequences. This result depends on
the fact that we are generating bit sequences from chaotic
spectra with universal probability density (see Fig. 2c¢ of
the main text). This implies that each spectrum has
the same statistics and when a sufficiently large num-
ber of frequencies is considered, even a single spectrum
is statistically representative. Supplementary Figure 5b
shows the corresponding optimized values of pg, 51 and
B for the three cases considered N = 10,12,16. They

all converge to the same value independently from the N
considered. The same result is observed by fixing N and
changing o 4p: optimized pg, 1 and By converge to the
same value (not shown here for simplicity). This implies
that the desired cost function C has a global minimum
that allows to generate optimized bit sequences irrespec-
tive of the input conditions N and o45.

SUPPLEMENTARY NOTE V

In the absence of active eavesdropping, the number of
pulses N, to be transmitted for generating an OTP key
is:

Ly,

Np = Nb } P(Ov)a

(9)
and equal to the ratio between the length of message
L,,, and the number of bits IV, extracted from each com-
bined state A, @ B, multiplied by the probability P(°¥)
of observing a repeated state at the same time position
in Alice and Bob’s sequences. The maximum key gener-
ation throughput is observed when P(°?) is maximal.
Supplementary Figure 6 shows the probability P(°?) for
different values of the users probabilities P(A44c€) and
P(Bob) t6 change state after each step. A maximum value
of P°?) = 10% is obtained when P(Alice) = p(Bob) —
0.25. In this condition, by using standard detectors at
1024 bits and by extracting 10 bits per spectral sam-
ple, the protocol requires the transmission of N, = ﬁ
pulses, corresponding to ~ 1/1000 of the length of the
message.

In the presence of active eavesdropping, the key gener-
ation throughput decreases due to the additional error
states that the eavesdropper is introducing. According
to the results of Supplementary Note II and Supplemen-
tary Figure 1, the throughput variation introduced by
these attacks is in the range of a few percents.

SUPPLEMENTARY NOTE VI

Optical billiards are mathematical models for the
study of chaos of classical and quantum waves propa-
gating into microresonators. They study the particle
dynamics of light following the motion of light rays in-
side the resonator, with elastic reflection at the bound-
ary due to snell law [3, 4]. In the fingerprint resonators
of Fig. 3 of the main text, the dynamics starts from an
initial position x¢ = (xg,yo) and initial velocity vector
n = (ng,ny) = (cosa,sina), evolving the particle posi-
tion x at t + At by:

z(t + At) =z + ngAt, (10)
y(t + At) = yo + nyAt,

as long as the particle does not collide with a scatterer.
When this event happens at x; = (21, y1), the particle is



reflected on the scatterer surface along the new velocity
vector ny, and motion (10) starts again until the next
collision.

A trajectory in the billiard evolution consists in the map
M = (x9,X1, ..., X,) of the collision points at successive
times until the particle escapes the billiard. As the parti-
cle motion is strongly chaotic, it is important not to use
any numerical iterative solution for evaluating the scat-
tering collision points (Xg, X1, ...,Xp). In our study, we
employ analytic solutions for calculating the intersection
points between the trajectory of (10) and the scatterers,
in order to estimate the properties of the chaotic dynam-
ics as accurately as possible.

The calculation of the Lyapunov exponent follows from
the algorithm detailed in [3]. The phase space of in-
put conditions is represented by all the possible input
vectors starting from an initial position xo = (0,yg) dis-
placed along the y axis, and directed along all the pos-
sible directions n = (cosa, sina) with « € [~7, ]. For
each input condition (xg,n), we add the smallest spa-
tial displacement € representable at the computer and
evolve the dynamics (xo,n) and (x{ = zg + €,n), calcu-
lating the collisions maps M = (xg, X1, ..., Xp,) and M’ =
(x4, %}, ...,x},) at successive iterations. We then evalu-

n—x, |

ate the largest Lyapunov exponent by y = %log o x| -
0

The average Lyapunov exponent is computed by aver-

age (u) over the space of different input positions yg €

[-L, L], and angular orientations n = (cos a, sin «).

SUPPLEMENTARY NOTE VII

We consider the propagation of identical input condi-

tions in billiard structures subjected to infinitesimal dis-
placement of the scatterers positions s, — s; + ¢, being
epsilon an infinitesimal quantity along an arbitrary di-
rection of the space. The collision maps arising from the
dynamics of same input condition launched in the original
and displaced billiard are denoted as M = (xg, X1, ..., Xp,)
and M" = (x{,x],...,x},), respectively.
To demonstrate that the evolution represented by M and
M’ undergo exponential separation, we used mathemat-
ical induction. We begin by considering the dynamics at
the first collision points x¢ and x{, starting from an iden-
tical input condition (x;,,n). Supplementary Figure 7a
shows the geometrical calculation of the reflected trajec-
tories, which impinge in the successive scatterer in the
new collision points x;, x}. Supplementary Figure 7b
shows how the same construction can be obtained in an
equivalent configuration by fixing the position of the scat-
terer to the original unmodified billiard, and displacing
the input condition by the same infinitesimal transfor-
mation € applied to the scatterer. The resulting distance
among new collision points dy1- can then expressed by:

dll’ = do + €, (11)

being dy the distance between the collision points as if
they were originated from the unmodified billiard. As

the latter is fully chaotic, the distance dy = ee* grows
exponentially with respect to the original displacement
€. This implies that the distance dy;r = ee + € ~ eet
also grows exponentially.

We now consider the n + 1-th collision (Xp41,...,X), 1),
assuming that the distance d,, v = |x, — x| ~ e'" after
the n-th collision grew exponentially. By repeating the
same construction of Supplementary Figure 7, we obtain
that the distance at the n + 1 collision grows exponen-
tially. By induction, this implies that the distance of the
trajectories originated by an identical input condition in
the original and modified billiards grow exponentially at
the beginning and keeps increasing exponentially at every
collision. For this family of transformations all trajecto-
ries will be affected and no old trajectory is observed in
the modified billiard, as there will be at least one differ-
ent reflection that will induce an exponentially diverging
motion.

A similar result can be obtained by adding different scat-
terers to the fingerprint pattern, in the limit when each
new scatterer is hit at least one time during the dynam-
ics of one input condition in the unmodified structure.
This is demonstrated as follows. Let us consider first the
case of the addition of a single scatterer. Two identical
input conditions in the original and modified resonator
observe the same trajectory until one ray hits the new
scatterer. From this point, one trajectory is reflected at
a different angle. In a fully chaotic structure, this implies
the creation of a trajectory that diverges exponentially
form the first one. The addition of one scatterer gener-
ates a new family of exponentially diverging trajectories
for all input conditions that, in the unmodified resonator,
generated trajectories hitting the new scatter. When a
sufficiently large number of scatterers is added and all in-
put conditions hit at least a new scatter, all trajectories
are modified exponentially.

SUPPLEMENTARY NOTE VIII

The integrated nature of the fingerprint chips en-
ables ultrafast modulations with integrated light cou-
pling. While the implementation of a high-dense device
of this type goes beyond the scope of this paper, we here
discuss a possible realization with the technology cur-
rently available.

The results of Fig. 4c¢ show that the fingerprint chip,
at every spatial point, generates uncorrelated data se-
quences from TE and TM polarized light. The use
of different input position and light polarizations can
be combined into the block scheme of Supplementary
Figure 8. The initial stage is composed of a modified
Mach-Zender, excited by an unpolarized source, or equiv-
alently a combination of TE and TM polarized light
sources. The Mach-Zender interferometer is composed by
a y—junction fiber polarization splitter, followed by two
ultrafast electro-optical (EO) modulators and a final y-
junction for recombining the two polarization arms. The



output fiber is then connected to a 1 x N optical switch
matrix [5].

Both EO modulators and switch matrices can provide
modulations up to hundreds of GHz and with hundreds
of channels with the technology currently available [5],
thus providing ultrafast selection of the input position
on the fingerprint chip without the use of any mechani-
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cal component. The output light from the optical switch
is then directly fed on to the fingerprint chip via multi-
tapered channels couplers [6-8], providing on-chip cou-
plings from end-to-end to the communication line. With
this integrated structure, it is possible to achieve the gen-
eration of 4- N2 different spectra at each communication.
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