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	Material
	Sensing
	Storage
	Security
	Reference

	















         2D
	MoS2
	Y
	N
	N
	14

	
	MoS2, WS2, MoSe2, WSe2 
	N
	Y (Electronic)
	N
	15

	
	WSe2/MoS2/h-BN/HfS2 /WSe2/MoS2
	N
	Y (Electronic)
	N
	16

	
	Graphene/MoS2-x Ox/Graphene
	N
	Y (Electronic)
	N
	17

	
	Graphene/MoS2
	N
	Y (Electronic)
	N
	18

	
	Graphene/h-BN/MoS2
	N
	Y (Electronic)
	N
	19

	
	Graphene/h-BN/MoS2
	N
	Y (Electronic)
	N
	20

	
	Graphene/MoS2 
	Y
	Y (Optical)
	N
	21

	
	h-BN/WSe2- 
h-BN/WSe2
	Y
	Y (Optical)
	N
	22

	
	MoS2/PTCDA
	Y
	Y (Optical)
	N
	23

	
	MoS2/Au-Nano Particles
	Y
	Y (Optical)
	N
	24

	
	WSe2/h-BN
	Y
	Y (Optical)
	N
	25

	
	MoS2/PbS
	Y
	Y (Optical)
	N
	26

	
	BP/Al2O3
	N
	Y (Electronic)
	N
	27

	
	BP/h-BN/MoS2 
	N
	Y (Electronic)
	N
	28

	
	BP/Al2O3
/BP/Al2O3
	N
	Y (Electronic)
	N
	29

	
	MoS2/Metal Nano Crystal
	N
	Y (Electronic)
	N
	30

	
	MoS2
	Y
	N
	N
	31

	
	MoS2
	Y
	Y (Electronic)
	N
	32

	
	MoS2/PZT
	Y
	Y (Electronic)
	N
	33

	
	WSe2
	Y
	N
	N
	34

	
	MoOx/MoS2
	N
	Y (Electronic)
	N
	35

	
	MoS2
	N
	N
	Y
	36

	





Oxide Based
Memristors
	Ag:SiO2 or MgO/HfO2:Ag
	N
	Y (Electronic)
	N
	37

	
	TiN/TaOx
/HfAlyOx/TiN
	N
	Y (Electronic)
	N
	38

	
	ITO/LaAlO3
/SrTiO3
	N
	Y (Electronic)
	N
	39

	
	Ag2S
	N
	Y (Electronic)
	N
	40

	
	Indium Gallium Zinc Oxide (IGZO)
	N
	Y (Electronic)
	Y
	41

	
	Al2O3/TiO2–x
	N
	Y (Electronic)
	Y
	42

	
	Ag:SiO2
	N
	Y (Electronic)
	Y
	43

	
	Ag:SiO2
	N
	Y (Electronic)
	Y
	44

	
	TiO2
	N
	Y (Electronic)
	Y
	45

	Phase Change
Materials 
	GeSbTe(GST)
	Y
	N
	N
	46

	Nano Crystals (NC)
	B-doped Si NC
	Y
	Y (Optical)
	N
	47

	2D
	This Work
	Y
	Y (Electronic)
	Y
	




Supplementary Figure 1

Supplementary Figure 1. Optical image of the all-in-one bio-inspired crypto chip.


Supplementary Figure 2

Supplementary Figure 2. Optical image of the crossbar array of the crypto engines. Note that several (20) optical images were taken at 5X resolution using a Nikon LV150M microscope and stitched together in photoshop.


Supplementary Figure 3

Supplementary Figure 3. Optical image individual MoS2 memtransistors, which are locally back-gated using a stack comprising of 50 nm Al2O3 on 50/20 nm Pt/TiN. All back-gate islands were placed on SiO2/p++-Si substrate. The Al2O3/Pt/TiN gate islands allow non-volatile programming of MoS2 memtransistors as well as enhance the photoresponse of MoS2 memtransistors owing to the phenomenon of gate-tunable persistent photoconductivity, thereby empowering our hardware platform to enable in-memory computing and near-sensor security. 


Supplementary Figure 4

Supplementary Figure 4. Circuit schematic of the crossbar architecture of the crypto engines. The nodes , , , and  from the crypto engines in a given column are connected to common , ,  and  lines, respectively, and nodes , , and  from the crypto engines in a given row are connected to common , , and  lines, respectively. This allows us to select any crypto engine corresponding to a given row and column.  

Supplementary Figure 5

Supplementary Figure 5. The Circuit schematic of an individual crypto engine. The memtransistors  and  are connected in series at the node, ,   and  are connected in series at the node, , which is also connected to the local back-gate of , and finally,  and  are connected in series at the node, . The nodes, , , , and , respectively, serve as the local back-gate terminals of , , , and , node  serves as the drain terminal of , node  serves as the drain terminal of , and node serves as the common source terminal for  and .

Supplementary Figure 6
Supplementary Figure 6. a) Transfer characteristics i.e., source to drain current () as a function of the local back-gate voltage () for 64 monolayer MoS2 memtransistors across the 8 × 8 array of the crypto engines measured at source to drain voltage,  = 1 V. The channel length () and channel width () of each MoS2 memtransistors are 1 µm and 5 µm, respectively. Colormaps of distribution of b) current on/off ratio (), c) threshold voltage () extracted at iso-current of 100 nA/µm, and d) subthreshold slope (SS) over 3 orders of magnitude change in , of 64 MoS2 memtransistors. Extracted mean values for , , and SS, were found to be, ~106, ~1.65 V and ~355 mV/decade, respectively, with corresponding standard deviation values of ~106, ~0.42 V and ~85 mV/decade respectively.



 Supplementary Figure 7Supplementary Figure 7. a) Long-term retention of two representative post-programmed analog conductance states for ~104 seconds. b) Evolution of the memory ratio () between these two programmed conductance states (brown)) and the corresponding exponential fitting (blue) given by,  = exp(-t/), where  = 600,  = 7.6×103 s. The projected time before the  reaches 1, i.e. these two states become indistinguishable is found to be ~14 hours.



 Supplementary Figure 8Supplementary Figure 8. a) Memory endurance when successively programmed and erased to achieve two representative analog conductance states for 2 × 103 cycles with programming and erase voltage of = -9 V and   = 10 V respectively applied for duration of 100 ms.b) Evolution of memory ratio () as a function of memory cycle (green) and the corresponding power law fitting (pink) given by,  = , with  ~ -0.1. The projected memory endurance before the  reaches 1 is found to be 5 × 108 cycles.

 






Supplementary Figure 9
Supplementary Figure 9. a) Transfer characteristics of 64 monolayer MoS2 memtransistors across the 8 × 8 array of the crypto engines measured before (blue) and after programming (pink) with = -10 V for 1 second. b) Compiled device-to-device variation in programmability. c) Colormap of distribution of memory ratio () measured at  = 0 V for these 64 MoS2 memtransistors. The mean and standard deviation values for  were found to be 2.8×105 and standard deviations of 8.7×105, respectively.



Supplementary Figure 10Supplementary Figure 10. a) Programming and b) erase energy expenditures, calculated based on , where  is the capacitance for the local back-gate.




Supplementary Figure 11Supplementary Figure 11. a) Transfer characteristics of a representative MoS2 memtransistor measured after exposure to   = 20 mA at different   for different . b) Colormap of  as a function of  and   for  = 20 mA.



Supplementary Figure 12Supplementary Figure 12. a) Colormap of persistent photoconductivity () measured at  = 0 V, when the  corresponding to the 8 × 8 array of the crypto engines are exposed to 8 × 8 pixelated images of the letters, ‘L’, ‘M’, ‘N’, and ‘P’, obtained through the LED illumination for  = 100 ms with  = -1.5 V. The bright pixels correspond to  = 20 mA. Clearly, MoS2 memtransistors integrated with the crypto engines are able to accurately transcribe the optical information into electrical response. Transcription of 8 × 8 pixelated images of the letters, ‘L’, ‘M’, ‘N’, and ‘P’ for dimmer LED illuminations ( = 2 mA) using b)  = -1.5 V and c)  = -2.0 V. This demonstration highlights the advantages of gate-tunability of persistent photoconductivity in achieving adaptation to the illumination levels similar to the rod and cone neurons found in the visual system of primates.







Supplementary Figure 13Supplementary Figure 13. Transfer characteristics of 64 monolayer MoS2 memtransistors across the 8 × 8 array of the crypto engines measured in dark (pink) and post illumination (yellow). b) Compiled device-to-device variation in photoresponse. c) Colormap of distribution of ratio of post-illumination photoconductance to dark conductance () measured at  = 0 V. The mean and standard deviation values for  were found to be 1.6 ×104 and standard deviations of 3.6×104, respectively.
 




Supplementary Figure 14


Supplementary Figure 14. The input voltage waveforms applied to different nodes when a crypto engine is selected for encoding. , , , and  are held constant at 1 V, 5 V, 0 V and 0 V, respectively, throughout the encryption process.  and  are enabled only during the encoding cycle, with 1 V and 5 V applied to the respective nodes. Finally,  cycles between  = -4 V,  = 0 V, and  = 11 V, during photosensing, encoding, and reset cycles, respectively.
 

Supplementary Figure 15Supplementary Figure 15. Colormap of the distribution of the   for different noise standard deviations ( ).




Supplementary Figure 16Supplementary Figure 16. Transfer characteristics of a representative , when measured at a drain bias of  V in both logarithmic and linear scale.





Supplementary Figure 17
Supplementary Figure 17. Number of brute force trials (BFTs) required to decode the letter ‘N’ for different image size (S) as a function of .




Supplementary Note 1
A detailed quantitative comparison of energy consumption is difficult owing to the diverse nature of the applications and experimental setups, however, a qualitative assessment can be presented. There has been several reports on lightweight cryptographic primitives that offer adequate security measures for resource-constrained devices. This includes block and stream ciphers as well as hash functions. For example, Bahrami et. al proposed a lightweight stream algorithm for the encryption of gray-scale images.1 While the proposed scheme can be implementated on a 32-bit microcontroller, 2 hardware demonstration is yet to be realized.  pure software implementation and is not suitable for hardware applications. Symmetric encryption is the most popular design choice for image encryption. The advanced encryption standard (AES) is a classic example of symmetric encryption. AES is an energy-efficient encryptor and a widely employed security system.3 However the AES algorithm is computationally expensive and is hard to implement at the sensor node to manage real-time applications. Some of the other lightweight schemes include CLEFIA4, PRESENT5, PRINCE6, and SIMON and SPECK7, which can be implemented with a very small area and power using serial data paths. However, these serial architectures lag in performance and do not essentially provide energy optimal operation. Moreover, serial architectures are highly susceptible to side-channel attacks.8 In addition to the attacks, the amount of energy consumed in the above-mentioned lightweight cryptographic primitives ranges from ~ 10 nanojoules to ~ 100 microjoules.9  Recently, Pham et. al have proposed an architecture to construct visual sensor motes employing FPGA (field-programmable gate array) platform. This architecture is predicted to be 20 times more efficient than other common visual sensor motes but consumes ~2 mJ of energy.10 Similarly, Aziz et. al proposed a hardware architecture for efficient DWT (discrete wavelet transform) coding of sensed images selectively using the JPEG2000 codec. This architecture consumes ~34 mW of power in which ~3 mW of power is consumed in DWT for image processing and compression. Sensor motes with 16-bit processor may perform efficient sensing and transmission functions, but specialized modules for image processing are required for higher efficiency, which leads to energy and area overhead.11-13 The key contribution of our work is developing a crypto engine that integrates sensing, storage, compute, and security at miniscule energy expebnditure of few hundreds of picojoules.  


Supplementary Figure 18
Supplementary Figure 18. The training and inference accuracy as a function of the number of hidden layers ( ) and number of epochs for a deep neural network for MNIST digit classification. Training accuracy of 100% and testing accuracy of > 98% was achieved beyond 50 epochs irrespective of .





Supplementary Figure 19Supplementary Figure 19. Decoding of the images of the letter ‘N’, for different  and for different number of mandated votes () required to mark a pixel as bright for P = 50.





Supplementary Figure 20Supplementary Figure 20. Colormap of CC between the original and the decrypted image of the letter ‘N’ as a function of  and , when encryption is done by different size of encoding population () with encoding threshold of  = 0.5 V. As expected, the optimum number of for accurate decryption is found to be different for similar . Therefore, without the prior knowledge of the and ,used by the encoder it is difficult to decode the information. 




Supplementary Figure 21Supplementary Figure 21. The encryption of the letter ‘N’, by the encoders with different , at different . If > , the encryption process or the communication is insecure. For  values slightly greater than , there are more threshold crossing events even for low , whereas, for  values further from , there are limited threshold crossing events even for high .





Supplementary Figure 22Supplementary Figure 22. The colormap of CC between the original and the decrypted image of the letter ‘N’ as a function of  of the encoder and  mandated by the decoder for various at a given population size of P=50.
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