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Issue details

SEVERITY SCORE ISSUE CVE CWE PROJECT EXPLOIT MATURITY COMPUTED
FIXABILITY INTRODUCED SNYK PRODUCT

M 550
Vulnerability
Insecure Xml Parser
(Python < 3.11)

Not Available CWE-611 stjude-c3d/MyGPT(main) Not Applicable Aug 17, 2026 Snyk Code

L 400 Vulnerability
Path Traversal Not Available CWE-23 stjude-c3d/MyGPT(main) Not Applicable Aug 17, 2026 Snyk Code

M 300 License
LGPL-3.0 license Not Available Not Available

stjude-
c3d/MyGPT(main):backen
d/requirements.txt

No data Not Applicable Aug 17, 2026 Snyk Open Source

M 300 License
LGPL-3.0 license Not Available Not Available

stjude-
c3d/MyGPT(main):backen
d/requirements.txt

No data Not Applicable Aug 17, 2026 Snyk Open Source

M 130 Vulnerability
Infinite loop CVE-2024-5569 CWE-835

stjude-
c3d/MyGPT(main):backen
d/requirements.txt

Proof of concept Fixable Aug 17, 2026 Snyk Open Source

https://snyk.io/
https://app.snyk.io/org/c3d/project/d5105d5c-fdc9-4547-a084-e4ec23c8056b#issue-4177ef00-e31a-4e67-b41d-faf9480fcd52
https://app.snyk.io/org/c3d/project/d5105d5c-fdc9-4547-a084-e4ec23c8056b#issue-4177ef00-e31a-4e67-b41d-faf9480fcd52
https://cwe.mitre.org/data/definitions/611
https://cwe.mitre.org/data/definitions/611
https://app.snyk.io/org/c3d/project/d5105d5c-fdc9-4547-a084-e4ec23c8056b
https://app.snyk.io/org/c3d/project/d5105d5c-fdc9-4547-a084-e4ec23c8056b#issue-b0d4be6f-a533-4e6b-abf7-773880086fbb
https://cwe.mitre.org/data/definitions/23
https://cwe.mitre.org/data/definitions/23
https://app.snyk.io/org/c3d/project/d5105d5c-fdc9-4547-a084-e4ec23c8056b
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858#issue-snyk%3Alic%3Apip%3Apsycopg2-binary%3ALGPL-3.0
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858#issue-snyk%3Alic%3Apip%3Abibtexparser%3ALGPL-3.0
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858#issue-SNYK-PYTHON-ZIPP-7430899
https://www.cve.org/CVERecord?id=CVE-2024-5569
https://www.cve.org/CVERecord?id=CVE-2024-5569
https://cwe.mitre.org/data/definitions/835
https://cwe.mitre.org/data/definitions/835
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858


SEVERITY SCORE ISSUE CVE CWE PROJECT EXPLOIT MATURITY COMPUTED
FIXABILITY INTRODUCED SNYK PRODUCT

L 68 Vulnerability
CVE-2026-45447 CVE-2026-45447 Not Available

stjude-
c3d/MyGPT(main):fronten
d/Dockerfile

No known exploit Fixable Aug 17, 2026 Snyk Container

L 65 Vulnerability
CVE-2026-34182 CVE-2026-34182 Not Available

stjude-
c3d/MyGPT(main):fronten
d/Dockerfile

No known exploit Fixable Aug 17, 2026 Snyk Container

L 54 Vulnerability
CVE-2026-45446 CVE-2026-45446 Not Available

stjude-
c3d/MyGPT(main):fronten
d/Dockerfile

No known exploit Fixable Aug 17, 2026 Snyk Container

L 54 Vulnerability
CVE-2026-34180 CVE-2026-34180 Not Available

stjude-
c3d/MyGPT(main):fronten
d/Dockerfile

No known exploit Fixable Aug 17, 2026 Snyk Container

L 54 Vulnerability
CVE-2026-42770 CVE-2026-42770 Not Available

stjude-
c3d/MyGPT(main):fronten
d/Dockerfile

No known exploit Fixable Aug 17, 2026 Snyk Container

L 54 Vulnerability
CVE-2026-42768 CVE-2026-42768 Not Available

stjude-
c3d/MyGPT(main):fronten
d/Dockerfile

No known exploit Fixable Aug 17, 2026 Snyk Container

L 54 Vulnerability
CVE-2026-42764 CVE-2026-42764 Not Available

stjude-
c3d/MyGPT(main):fronten
d/Dockerfile

No known exploit Fixable Aug 17, 2026 Snyk Container

L 54 Vulnerability
CVE-2026-45445 CVE-2026-45445 Not Available

stjude-
c3d/MyGPT(main):fronten
d/Dockerfile

No known exploit Fixable Aug 17, 2026 Snyk Container

L 54 Vulnerability
CVE-2026-42769 CVE-2026-42769 Not Available

stjude-
c3d/MyGPT(main):fronten
d/Dockerfile

No known exploit Fixable Aug 17, 2026 Snyk Container

L 54 Vulnerability
CVE-2026-7383 CVE-2026-7383 Not Available

stjude-
c3d/MyGPT(main):fronten
d/Dockerfile

No known exploit Fixable Aug 17, 2026 Snyk Container

L 54 Vulnerability
CVE-2026-42767 CVE-2026-42767 Not Available

stjude-
c3d/MyGPT(main):fronten
d/Dockerfile

No known exploit Fixable Aug 17, 2026 Snyk Container

L 54 Vulnerability
CVE-2026-34181 CVE-2026-34181 Not Available

stjude-
c3d/MyGPT(main):fronten
d/Dockerfile

No known exploit Fixable Aug 17, 2026 Snyk Container

L 54 Vulnerability
CVE-2026-9076 CVE-2026-9076 Not Available

stjude-
c3d/MyGPT(main):fronten
d/Dockerfile

No known exploit Fixable Aug 17, 2026 Snyk Container

https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283185
https://www.cve.org/CVERecord?id=CVE-2026-45447
https://www.cve.org/CVERecord?id=CVE-2026-45447
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283183
https://www.cve.org/CVERecord?id=CVE-2026-34182
https://www.cve.org/CVERecord?id=CVE-2026-34182
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283170
https://www.cve.org/CVERecord?id=CVE-2026-45446
https://www.cve.org/CVERecord?id=CVE-2026-45446
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283180
https://www.cve.org/CVERecord?id=CVE-2026-34180
https://www.cve.org/CVERecord?id=CVE-2026-34180
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283179
https://www.cve.org/CVERecord?id=CVE-2026-42770
https://www.cve.org/CVERecord?id=CVE-2026-42770
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283182
https://www.cve.org/CVERecord?id=CVE-2026-42768
https://www.cve.org/CVERecord?id=CVE-2026-42768
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283186
https://www.cve.org/CVERecord?id=CVE-2026-42764
https://www.cve.org/CVERecord?id=CVE-2026-42764
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283173
https://www.cve.org/CVERecord?id=CVE-2026-45445
https://www.cve.org/CVERecord?id=CVE-2026-45445
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283178
https://www.cve.org/CVERecord?id=CVE-2026-42769
https://www.cve.org/CVERecord?id=CVE-2026-42769
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283174
https://www.cve.org/CVERecord?id=CVE-2026-7383
https://www.cve.org/CVERecord?id=CVE-2026-7383
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283171
https://www.cve.org/CVERecord?id=CVE-2026-42767
https://www.cve.org/CVERecord?id=CVE-2026-42767
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283181
https://www.cve.org/CVERecord?id=CVE-2026-34181
https://www.cve.org/CVERecord?id=CVE-2026-34181
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283172
https://www.cve.org/CVERecord?id=CVE-2026-9076
https://www.cve.org/CVERecord?id=CVE-2026-9076
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
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L 54 Vulnerability
CVE-2026-42766 CVE-2026-42766 Not Available

stjude-
c3d/MyGPT(main):fronten
d/Dockerfile

No known exploit Fixable Aug 17, 2026 Snyk Container

L 54 Vulnerability
CVE-2026-34183 CVE-2026-34183 Not Available

stjude-
c3d/MyGPT(main):fronten
d/Dockerfile

No known exploit Fixable Aug 17, 2026 Snyk Container

https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283176
https://www.cve.org/CVERecord?id=CVE-2026-42766
https://www.cve.org/CVERecord?id=CVE-2026-42766
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283175
https://www.cve.org/CVERecord?id=CVE-2026-34183
https://www.cve.org/CVERecord?id=CVE-2026-34183
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa

