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= Filters Applied

Issue Status

e Open

[ Issues Total
Issues

Total Issues Unique Vulns

22 22

Issue details
SEVERITY SCORE
(M| 300
(M| 300
(M| 130
H | 124
H | 124

ISSUE

License
LGPL-3.0 license

License
LGPL-3.0 license

Vulnerability
Infinite loop

Vulnerability

Improper Validation of
Syntactic Correctness of
Input

Vulnerability
Interpretation Conflict

Project Target is

» stjude-c3d/MyGPT

Breakdown by Severity

Critical ) High

CVE CWE PROJECT
stjude-
Not Available Not Available ¢3d/MyGPT(main):backen

d/requirements.txt

stjude-
¢3d/MyGPT(main):backen
d/requirements.txt

Not Available Not Available

stjude-
¢3d/MyGPT(main):backen
d/requirements.txt

CVE-2024-5569 & CWE-835 @

stjude-
¢3d/MyGPT(main):fronten
d/package.json

CVE-2026-75975 & CWE-1286 B

stjude-
¢3d/MyGPT(main):fronten
d/package.json

CVE-2026-75931 & CWE-436 &

m Medium
0 4 3

EXPLOIT MATURITY

No data

No data

Proof of concept

No known exploit

No known exploit

COMPUTED
FIXABILITY

Not Applicable

Not Applicable

Fixable

No Fix Supported

No Fix Supported

INTRODUCED

Aug 17, 2026

Aug 17,2026

Aug 17,2026

Aug 25, 2026

Aug 25, 2026

SNYK PRODUCT

Snyk Open Source

Snyk Open Source

Snyk Open Source

Snyk Open Source

Snyk Open Source

|¢0
=
'o.


https://snyk.io/
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858#issue-snyk%3Alic%3Apip%3Apsycopg2-binary%3ALGPL-3.0
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858#issue-snyk%3Alic%3Apip%3Abibtexparser%3ALGPL-3.0
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858#issue-SNYK-PYTHON-ZIPP-7430899
https://www.cve.org/CVERecord?id=CVE-2024-5569
https://www.cve.org/CVERecord?id=CVE-2024-5569
https://cwe.mitre.org/data/definitions/835
https://cwe.mitre.org/data/definitions/835
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858
https://app.snyk.io/org/c3d/project/72533dd2-2b3b-4cf1-9ad0-4a99b7e69858
https://app.snyk.io/org/c3d/project/526043d2-c0e2-4699-bfbb-fb8b3effc589#issue-SNYK-JS-FASTURI-19256871
https://app.snyk.io/org/c3d/project/526043d2-c0e2-4699-bfbb-fb8b3effc589#issue-SNYK-JS-FASTURI-19256871
https://app.snyk.io/org/c3d/project/526043d2-c0e2-4699-bfbb-fb8b3effc589#issue-SNYK-JS-FASTURI-19256871
https://www.cve.org/CVERecord?id=CVE-2026-75975
https://www.cve.org/CVERecord?id=CVE-2026-75975
https://cwe.mitre.org/data/definitions/1286
https://cwe.mitre.org/data/definitions/1286
https://app.snyk.io/org/c3d/project/526043d2-c0e2-4699-bfbb-fb8b3effc589
https://app.snyk.io/org/c3d/project/526043d2-c0e2-4699-bfbb-fb8b3effc589
https://app.snyk.io/org/c3d/project/526043d2-c0e2-4699-bfbb-fb8b3effc589
https://app.snyk.io/org/c3d/project/526043d2-c0e2-4699-bfbb-fb8b3effc589#issue-SNYK-JS-FASTURI-19256867
https://www.cve.org/CVERecord?id=CVE-2026-75931
https://www.cve.org/CVERecord?id=CVE-2026-75931
https://cwe.mitre.org/data/definitions/436
https://cwe.mitre.org/data/definitions/436
https://app.snyk.io/org/c3d/project/526043d2-c0e2-4699-bfbb-fb8b3effc589
https://app.snyk.io/org/c3d/project/526043d2-c0e2-4699-bfbb-fb8b3effc589
https://app.snyk.io/org/c3d/project/526043d2-c0e2-4699-bfbb-fb8b3effc589

SEVERITY

SCORE

124

124

56

54

54

54

54

54

54

54

54

54

54

ISSUE

Vulnerability
Improper Handling of URL
Encoding (Hex Encoding)

Vulnerability
Double Decoding of the
Same Data

Vulnerability
CVE-2026-45447

Vulnerability
CVE-2026-45446

Vulnerability
CVE-2026-34180

Vulnerability
CVE-2026-42770

Vulnerability
CVE-2026-42768

Vulnerability
CVE-2026-42764

Vulnerability
CVE-2026-45445

Vulnerability
CVE-2026-42769

Vulnerability
CVE-2026-34182

Vulnerability
CVE-2026-7383

Vulnerability
CVE-2026-42767

CVE

CVE-2026-76172 &

CVE-2026-75899 &

CVE-2026-45447 &

CVE-2026-45446 &

CVE-2026-34180 &

CVE-2026-42770 &

CVE-2026-42768 &

CVE-2026-42764 B

CVE-2026-45445

CVE-2026-42769 &

CVE-2026-34182 &

CVE-2026-7383 &

CVE-2026-42767 &

CWE

CWE-177 &

CWE-174 &

Not Available

Not Available

Not Available

Not Available

Not Available

Not Available

Not Available

Not Available

Not Available

Not Available

Not Available

PROJECT

stjude-
¢3d/MyGPT(main):fronten
d/package.json

stjude-
¢3d/MyGPT(main):fronten
d/package.json

stjude-
¢3d/MyGPT(main):fronten
d/Dockerfile

stjude-
c3d/MyGPT(main):fronten
d/Dockerfile

stjude-
c3d/MyGPT(main):fronten
d/Dockerfile

stjude-
¢3d/MyGPT(main):fronten
d/Dockerfile

stjude-
¢3d/MyGPT(main):fronten
d/Dockerfile

stjude-
c3d/MyGPT(main):fronten
d/Dockerfile

stjude-
¢3d/MyGPT(main):fronten
d/Dockerfile

stjude-
¢3d/MyGPT(main):fronten
d/Dockerfile

stjude-
¢3d/MyGPT(main):fronten
d/Dockerfile

stjude-
c3d/MyGPT(main):fronten
d/Dockerfile

stjude-
c3d/MyGPT(main):fronten
d/Dockerfile

EXPLOIT MATURITY

No known exploit

No known exploit

No known exploit

No known exploit

No known exploit

No known exploit

No known exploit

No known exploit

No known exploit

No known exploit

No known exploit

No known exploit

No known exploit

COMPUTED
FIXABILITY

No Fix Supported

No Fix Supported

Fixable

Fixable

Fixable

Fixable

Fixable

Fixable

Fixable

Fixable

Fixable

Fixable

Fixable

INTRODUCED

Aug 25, 2026

Aug 25, 2026

Aug 17, 2026

Aug 17,2026

Aug 17,2026

Aug 17,2026

Aug 17,2026

Aug 17,2026

Aug 17,2026

Aug 17, 2026

Aug 17, 2026

Aug 17,2026

Aug 17,2026

SNYK PRODUCT

Snyk Open Source

Snyk Open Source

Snyk Container

Snyk Container

Snyk Container

Snyk Container

Snyk Container

Snyk Container

Snyk Container

Snyk Container

Snyk Container

Snyk Container

Snyk Container


https://app.snyk.io/org/c3d/project/526043d2-c0e2-4699-bfbb-fb8b3effc589#issue-SNYK-JS-FASTURI-19256869
https://app.snyk.io/org/c3d/project/526043d2-c0e2-4699-bfbb-fb8b3effc589#issue-SNYK-JS-FASTURI-19256869
https://www.cve.org/CVERecord?id=CVE-2026-76172
https://www.cve.org/CVERecord?id=CVE-2026-76172
https://cwe.mitre.org/data/definitions/177
https://cwe.mitre.org/data/definitions/177
https://app.snyk.io/org/c3d/project/526043d2-c0e2-4699-bfbb-fb8b3effc589
https://app.snyk.io/org/c3d/project/526043d2-c0e2-4699-bfbb-fb8b3effc589
https://app.snyk.io/org/c3d/project/526043d2-c0e2-4699-bfbb-fb8b3effc589
https://app.snyk.io/org/c3d/project/526043d2-c0e2-4699-bfbb-fb8b3effc589#issue-SNYK-JS-FASTURI-19256873
https://app.snyk.io/org/c3d/project/526043d2-c0e2-4699-bfbb-fb8b3effc589#issue-SNYK-JS-FASTURI-19256873
https://www.cve.org/CVERecord?id=CVE-2026-75899
https://www.cve.org/CVERecord?id=CVE-2026-75899
https://cwe.mitre.org/data/definitions/174
https://cwe.mitre.org/data/definitions/174
https://app.snyk.io/org/c3d/project/526043d2-c0e2-4699-bfbb-fb8b3effc589
https://app.snyk.io/org/c3d/project/526043d2-c0e2-4699-bfbb-fb8b3effc589
https://app.snyk.io/org/c3d/project/526043d2-c0e2-4699-bfbb-fb8b3effc589
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283185
https://www.cve.org/CVERecord?id=CVE-2026-45447
https://www.cve.org/CVERecord?id=CVE-2026-45447
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283170
https://www.cve.org/CVERecord?id=CVE-2026-45446
https://www.cve.org/CVERecord?id=CVE-2026-45446
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283180
https://www.cve.org/CVERecord?id=CVE-2026-34180
https://www.cve.org/CVERecord?id=CVE-2026-34180
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283179
https://www.cve.org/CVERecord?id=CVE-2026-42770
https://www.cve.org/CVERecord?id=CVE-2026-42770
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283182
https://www.cve.org/CVERecord?id=CVE-2026-42768
https://www.cve.org/CVERecord?id=CVE-2026-42768
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283186
https://www.cve.org/CVERecord?id=CVE-2026-42764
https://www.cve.org/CVERecord?id=CVE-2026-42764
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283173
https://www.cve.org/CVERecord?id=CVE-2026-45445
https://www.cve.org/CVERecord?id=CVE-2026-45445
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283178
https://www.cve.org/CVERecord?id=CVE-2026-42769
https://www.cve.org/CVERecord?id=CVE-2026-42769
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283183
https://www.cve.org/CVERecord?id=CVE-2026-34182
https://www.cve.org/CVERecord?id=CVE-2026-34182
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283174
https://www.cve.org/CVERecord?id=CVE-2026-7383
https://www.cve.org/CVERecord?id=CVE-2026-7383
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283171
https://www.cve.org/CVERecord?id=CVE-2026-42767
https://www.cve.org/CVERecord?id=CVE-2026-42767
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa

SEVERITY

SCORE

54

54

54

54

ISSUE

Vulnerability
CVE-2026-34181

Vulnerability
CVE-2026-9076

Vulnerability
CVE-2026-42766

Vulnerability
CVE-2026-34183

CVE

CVE-2026-34181 &

CVE-2026-9076

CVE-2026-42766 &

CVE-2026-34183 &

CWE

Not Available

Not Available

Not Available

Not Available

PROJECT

stjude-
¢3d/MyGPT(main):fronten
d/Dockerfile

stjude-
¢3d/MyGPT(main):fronten
d/Dockerfile

stjude-
c3d/MyGPT(main):fronten
d/Dockerfile

stjude-
c3d/MyGPT(main):fronten
d/Dockerfile

EXPLOIT MATURITY

No known exploit

No known exploit

No known exploit

No known exploit

COMPUTED
FIXABILITY

Fixable

Fixable

Fixable

Fixable

INTRODUCED

Aug 17,2026

Aug 17, 2026

Aug 17, 2026

Aug 17,2026

SNYK PRODUCT

Snyk Container

Snyk Container

Snyk Container

Snyk Container


https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283181
https://www.cve.org/CVERecord?id=CVE-2026-34181
https://www.cve.org/CVERecord?id=CVE-2026-34181
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283172
https://www.cve.org/CVERecord?id=CVE-2026-9076
https://www.cve.org/CVERecord?id=CVE-2026-9076
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283176
https://www.cve.org/CVERecord?id=CVE-2026-42766
https://www.cve.org/CVERecord?id=CVE-2026-42766
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa#issue-SNYK-ALPINE322-OPENSSL-17283175
https://www.cve.org/CVERecord?id=CVE-2026-34183
https://www.cve.org/CVERecord?id=CVE-2026-34183
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa
https://app.snyk.io/org/c3d/project/70f201f4-803b-46fc-9eeb-f2d62dc352fa

