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In this supplemental material, we first summarize the notations used throughout this paper, and
in Sec. IT we describe Alice’s sending states under the framework of SCIC. In Sec. III, we introduce
the Modified Azuma’s inequality that we use in the decoy-state method. Then, in Sec. IV, we
explain our decoy-state method with the intensity fluctuations. Finally in Sec. V, we derive the
number of phase errors for the untagged single-photon events.

I. SUMMARY OF NOTATIONS

A list of the parameters used throughout this paper together with their notation is provided in Tables I and II.

II. DESCRIPTION OF ALICE’S SENDING STATE

For later discussions, we introduce the following theorem about the description of Alice’s sending states, which is
a direct consequence of the assumptions (A-1)-(A-5) in the Results section.

Theorem 1 From the assumptions (A-1)-(A-5), we have that all the Ngens sending states can be written as

Nsent
Z p(gNa'ent)|gNsem>GNscm ® Z AV p(ci)p(ki)lﬁl(ezi,gﬂM}ci,gi»N"’Bi Clvkl>CiKi ezi,gﬂ/ﬁci,gO@’ﬂMi (H'l)
gNsent i=1 ¢tk

with GNsent .= G, ..., GNsent . Here, G*, C*, K*, ©" and M denote the systems storing the information of g*, ¢*, k?,
0" and pt, respectively. According to the assumption (A-1), note that these five systems are possessed by Alice. This
is to ensure that there is no side channel leaking information to Eve. Also, |p”(932 i) ,u}c gi)>NiBi s a purified state of

Eq. (2) with N being a system storing the number of photons contained in the i*" sending state, which has the form

16" (O g s g vime = D \/p(0il, )

TH(6L ) e

Proof of Theorem 1 For the most general case, the total Ngent sending states can be coherently written as

Nsent
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gNscnt 7eNscm: 7NNscnt 7chom: ,k:Nscnt =1

ki>Ki gi>Gi. (11.2)
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Random variables and sets

Meaning ‘
X’ Abbreviation of X*, X2,..., X*
(X* can be ¢, k%, 0%, u*, P*, g%, ', yt, bY)
C Set of bit and basis information: {0z,1z,0x}
cdec Alice’s i*® choice of bit and basis information
K Set of intensity setting: {ki, k2, k3}
ek Alice’s i*® choice of intensity setting
0" € [0,27) i*" relative phase between the signal and reference pulses
ut € [0,00) i*" total intensity in both the signal and reference pulses
P? Shorthand of ¢, k¢, 6%, u*
- Untagged set of the i'" internal state of the source device
g' € Gl UG, i*® internal state of Alice’s source device
g=! Abbreviation of g°, g*t!, ..., gNeent
t' e {u,t} t'=wif g’ € Gl and t* =t if ¢° ¢ Gl
Ntag Number of tagged signals: |{i|t' = t}|
gg;ggt Set of g™V*nt where niag is upper bounded by a fixed number
n' € [0, 00) Total number of photons in the i*" signal and reference pulses
B Set of bases: {Z, X}
al(byeB Alice’s (Bob’s) i*" basis choice
y' € {0,1,0} Bob’s i*" measurement outcome
x4 Shorthand of ¢, k%, g*, n’
x4 Shorthand of b’, y*
Xun Shorthand of ¢, k', g*, n, b,y
S22 kdet Set {ila' =b' = Z, k' =k, y' # 0}
S2,7,det Set {i|ai = = Z, yi #* @}
82,7 n,u,det Set {ila’* =b"=2Z, n* =n, t' =u,y’ #0}
Se.k,det,y,b Set {i|c' = ¢, k' = k,b' =b, y* =y}
Se,nu,det,y,b Set {i|c* =c¢,n* =n,t' =u,b' =b, y' =y}
Sdet Set {i|y* # 0}
S% Z 1 u.det Lower bound on |Sz,2,1,u,det]|
Nph,7,7,1,u,det Number of phase errors in the set Sz,z.1,u,det
NIH,‘Z 21 u.det Upper bound on Nph,z z,1,u,det

TABLE I: Random variables and sets used throughout the paper

Next, we calculate p(g™sent, PNsent) using the assumptions (A-2)-(A-5).

p(gNscnt’PNscnt) HN:.ent g Pz|gz 1 Pz 1)
iHNsent ( |g PZ 1) (g |gi71’Pi71)

_HNsent (P |g Pl 1) (92|ngl)
= e (ew ', k' g', P (e K g, PP p(gllg" )
= I 6(6", 00 )0 (1", i g )P()D (K )p(9'lg" ),

where in the 3" equation we use the assumption (A-2), and in the 5% equation we use the assumptions (A-3)-(A-5).
With this expression, Eq. (IL.2) results in Eq. (II.1), which ends the proof. |

IIT. MODIFIED AZUMA’S INEQUALITY

Here, we introduce the Modified Azuma’s inequality [3] that we use in the decoy-state method (see Sec. IV).



Meaning

’ Quantum systems

c* Quantum system storing ¢’ possessed by Alice
K¢ Quantum system storing k° possessed by Alice
o' Quantum system storing 8" possessed by Alice
M Quantum system storing ' possessed by Alice
G* Quantum system storing ¢° possessed by Alice
N? Quantum system storing n’ possessed by Alice
B i'" quantum system sent to Bob
A Alice’s i*® quantum system defined iff ' = u and n' =1
B" Bob’s i'" quantum system after Eve’s intervention
Symbols Meaning Reference
in main text
Nagent Number of pulse pairs (signal and reference pulses) sent by Alice
;1, '™ interval of the relative phase 8° for ¢’ Eq. (10)
RE, i'" interval of the intensity u for k° Eq. (11)
Niag Predetermined upper bound on niag Eq. (12)
Dtail Upper bound on the probability that g™==t ¢ gg;;gt occurs Eq. (13)
Nyet Predetermined number of detection events |Sget|
m‘jf(tB) Alice’s (Bob’s) sifted key
KT Bob’s reconciled key
Kilg) Alice’s (Bob’s) final key
€sec Security parameter of the protocol
€s Secrecy parameter of the protocol Eq. (19)
€c Correctness parameter of the protocol
€PA Error probability of privacy amplification Eq. (19)
€z Failure probability of the estimation of S%,ZA,l,u,dct given that Sget = Ndet Eq. (22)
SN Failure probability in estimating S ;1 ,.ace for k' =k Eq. (21)
& Failure probability in estimating S% 1 ,.qe0 for n’ =1 Eq. (21)
ety X Failure probability in estimating N3, 71 .aet for (¢',n’,y") = (c,1,) Eq. (24)
S At Failure probability in estimating Ny, 71 y.act for n* =1 Eq. (24)
ey X Failure probability in estimating S ; ,, get.y.x for (¢',n’,y") = (¢, 1,y) Eqgs. (26),(27)
e X Failure probability in estimating Sy 1 ,, ger.y.x for (¢', k", y") = (¢, k,y) Eqgs. (26),(27)
€PH Failure probability of the estimation of N}Eh Z.7.1,u.det 8iven that niag < Niag and Sqet = Naet|  Eq. (18)
4 Length (in bits) of the final key Eqg. (20)

TABLE II: Quantum systems and symbols used throughout the paper

Theorem 2 (Modified Azuma’s inequality) [3]. Let Y; be an i" random variable with Yo :=0 (0 <i < n) defined on
the probability space (Q, F,p) with the filtration Fo C Fy C --- C F, = F, where Fy is the trivial o-algebra {0, Q}
and F is the power set of Q0 (consisting of all the subsets of 2). We suppose that the sequence of random variables

{Y;}7_, satisfies

the Martingale condition:

ElY;|F;] =Y,

ElY;|Fj-1] =Yj-1,

the bounded difference condition:

|Yj _Y—jfl| < ]-7

(ITL.1)

(I11.2)

(I11.3)




and the zero-difference condition:
p(1Y; =Y = 0[Fj1) 21— ¢ (ITL.4)
for a constant q (0 < g <1). Then, for any € > 0, we have that
p<Yn > gmale, g, n)) <e (ITL.5)
and
p(Yn < *QMA(E,Q,TLD <e (IT1.6)

are satisfied, where guva (€, q,m) is defined by

Ine(lne — 18ng) — Ine

gua(e, q,n) = 3 (I11.7)
For completeness, below we prove Theorem 2.
Proof of Theorem 2 For convenience, we define A; :=Y; — Y;_;, and we have that for any s > 0
E[(iSAj ‘J—"j_l] = E[l + SA]' + 82A?Q(SA]')‘J—"J'_1] (1118)
=1+ $*E[A2g(sA;)|Fj-1] (I11.9)
< 1+ s%g(s)E[AZ|Fj_i] (I11.10)
<1+ s%g(s)q (II1.11)
< esa()a, (IT1.12)
where g(z) := (e* — 1 — z)/2? with ¢g(0) = 1/2. Here, in Eq. (IIL.9) we use Egs. (II1.1) and (IIL.2), in Eq. (II1.10)
we use Eq. (IIL.3) and the fact that g(x) is a monotonically increasing function, and finally in Eq. (IIL.11) we use

Egs. (II1.3) and (IIT.4). We also have that for any ¢ > 0,

(Y > 1) < e B[] (I11.13)
= et E[E[e*Yn-1+An) | £, 1] (II1.14)
= e StE[esYr 1 B[e*An | Fyy]] (II1.15)
< eszg(s)qe*StE[eSYn—l] (II1.16)
<. (IT1.17)
< st (o) (IT1.18)
— pstH(e’—1-s)qn_ (I11.19)

Here, Eq. (II1.13) is due to the Markov’s inequality, Eq. (II1.14) is due to the tower rule of expectation, Eq. (II1.15)
is due to Eq. (IIL.1), Eq. (II1.16) is due to Eq. (II1.12), and in Eq. (II1.17) we just employ the same discussion that
we used to go from Eq. (II1.14) to Eq. (II1.16) to bound E[e*¥»-1]. If we choose s = In(1 + niq), we obtain from

Eq. (II1.19) that

p(Y, > 1) < e 19 (IT1.20)
with ¢(z) := (1 4+ z)In(1 + z) — z. Finally, since ¢(z) > 2(%1/3) for z > —1, we obtain
t2
Y, >t < - II1.21
p(¥Yn 2 )_exp( 2nq+2t/3) ( )

2

— 2nq-t-72t/3) = ¢, we obtain Eq. (IIL.5). Also, Eq. (IIL.6) can be proven in a similar way. |
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IV. DECOY-STATE METHOD

In this section, we present the decoy-state method that we use to estimate bounds on the parameters Se n,u,det,y, X
and Sz z n,u,det for n =1 in the presence of intensity fluctuations within the framework of SCIC. Here, S¢ n v det,y,x
denotes the cardinality of the set S u.det.y,x = {i|c" = ¢,n’ = n,t* = u,b" = X,y" = y} (with y € {0,1}). More
precisely, the goal here is to bound the quantities

Sc,n:l,u,det,y,X and SZ,Z,n:l,u,det (IVI)

with the available experimentally observed data, that is,

{Sc.k,det,y,x teex and {Sz z k. det frek, (IV.2)

respectively. We first derive the upper and lower bounds on S¢ 1,u,det,y,x (see Sec. IV A), and after that we derive the
lower bound on Sz z1.4.det (see Sec. IVB).

To achieve this goal, we divide the task into four steps. To illustrate the method, let us consider for instance the
case for S 1 u,det,y,x- In step 1, we use the Modified Azuma’s inequality to relate the numbers Sc 1, det,y,x and
Se.kyudet,y,x With the quantities (Se1u,y,x)qe 0 Eq. (IV.11) and (Sc r,u,y,x)ge; 0 Eq. (IV.3), respectively. Here,
Se.ku,det,y,x denotes the cardinality of the set Sc g udet,y,x = {i|l¢" = ¢, k" = k,t" = u,b’ = X,y* = y}. In step 2,
we derive the bounds on (Scru,y,x)ge Py using the functions {f; , vy x|det}n that are related to the quantities
{(Semuy.X)gesyn- Here, (Senuy,x)ger A fen,uy x|det are defined in Egs. (IV.11) and (IV.22) respectively. In
step 3, we derive the bounds on (Sen=1,u,y,x)ge; With {{Sc ku,y,X) e k- I step 4, we finally combine Eqgs. (IV.25)
and (IV.30) with Egs. (IV.10) and (IV.12) which are obtained by means of the Modified Azuma’s inequality, and we
obtain the bounds on Sc ;=14 det,y,x With the observed data {S¢ k. det,y,x trek-

A. Upper and lower bounds on S¢ 1,4 det,y,x

1. Step 1. Modified Azuma’s inequality

In order to obtain upper and lower bounds on Se 1,u,det,y,x ; We first relate the numbers S¢ 1 4 det,y, x and Sc g u,det,y, X
with the quantities (S 1 u,y,x)qe a0 (Sek,u,y,X)qer> TeSPectively. In the discussion, we use a shorthand nota-
tion x4 = (¢ kil gl niml bl il it = (¢ ki giml niTY) and x4 = (b71,yi71), and
(Se,kuy, X ) qoq 18 defined as

(Se by, X ) qot = Z p(ct =, k' =kt = u,y" = y|xap,v" # 0,0" = X)o(b', X). (IV.3)
iesdet

Here, §(z,y) denotes the Kronecker delta. To relate Eq. (IV.3) with the number Se.ku,det,y,x, We introduce the
following random variable

ch{k,u,y,X = Ai,k,u,y,X - Z p(ci = kl = k7ti = u, yi = y|Xf47317 yz 7é @,bl = X)é(bl,X)7 (IV4)
i€SI,,
where Sget is the set containing the first j elements of the set Sget, and Aikuy  denotes the number of instances

where (¢, k,u, X,y) is realised among the set Sﬁet, namely, Ai,k%y’X = Ziesé 5(ct, c)o(kt k) (t, u)d(yt, v)6(b, X).

Then, the random variables {chkqu}jvzdj‘ satisfy Eq. (IIL.1), the Martingale condition [see Eq. (III.2)], the bounded

difference condition [see Eq. (IIL.3)] and the zero-difference condition [see Eq. (IIL.4)] ! :

j j—1
Pk = Yobgx ] = 01Fj=1) 2 1= p%- (IV-6)

1 This statement can be proven as follows. Since ch J

—1 . .
Ky X T Yc,k,u,y,x is written as

Yiwux —Yichox = D [0 00k, k)6, )iy, y) — plc = e, k' =kt =u,y’ =yl y' £ 0,6° = X)] 56", X),
€85 \Sqe

(1V.5)



Here, we identify the filtration F;_; with the random variables (Xj;x{lllesd“} 1).

Modified Azuma’s inequality in Eqs. (IIL.5) and (I11.6), and we obtain

Therefore, we can apply the

P(Sc,k,u,dct,y,x — (Sekyuy, X ) ger = IMA (€Y e pk, Ndct)) < e (Iv.7)

and
p(sc,k,u,det,y,x — (Se kg, X ) gor < —gua(efi v R, Ndet)) < e (IV.8)
Here, elc\/llzu’y’ denotes the failure probability associated to the estimation of (S¢ g w4, x) qet> and the function

gma (€ C]Z“’”’ ,PX, Naet) is defined in Eq. (IIL.7). Note that the quantity Sekudet,y,x in Egs. (IV.7) and (IV.8)
is not directly observed in the actual experiments, and we only know its range, given that the number of tagged
signals Nt is upper bounded by Niag, as

Sekdety,x = Oekdety, X — Ntag < Sebu,det,y, X < Se,k,det,y, X (Iv.9)
where S¢ k. det,y, x = |Se k,det,y,x|- By combining Eqgs. (IV.7), (IV.8) and (IV.9), we obtain

S;k,u,dct,y,X gMA( Y ]Zu v X7p§7 Ndet) S <Sc k,u,y, X>det < Sc k,det,y, X + gMA( ¥ kAu,y X,p)%y Ndet) (IVlO)

except for error probability 2610\;[]2%%)(. The bounds on S¢ n=1,u,det,y,x Will be expressed as a function of the rhs and
the lhs of Eq. (IV.10).

Next, we define the quantity (Scn,u,y,x)q that will be related to the number S v det,y,x through the Modified
Azuma’s inequality as

<Sc,n,u,y7X>det = Z p(c = n' = =n, t'=u y = y|XAva # 0, b= )5(bivX)a (IV~11)

1€Sqet

and we follow the above arguments about the Modified Azuma’s inequality. As a result, we obtain

<SC,1’L,u,y,X>det — gMA (Ei}ﬁgqhy,X’pﬁ’ Ndet) S Sc,n,u,det,y,X S <chn7u7y7X>det + gMA(€1C\/17/L§u i X7p§7 Ndet) (IV12)

except for error probability 2ey;y“Y ~.

From Egs. (IV.10) and (IV. 12) obtalned by means of the Modified Azuma’s inequality, we find that the remaining
task is to bound (Se 1,u,y,x)qer With {(Se,k,u,y,X ) ger & SUCh that Se 1. det,y,x can be bounded by the observed data
appearing in Eq. (IV.10). Next, in step 2, we relate the expectation (Sc i u,y,x)qer With {(Sen,u,y,X) e Jn through
some functions {f; . u,y x|det }n, and then by using this relation we bound (S¢ 1,u,y,x)gee With {{Se kuy,X)gertx D
step 3.

we can confirm that the Martingale condition

BY; =Yl Fil =B | Y [, 0dk, ko, w)i(y',y) —p(c' = ek’ =k t' = u,y' = ylxiig.y # 0,67 = X)| 8¢, X)| Fjy

€85, \Sia
= > pl@=ck =kt =uy =yxXig v 0,0 = X)p(b' = X|x4p,y' #0)
’Lesdet\sdet
- > pld=ck =kt =uy =ylxhg. v #0,6° = X)p(b' = X|x'i5,v" #0)
€8 \She

=0

holds. Also, Eq. (IV.5) assures the bounded difference condition: |Y; —Y;_1| < 1. Finally, from Eq. (IV.5) and using the assumptions (B-
1) and (B-2), we obtain the zero-difference condition in Eq. (IV.6) as p(\YJk wy, X YC k wy, x| =0[F-1) > (>, ies \si=1 (b, X) =

0|F;—1) =1-p&.



2. Step 2. Upper and lower bounds on (Seku,y,X)qee With {fe,nu,y,X|det In

In this step, we bound (S¢ k,u,y,X)qe i Eq. (IV 3) with {< ey, X ) qot fn through the functions {fe 4.y, x|det -
In the following discussion, we use the notation g=* := g, g**1, ..., gNeent.

First, from the law of total probability, the deﬁmtlon (D- 1) in the Results section and Bayes’ theorem, Eq. (IV.3)
can be rewritten as

<Sc,k,u y,X dct Z Z Z Z ¢ = c, k' = kani = n,g y = y‘XAB7 7é (Z) b = ) (bl )

1€Sdet M gleg‘ g=itl

=3 3> > ek =k =’ =n,g7 Y £ 0,y =y, Xap, b = X)

i€Sqet M giegGl  gZit!
xplc' =c,n' =n,g7"y" = ylxup.y' # 0,0 = X)3(’, X). (IV.13)
Next, we calculate the first factor of Eq. (IV.13) to obtain Eq. (IV.20) below.

(ki =kl =c,n' =n,g7" y £ 0,y =y, X'hp. b = X)

=p(k' = k|c' = ¢,n' = n,g7" x4y 5,b" = X) (IV.14)
=p(k' = k|c" = e;n' = 1,97, X4 5) (IV.15)
=p(k' = klc" = ¢,n" =n,g=" xy ) (IV.16)
i i i i >i 01
p(n - n|c =G k _ k g aXA )p(k _._]f|c =¢4g 7XA ) (IV17)
p(n' =nlct =c,g=", X% )
i — ol = e b = kg2t i)
_ pkp(’ﬂ : TL|C : c, : g 7§A i),l (IVIS)
Yo Pp(nt =n|ct = ¢, kP =k, J,XA )
e p(nt =nlet =k =k, g7 x4 pp(u|et = ¢ k' = k, g% aXA Y 1V 19)
Zk/ pk’ Zﬂi p(n = n|cZ = C, kz = k/7 - 7XA_ HU’ )p(:u’ |cZ = C, kz = k/a - 7XA 1)
D p(nt = nlp)o(ut, it
ke i P( ZOLIVTNTr S (1v.20)

g P 2 p(nt = )t )

where in Eq. (IV.14) we use the decoy—state property, namely, p(y® # 0,y° = ylk! = k,c = ¢,n* =n,g= ,XAB,bl =
X)=py' #0,y° =y|lc' =c,n' =n,g> 7XAB,bz = X) holds. This is because once g™¥st is fixed, Eq. (II.1) assures
that the total Ny, sending states have a tensor product structure which implies that the information of &’ is only
encoded in the i*" sending system B?, and the n-photon state in the system B° is the same for any choice of k*. In
Eq. (IV.15) we use the assumption (B-2) in the Results section, in Eq. (IV.16) we recursively use the decoy-state
property and the assumption (B-2), in Egs. (IV.17) and (IV.19) we use the Bayes’ theorem, and finally in Egs. (IV.18)
and (IV.20) we use Eq. (IL.1).

In Eq. (IV.20), from Eq. (11), Vi € Saer and Vg' € Glpy, 35, p(n* = n|u’)d(u', pj, ,:) can be upper [lower] bounded

- —ud e By ("
by e #x [e_“ﬁ for n = 0 and = #kn(!“’“) [ o (,“’“) ] for n > 1, which we denote by PoisV (n|k,u) [Pois"(n|k,u)].

n:

With these bounds, (S¢ & u,y,x )4 can be upper and lower bounded as

plc =ce,n' =n, gy = ylxag v £ 0,0 =X) _ .
(Se b Xaee <P Y Pois” (nl,u) wr o X)
e Py Zg > P Sy P = ) L, )

=Pk ZPOiSU(n|k7u)fc,n,u,y,X\dcta (IV21)
n

where we define the function

pé=cn' =ng'y' = yIxXap.y' #0.0' =X)
Fomupxiaen = 33 5, X V.22
o X % SR T L A L (22

1€Sdet gP€GT ¢

and

<Sc,k,u,y,X>det > Pk Z Pois" (n|kv u)fc,n,u,y,X|deta (IV23)

n



respectively. It is notable that Eq. (IV.21) represents a linear combination of {f; , uy x|det }ns a0 fe n uy X|det 1
independent of k, which is crucial in the next discussion.

3. Step 3. Upper and lower bounds on (Sc.n=1,uy,X)qe; With {(Sc,k u,y,X) et &

In this step, we derive an upper and lower bounds on (Sen=1,u,y,x)get With {(Se.ku,y,X) qor -

(i) Upper bound on (S¢ 1,u,y,X) got

First, we derive an upper bound on (Sec1,u,y,x)qo- From Egs. (IV.21) and (IV.23), we have two inequalities:
<SC,k27u,y,X>det > DPko Zn POiSL(n‘k%u)fc,n,u,y,X|det and <Sc7k37u7y7X>det < DPks Zn POiSU(n|k3au)fc,n,u,y,X\det- By
combining them and using the conditions 1 > ,ug and p > ,uZ:S (which we actually imposed in the protocol),
Je,u,y,X|det 18 upper bounded by

<SC,k2,u’y>X>det POiSU (O|k3> u)/pkz - <Sc,k37uyy,X>det POiSL (Ole’ u)/pk3

el X|det < Iv.24
fort iy x e Pois” (1] ks, u)Pois” (0| k3, u) — Pois" (1|ks, u)Pois" (0|ks, u) (1V-24)
Substituting the definition in Eq. (IV.22) gives the upper bound on (Sc 1 u,y,X) e 25
<SC»1,U7?J’X>det = Z p(ci = n' = 17ti = u, yi = y|Xf4731’ yi 7é @vbi = X)(S(bivX)
iesdet
< <Sc,k2,u7y,X>det POiSU (O|k3> u)/pkz - <Sc,k37u,y7X>det POiSL (O|k27 U)/pk3 POISU(1|’U,) (IV25)

B Pois" (1|ka, u)PoisV (0| ks, u) — Pois" (1]ks, u)Pois™ (0| ky, u)

Here, we define Pois” (1|u) = 3, _, pxPois” (1]k, w).

(ii) Lower bound on (Sc 1 u,y,X) qet

Next, we derive a lower bound on (Se,1,u,y,x) 40~ For this, we first use Eqs. (IV.21) and (IV.23), and we have three
inequalities:

e“k2 <Sc,k:2,u,y,X>det S 6#k2 DPko Z POiSU (n|k2a u)fc,n,u,y,X|deta

n

+ +
:L
e#ks <Sc,k3,u,y,X>det 2 euks DPks Z Pois (TL|,I<Z3, u)fc,n,u,y,X|det7
n

+ + ,
e 1 (Se kg, X ) gt = €K1 DRy ZPOISL(n|k17u)fc,n,u,y,X|dct- (IV.26)

n

By combining the first two inequalities, it is easy to show that

_ " B
el'r2 (Se ko u,y,X) dot B et'rs (Se ks uy,X ) qot _ i (M;c:)" - (Hkg,)n

Dk Pk ol ferny X|der-  (IV.27)
2 3 i

(%2 - :ulzg)fc,l,u,y,X\det >

n=2

If we assume p; > M;Q + u¥3 (which we actually imposed in the protocol), we have that (u;l)z[(pzz)" = ()" <
(1) = (1, )*) (g, )™ holds for n > 2 [4]. Therefore, Eq. (IV.27) leads to

—_ + _ _
el'v2 <Sc,k27u,y,X>det ef'ks <Sc,k3,u,y,X>det (M;z)z - (/j‘ks)z = (Mkl)n

+ _ - _ _
(:ukz /J'k3)fc,1,u,y,X|dct > Dha Dks (/1,;1)2 T; n fc,n,u,y,X\dcta
(IV.ZS)
which is equivalent to
_ - +
f 1 X|det > Mk?l 6“’“2 <chk2v“vva>det _ eﬂks <Sc,k3,u,y,X>det
¢, Lu,y, et — — — —
’ (1 = by (i, = 1, = i1z, Phs Phs
(13,)" = ()% (= (g, )"
- 2 2 ( Z . fc,n,u,y,X\det - fc,O,u,y,X\det)] . (IV29)

(h, )? o



If we assume 1 > ,u;l (which we actually imposed in the protocol), by using in Eq. (IV.29), the third inequality in
Eq. (IV.26) and the definition of f; 1 4y, x|det in Eq. (IV.22), we obtain the lower bound on (S 1,u,y,x) 4. @8 & function

of {{Sek,u,y,X)get J 1 a8

det

_ . - +
uk1P01sL(1|u) {6”’“2 (Seoka,uy,X)der %3 (Se kg, X ) qet
)

<S,,17 L, 7)(> > — — —
SRRt = ik — g g, — i, — B Pk Dk

(IV.30)

_ +
. (/JZ;)2 - (uka)Q (eukl <Sc,k1,u,y,X>det)}
(M&)Z Dky

Here, we define Pois™(1|u) = Zke,ckaoisL(Hk,u).

4. Step 4. Upper and lower bounds on Secn=1,u,det,y,x With {Sec k det,y,x }&

In this step, we finally derive the upper and the lower bounds on S¢ ;=1 4,det,y,x With experimentally observed data

{Se.k,det,y, X Fi-

(i) Upper bound on S¢ 1,u,det,y,x

We combine Egs. (IV.10) and (IV.12), which result from the application of the Modified Azuma’s inequality, with
Eq. (IV.25) to derive the upper bound on S 1,4, det,y, X -

18] .
Sc,lm,det’y,X < Sc,l,u,detﬁy,X C

c u . - 2, kg,u,y, X .
[Sc,kQ,det,y,x-i-gMA(61\}[’22’ ‘y'X,P;'?7Ndec)]P01sU(O\k3,u) _ [Su,kgyu,det,y,x*QMA(ﬁf\/If YR pR Nae)]Pois™ (0[k2,u)
Pkqy Pks
- L . U . U - L
Pois”(1]ks, u)Pois" (0|ks, u) — Pois™ (1|ks, u)Pois™ (0|ka, u)
iU ¢,Luy,X B
x Pois™ (1|u) + gma (eyia ;DX Ndet) (IV.31)
except for error probability
¢ lLuy, X | ¢ ku,y, X c,Luy,X
€ = ENIA + €A . (IV.32)

k=ka,k3

(ii) Lower bound on S¢ 1,4 det,y, X
Similarly, we combine Egs. (IV.10) and (IV.12) with Eq. (IV.30) to derive the lower bound on Sc 1 4, det.y,x -

. oo [Q— Tko,u,y, X
L /‘mPOlSL(HU) e!'r2 [S¢ ko usdet,y,x — gmalenia™”™ p¥, Naet)]
Sc,l,u,det,y,X 2 Sc,l,u,det,y,X = (M+ o )(M_ — /J+ _ M_) o
k2 k3 k1 ko ks 2
n
_ e“k:; [Sc,kg,det,y,X + IMA (GKEIX”u’y’va)B}a Ndet)]
Pkg
+
(175,)* = (13,)? (€51 [Se iy detiy,x + guia(efa ™, pR, Ny
_ Mk e k3 ( [Se,ky det,y, pk( MA X et)])} +gMA(€i}IlA,Uv?J»X,p§,Ndet) (IV.33)
k?l 1
except for error probability
ei,l,u,y’X — Z GIC\;IIXu,y,X + €§&1A’u7y’x' (IV.34)

ke
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Sdet = {1a4}
N G, —— B’ Success oo
1 0—8~ 80 [oe (N
= — — e e e - = = ]
N2, G2, B" .
A%( 02 O—Q—’ o] Fiilure
Eve Cl '
N3.G3 B3
33 ’O_‘_’ .- Fallure
A e
N GH, B Success
A4 04 O_‘_'\ ), .-':> OM‘. measurement

FIG. 1: Schematic representation of the virtual protocol for the case Nyent = 4. For each i, Alice first sends the system B* to
Bob via the quantum channel. The eavesdropper performs an arbitrary operation on this system, and sends the system B"
to Bob. Bob applies to the systems received the filter operation F', and we classify the events into two cases depending on
whether this filter operation is successful (the set of such successful events is denoted by Saqet, in the example Sget = {1,4}) or
not. For the successful events, Alice and Bob perform a joint measurement on the systems N*, G*, A*(C*) and B’* depending if
the outcomes of N* and G* are n* =1 and ¢* € Gl (n® # 1 or ¢* & Gl,,), respectively. For the failure events, Alice performs
a measurement on the systems N¢ G¢ and C'. In any case, once they have performed their measurements, Alice and Bob
announce the relevant classical information (CI) over an authenticated public channel. This is illustrated with a dashed line
in the figure. We can use this virtual protocol to prove the security of the actual protocol because the quantum and classical
information that is accessible to Eve coincide in both cases (see Proposition 1).

B. Lower bound on Sz 7 1,u,det

Just by following the same arguments that we use for the estimation of the bounds on S¢ 1 4 det,y,x in Secs. IVA 1-
IV A4, we find that Sz z14.det is lower bounded by the following quantity:

S%,Z,l,u,det

_ - s Z,ka, 4

P, Dokek Phbtg € €287 7 ko uder — IMA(EMA™" PZ Naer)] €3 (S5, 2.kt + Iua(Z8", pE, Naer)]
(i, — ) (e, — 1, — 1) Pra Prs
+
(13,)” = (1,)? €51 (S 7, 7.1y et + guia(exin™, 05, Na

gy =Y ks ( [S7,2 k1 det o (eMa z et)])} +gMA(Gf/fi\’u,pz,Ndet) (IV.35)

k1 1
except for error probability

ez = egn" +ega" + Prai. (IV.36)

kex

Here, we define Sy 1., qet = 92,2, ks,det — Neag-

V. DERIVATION OF THE PHASE ERROR RATE

In this section, we derive an upper bound on the phase error rate epn 2, z,1,u,det = Nph,2,2,1,u,det/S2,2,1,u,det- Impor-
tantly, the procedure introduced below is valid against coherent attacks. To derive an upper bound on eynz,2,1,u,det
we need to obtain an upper bound on the number of phase errors Ny z z,1,u,det- Below, in the first subsection, we
explain the derivation of Npy 7 2.1,u,det With the restricted phase intervals in Eq. (23), and in the second subsection,
we explain how to obtain Ny z 71 .u.det With the general phase intervals in Eq. (10) from that with the restricted
phase intervals.
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A. Derivation of Nph 7 7,1,4,det With restricted phase intervals in Eq. (23)

First, from Eq. (II.1), we have that the total Ngepnt states can be expressed as

Nsent
Z Nsem |g SQM>GN>mt ® |‘1/ ClKlN-LBz 901 L,,Usz >@iMi (Vl)
Nsent i=1

with

Wi cikinig = Y \/p(e)p(k))|c, k) CWZ Pk ) ') e | T (0 i) i (V.2)

ct Kkt

In particular, |T%(0 e 4> 1)) B can be expressed as

T (0% 4o D) e = (1) il O)se + ¢t 0) i | 1)) V2, (V.3)

and we define the eigenstates of the Y basis as |Y) gi := [1)i|0)s: and |[Y1) gi := |0) gi|1) g:, the ones of the Z basis are
|1Z) == (|]Y)+|Y1)/v2 and | Z+) := (—i|Y) +i|]Y+))/v/2, and the ones of the X basis are | X) := (|Z)+|Z+))/v/2 and
|X1) :=(]Z) —|Z1))/V/2. This means that the state |Ti(92i7gi7 1)) gi can be rewritten in terms of the Z eigenstates
as |T¢(0 ﬁ girD)pi = eloz"»g"ﬂ(cos @M}Bi + sin eciz’gi |Z4) o).

For Convenience, we describe Alice’s state preparation process of |‘Ilg,i>ci Kxinigi for gt € Gt - and n' = 1 by means
of an entanglement-based scheme. That is, we assume that she first generates the state

i (pi i / gi/2
Ki |: péij(eOZ,g“elz gt ClBl + ‘OX>C7

(6], g D)

(V.4)

O Do = > \/p(k)p(U g i)
ki

—i6

with |1/)iz(9éz’gmoiz’ng)>01‘3i = Zi:o ¢ Yezai/? |xz>cz|TZ(9;Z gt , 1)) gi/v/2, and afterwards she measures the system

C' to obtain ¢’. In this subsection, given ¢! = c and ¢* € G’_,, we suppose that 92 g lies in the following interval for

unt?
any i:
K zZ 3 Z 1 X Q0 ™ 3 ﬂ—
0y, € R =[-0,0], 0, . €RY =[r—0,7+0), 05 ,.cRy = [5 -0.3 +9] (w1th 0<6< 6) . (V.5)

To prove the security of the key generated from the Z basis, we follow the definition of the phase error rate. That is,
we consider Alice and Bob’s hypothetical measurements on their systems C* and B (where B" represents the system
B after Eve’s intervention) in the X basis given that Alice prepared the state |1 (6 0.9 Hiz gi)>cri3i. In this virtual

scenario, we have therefore, that Alice sends Bob the state |1/Jf”r gt ;) pi with probability p?

system C? in the basis {|4+)¢ci, | )i} with |[£)ei == (|02)¢i £ |12)¢i)/V/2, where

by projecting the

vir,m,g?

troi P“m)Cl] [Wz( 0z,9%° 1Z,gi)>ciBi]

[lwvlr m > } -
v pf/lr,m,g
PRSI S N L
Pt Paa Dzt 1)) 0] (=),
T Ao 00 v (V.6)
PRz hast 4 x 1)y ] (= ),
and
) R 1+ cos 703”“ 76;2’“
Phicitgt =t [PIRGIPIVS0), 41101, g o] | = e (V.7)
For later convenience, we define
. 0 + 0! _ 0 +0
7 0 1 7 0 1 v
Ovie,g' *= 2 2 — 01 gt = “0 2 “ (V.8)
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Thanks to Proposition 1 below, we are allowed to evaluate the security of the actual protocol by using the virtual
scheme illustrated in Fig. 1. In particular, we consider a virtual protocol where for each signal emission, Alice can in
principle prepare the following state if ¢* € G}, and n* = 1 instead of |\I/;l \)CiKipi as

p(k*)p 1|.uk1

i
‘\Il 11v1r A'KiB? —

[ a’ i A |¢al i 77‘|a (Vg)
at=0

where the system A’ is stored by Alice in a quantum memory. Here, the states {|¢", gi)tai are defined as

W]é g'> W}vu‘ ,+,9% > |/(/)1,g'b> |¢v1r —,g° >
[0h,g:) = [T(05,.40: 1)) [050) = T (01,40, 1)) and ¢ 5i) = [T (Box g, 1)), (V.10)

and the probabilities {pgi’gi}ai are given by

; A B A B ; ; A B j A
p(ZJ i _prprnrJrg” pl,g prprllr ,—,g%) pl2,gi :pé,gi :prX/2 and pz,gi =Px- (Vll)
Alice sends Bob the system B? in Eq. (V.1), and Eve performs an arbitrary operation on this system. On the receiving
side, thanks to the assumption (B-1) in the Results section, Bob can apply the filter operation F' to the system B”
to determine whether he will have a detection event (y* # @) or not (y* = @) prior to selecting the measurement

basis, which is represented by the Kraus operators {\/f B — M@, M@} Depending on this result, we classify all

the emissions into two types of events:

(i) a successful event (which is associated to the operator \/ I — My),

and
(ii) a failure event (which is associated to the operator 1/ Mp).

We denote the set of successful events by Sqet := {i|y’ # 0} where Sget := |Sqet|. Afterwards, we consider that Alice
and Bob perform joint measurements on all the signals. In particular, for the Successful event identiﬁed above as (i),
we suppose that Alice measures her systems N and G*, and 1f the outcomes are n’ = 1 and ¢° € G¢ ,, she measures
the systems A* to obtain the outcome of € {0,1,2,3, 4}. If o' € {0,1,2,3}, then Bob measures the system B’* in the
X basis to obtain the outcome y' € {0,1}, and if o’ = 4, then Bob measures the system B’ in the Z (X) basis with
probability pZ (p%) and obtains the outcome y* € {0, 1} Also, among the successful events of the type (i), if nt#1
or g* ¢ Gi .. Alice and Bob measure their systems C* and B’* and obtain the outcomes ¢! € C and y' € {0,1}.

For the fallure event identified above as (ii), Alice measures her systems N, G and C? and obtains the outcomes

n' € [0,00), ¢g* € G¢ UG and ¢' € C, respectively. Importantly, it can be shown that, from Eve’s perspective,
this virtual protocol is completely equivalent to the actual protocol given that Alice and Bob’s announcements and
classical post-processing are chosen appropriately.

Proposition 1 From Eve’s perspective, the virtual protocol described above is equivalent to the actual protocol, namely,
the quantum and classical information available to Eve are exactly the same for both protocols. Also, the correspondence
between classical information (', k") and the quantum state in the actual protocol is identical to the one of the virtual
protocol.

Proof of Proposition 1. First, we show that Eve’s accessible quantum information is the same in both protocols.
The case of the tagged signal (#' = t) or non-single-photon (n’ # 1) emissions is clear, as the quantum states sent by
Alice in both schemes coincide. Hence, the quantum information that is available to Eve is obviously the same in this
case. As for the untagged single-photon emissions, we have that in the virtual protocol Alice sends Bob the virtual
states [see Eq. (V.9)], while in the actual protocol, she does not. Still, we have that also in this case Eve’s accessible
quantum information of the system B’ is the same between the two protocols because the following relation

tI'A KzP[l‘I’ i 1v1r>A’LKiB’L] = trciK-LPH\I/ i 1>C’LKiB’L] (V12)

holds. To conclude, we show that Eve’s accessible classical information is also equal in both protocols. For the case
of the tagged signal (¢t* = t) or non-single-photon (n* # 1) emission event, since the quantum states are the same in
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both the actual and virtual protocols, the classical information declared by Alice and Bob in both schemes coincide.
Hence, we only need to consider the equivalence between both protocols for the case of n® = 1 and #* = u. For this,
we suppose that after finishing each of their joint measurements, Alice and Bob announce the classical information
as follows. Whenever their measurement outcome on the system A is o € {0,1}, Alice and Bob declare over an
authenticated public channel the Z basis. Also, Alice (Bob) announces the Z basis (X basis and its measurement
outcome) when o' € {2,3}. Finally, if o' = 4 and Bob’s basis choice is Z (X), Alice announces the X basis and Bob
announces the Z (X) basis and its measurement outcome. This way, it is easy to see that the classical information
announced in the actual and virtual protocols coincide. Furthermore, due to Eq. (V.2), we can confirm that the
correspondence between the classical information (c?, k%) and the quantum state in the actual protocol is equivalent
to the one of the virtual protocol. This ends the proof of the Proposition. |

Thanks to this Proposition, the security statements that we derive for the virtual protocol can be applied as well
to the actual protocol.

Next, we describe the state of the it* systems G*, C?, K*, N* and B"* from Alice and Bob’s point of view. Given
that Bob has ﬁnished Ineasuring the (i — 1)*® incoming pulse, Alice and Bob obtained the measurement outcomes
¢ = (nil gt 4yl with 4% being o or ¢! depending on whether the measured system is A? or C%.
Once the outcome ¢! and g>l are fixed, the operation acting on the system B’ is mathematically modeled by the
completely positive (CP) map A’ Gim1 pio1 g>i that includes Eve’s operation depending on the iterative information I'~!

announced by Alice and Bob up to the ( 1)*" trials. With this CP map, the state in the i*" systems G*, C*, K*, N*
and B’ is of the form

0"‘4'1371’17',—1

, V.13
tr[a’ci—l’l'i—l] ( )
where G¢i-1 i1 is defined as
O¢i-1,ri-1 1= Z plg" ', g7 P Z\/p (9'lg" 9= A Gis pior g2 (197 6 (Wi ot i i, i)
gZitl
=>_ > rlg"g="tHP Z\/Pg g7, 9= AL ik i goilg)) @i [V on ki vipi | - (V.14)
s gZitl

Here, the set of Kraus operators {/Allsl ci-11i-1 g2i}si acting on the system B' depends on the measurement results
¢! and the iterative information I*~! announced by Alice and Bob.

Let us now derive an upper bound on the number of phase errors Npp 7 7,1,4,det- For this, we consider the joint
measurement, performed by Alice and Bob on the ith event with ¢ € Sget. In particular, we are interested in the
probability of obtaining the measurement outcome n* =1 on the system N°, ¢ the measurement outcome g* € Gi .
(namely, t* = u) on the system G?, the measurement outcome o' = o € {07 1,2,3,4} on the system A’, and the
measurement outcome y° =y € {0,1} in the X basis measurement on the system B’* given that Bob’s filter operation
F' was successful. Such probability can be expressed as

p(n' = Lt = u,a' = a,b' = X,y' = y|¢" ",y # 1)

~ ~ a— i—1 Ji—1
=tr{ S Pl)nilg')erlo)ad @ gy x ——r ot }

t 52 i— i—
& TEICRE)

S S g S (1l g B oo o) W B oo g2 PV 2
P9 i b b Ukl,gl tr[Ei(6ci—17I7:_1)]

9 €0 97!

= (Clitaph ot | T3 x oo gims g2 PV )] ) - (V.15)

Here, we define £%(p \/IBM M@p\/IBu M@ ) gi = > (k)P pri i), go = 1 for a € {0,1,2,3} and

qs :=pB v Also, we deﬁne the operator T as

X, i1, [i—1 g>i

B (Ags o192 My (A oot oo go0)
117X74171711717921 ! tr[é’i(é’@fepa)}

(V.16)
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In Eq. (V.15), for convenience of notation, we have defined (A) := Zgiegﬁm Dgzitt p(ge)A. ‘
If we define Ny y,q,y,x as the number of events where Alice obtains the measurement outcome n* = 1 on the system
N, g* € G, on the system G*, a* = a € {0,1} on her system A" and Bob obtains the outcome y* =y € {0,1} in the

X basis measurement on the system B’!, the phase error rate is defined as the rate at which Bob obtains the outcome
i

y' = a® 1 on the system B’ among Y., _,, y=0,1 V1,u,0,9,X The phase error rate for the untagged single-photon
emissions can be expressed as
1
o Za:() Nl,u,a,y:a@l,X . Nph,Z,Z,l,u,det o Nph,Z,Z,l,u,det V.17
€ph|Z,Z,1,u,det = 1 - - . ( . )

> a=0 211;:0 Niu,oy.X Z;:O 211,:0 Niu,oy. X 52,2,1,u.det

In the third equality, we use the assumption (B-1) in the Results section which states that the efficiency of Bob’s
measurement is the same for the bases Z and X. In Eq. (V.17), the denominator can be estimated directly with
the decoy-state method. Next, we calculate an upper bound for the quantity Nph,z,7,1,u.det- For this, we first relate

Now,2,2.1,u,det With the sum of the probabilities Ea Op(n =1Lt =u,al =a,b = X,y =a®d 1L y" £ 0) over
1 € Sget- This can be done by using Azuma’s inequality [2]; we obtam

1
p<Nph,z,z,1,u,dcc S S i =Lt =ual =ab = X,y =as ¢y #0) > ga(Naer, P”’“‘>> <A

1€Sger =0

(V.18)

where ga(x,y) := y/2z1In1l/y. From Egs. (V.15) and (V.18), we have that Ny, z 2.1,u.det can be upper-bounded by

Nph Z,7Z,1,u,det < Z Z <Cllpa gt |: a®l,X,¢i—1 i1, >1P[‘w&,gl>31]:|> + gA(Ndet7 ph, Z71)u) (Vlg)

1€Sget =0

except for error probablhty eph Z1u " The first term on the rhs represents the transmission rate of the virtual
states |w0 g1> gi and |w .)pi- To upper bound this quantity using the experimentally available data, we ex-
press tr [T;eal X.ci-1Ii-1g P[|T (6 o, g" )}B]} for g¢ € Gi,, and ¢ € C, in terms of the transmission rates of the

Pauli operators fBi,XBi and Zp:. In particular, since P[|T(6,1))p:] can be decomposed as P[|Y(0,1))p:] =
(Ipi +sin0Xpi + cos0Zpi)/2, we have that

[Tt;EBlXCZ Lri-1, 27€[|¥Z(9629171)>B’] ' tr[Ta@lXCZ 1pi-1 >1IBl/2]
[T;@IXCI srien g PIT O, o D)) | = My tr[TO@lXC_ o >1XBl/2} , (V.20)
tr [Taeal,X,(l 1 i- 1’g2iP[|T (G(Z)X gnl)>B’i] tr[Ta@lXCl 1ri-1, >zZBl/2]
where Mi,- (VOlZ g”VfZ g VOZX 4 T with (VZ )t = (1,sin6’ gi» COS 9i ), and where T represents the transpose

operator. To calculate tr[T B1.X,cio1 1i-1 g>LIBb/2] tr[T B1X.cio1 11 >LXBL/2] and tr[ 1,1 Ti-1 >1213»1/2]
we use information from the states that are sent in the actual protocofll In doing so, we can upper- bound the first
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term of the rhs in Eq. (V.19) as

S 3 (Ot gt [P s g P )]

ZG’Sdeta 0
1 .
<ol Y (CptrTharxgin g g2 PG ) 21]])
a=0 iesdet
1
:Zpg Z <C;itr|:T;;€B1,X,Ci*1,1i*17gzi(IBi/2+Sinezo¢vi”giXBi/2+Cosejlvir,giZBi/2):|>
= Z-esdet
1
:Zpg > <cz Ztr[ e Dot x.cior gt g2 PIT (0L, )>Bi]}>
= 1€Sdet ceC
<ZpaZF 3 <cz tr[ Fonx.cit giog= PIT O, )>Bi]}>
ceC 1€ Sdet

*Zpa( N0y Y Pt =11 =ua' =2, = X,y =a @ 1/¢" ' £ 0)/ph

1€Sqet

+Fo¢ 1y Z p(’I’Ll = 1,t1 = U/,Oéi = 3,[)7 = X’yz = Oé@ 1|Ci_1,yi 7& @)/péﬁgz

1€Set

0 D0 ' = Lt = w ol =46 = X,yf = a@ 16y £ 0)/pEl ). (V.21)

1€Sqet
Ig the first inequality, the parameter py (with o € {0,1}) is an upper bound on pf)(l),gi = pg‘pgpiirﬂr(_)’gi, where
Plir 4,40 18 defined in Eq. (V.7), and these quantities are given by
py =Y = pzp7(1+sin6)/2. (V.22)

In the first equality in Eq. (V.21), the parameters eév;r,gi and inmgi are defined in Eq. (V.8). The second equality

in Eq. (V.21) is due to Eq. (V.20) and the parameters {Fi,c,gi}a,ca which connect the transmission rates of the Pauli



operators to those of the actual states, are respectively given by [1]

Faoz,g (962 g“giz g”géx g* )
—gin 982,9 + H;Z g 208){ 9"
4
1—% 1z,9" (662 g“eiz g”eéx g° )
. (96z,g + 91 2,90 206 x,9°
= Sin
4
FE) ,0x,9" <eéz 9“012 g”eéx g° )

:[1_(;05(

1
0z,9

iy

1z.,9

7 X3 7 7
Fl ,0z,9" (602 g“elz g”eox g° )
X3 X2
— oS 90279 + 912 gt 290){ g*
4
7 7 7 i
N 1z,9° ( 0z,9"7 "1z,9"> V0x, Qi’)
X2 X3
— oS 9027y + 912 g 260){ ,9°
4
7 I3 i i
I ,0x,9g° i Oz,g"’alz g”90x g )

In addition, the parameter
in the range of g’ 6 g

unt*
sin 6
sin 0+cos %9 ’

on I
a,c,gt

have the form [1]: F(I){oz =

1—sin 6

U
FI,OX -

The next step is to relate the sum of the probabilities Ziesdet p(nt =1, = u,a’ = B, b’

1+sin 6 *

0z.9

N I

— 6

1z,9

)

)
)

I
] o

16

)

)ouf:

)=

-sin (96Z g T 91249 296%9
sin (06z ,9° + Gi ;19' %x,g
+0;, =200 )

_Cos <062 gt 9124«; 206x,q

_COs <9(Z)Z g T 91249 296x,g
+ elz2g — 296)( g

)=

)

. that appears in the second inequality within Eq. (V.21) represents an upper bound

i 1-1
3002 g* + le g + 200){ g*
4 b
i i i 1-1
0, g0 + 305, 0 — 200 g)
4 )

91’
. 0z,9°
COS < B)

i —1
; Q-1
3902 gt T+ 912 gt T+ 290)( g°
4 b
_gi 0i . —2pi 171
0z,9% ; + 3 17,9 0x,9°
4 b
i —1
02.0° ;912 g )1 (V.23)

If the conditions stated in Eq. (V.5) are satisfied, we have that these quantities

F0 1z — Foozv I‘oox -

1—
cos20—sin 6’

sin 6

U
Fl,OZ

cos

0

cos 0 —sin %9 ’

Fllz Floz,a nd

Finally, the last equality in Eq. (V.21) is due to Eq. (V.15), where we note that ngi,ps g and p') g
are constant values [see Eq. (V.11)].

=X,y' = a®1|¢C" 1yt #0)

with 8 € {2,3,4} that appear in Eq. (V.21) to the actual number of such events, which we denote by S¢ 1,4 det,a®1,Xx
with ¢ € C 2. For this, we again use Azuma’s inequality [2], and we obtain

p(Sc,l,u,det,a@l,X -

<e

and

c,l,u,adl, X
A

1€Sdet

> plnt =Lt =uat = B0 = X,y = a @ 1¢ Lyt £ 0) < —ga(Nae, g0

(V.24)

p(Serwasnasix = D pn =18 =u,al = 5,6 = X,y' =a @1y £ 0) 2 ga(Naw, €521

1,u,a®1,X
<€C7;7 s
> €p .

1€Sdet

(V.25)

Now, if we combine Egs. (V.19), (V.21), (V.24) and (V.25), we obtain the upper bound on Npp 7z 7.1.4.det in Eq. (V.17)

as

Nph,Z,Z ,u,det < Zp ZF

ceC

c,l,u,dct adl, X + Sgn( a,c

) (Ndct, c,l,u,a®l, X)

p(e)pR

2 Note that 8 = 2,3, and 4 correspond to the case ¢ = 0z, 1, and Ox, respectively.

+ ga(Ndet, €4 ph Z’l’u)

(V.26)
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except for error probability

1
Lo, X h,Z,1,
€pp = E E [ A S 2/ (V.27)

a=0 ceC

Recall that S¢ 1,4 det,a@1,x in Eq. (V.26) is the number of instances where Alice emits an untagged single-photon using
the setting {c € C,b = X} and Bob obtains a detection event with the measurement outcome ae® 1 € {0,1}. These
quantities are not directly observed in the experiments, and hence we need to estimate them with the decoy-state
method, as we have explained in Sec. IV. Importantly, this has to be done in such a way that one obtains an upper-
bound on Nph 2.Z.1,u,det- 10 the case of S¢ 1 4. det,a@1,x, We take the following upper or lower bounds, depending on
the sign of F such that Npn,z 7.1,4,det takes its upper bound:

Sgl,u,det,aﬂal,x if Fg,c > 07 (V28)
Sal,u,det,a@l,X if Fg,c < 07 (V29)

where ST} qetamtx a0 SYy L der @1 x are defined in Egs. (IV.31) and (IV.33), respectively. By substituting
Egs. (V.28) and (V.29) into the rhs of Eq. (V.26), we obtain N4 oh.Z.7.1 u.det-

Finally, we calculate the failure probability associated to the estimation of the upper bound on Nph z z1,u,det
conditioned on ngag < Niyag and Sqer = Naet, which we denote by epn. It is given by the sum of elle in Eq. (V.27)
and E%H that is the sum of the failure probabilities associated to the estimation of {Sc 1.4, det,a, X fa=0,1,ceC:

€PH = €pyy + €by- (V.30)
The parameter €3y has the form ey =31 > oo €@h*X with e1%*X being the failure probability associated
to the estimation of S, 1 4 det.a.x in Eq. (V.28) or Eq. (V.29), namely, e&1%®X = eﬁl’u’a’x or eobwenX — ei’l’“’a’x

depending on whether we use the upper or the lower bound.

B. Derivation of Nyh 7z 2,1,u,det With general phase intervals in Eq. (10)

In this subsection, we describe the expression of the upper bound on the number of phase errors Nph 7, 7,1,u,det With
the general phase intervals that are shown in Eq. (10):

RYZ =105,,0,), Ryi =[07,.01,], RoxX = 05,00, (V.31)

ph —
where —Z < 6 <0,0<0y <7, 50 <gb <mr<OY < T <gl <Z andZ <6y < 2. In the estimation
of the number of phase errors, the dlﬁ'erence of the phase interval is only reflected in the upper bounds {Fg7c}a:071,cec
on {Fa g Ya=01.cec in Eq. (V.23) and {pY}a—o01 in Eq. (V.22), and hence we just need to replace {Fg7c}a=071,cec
and {pY}a—01 in Eq. (V.26). The explicit replacements can be obtained by considering partial difference functions

of Fa e.g¢ 10 Eq. (V.23) with respect to {92,gi}cec and by deriving the parameters {Hiy}cec to achieve the maximum
of fo gt . {pY}a=0,1 can be obtained in a similar way. The results are summarised as follows.
U
I‘0 0z 7 F6 02,91 (902, 912790X) I10 1z = F6 12,90 (90Z791Z,90X) F0 Ox 7 ylzréa{ﬁf U}{Po 0x,g¢ (902=912790X)}a

Fl ,0z —>F1 ,0z,9% (9827912?60)() I—‘1 A1z — le 17,9 (9827012a90)()7

i L : U Q(I;Z—HQ}IZ
F10X9(902,91Z,9X) if 65 —Z—Z,
05 +07 .. 05 +91
[ox =414 0x,g° (%zv'glzvzzz if 2452 € Ry,
oL +9U
L P 1 L
F;OXQ(GOZ,Glz,HOX) if —25—% <6y,
o, — 07 5, 0T,
1+ cos “45—4% 1 —cos “4—+%
U 2 U 2
Dy — — py — — (V.32)
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