Supplementary Information for
“Optimal Provable Robustness of Quantum Classification via Quantum Hypothesis
Testing”

Here, we provide detailed proofs for the robustness bounds presented in the paper in terms of the fidelity and trace
distance, stated in Lemma 1, Corollary 1 and the bound for depolarized inputs (Eq. (43) in the main part). To that
end, we first show a collection of technical lemmas related to quantum hypothesis testing with the goal of explicitly
constructing Helstrom operators which attain a preassigned level of type-I error probability. These constructions of
the Helstrom operators will then be used to derive an expression for the SDP (Eq. (3) in the main part) in terms of
the fidelity between the input states.

Supplementary Note 1. TECHNICAL LEMMAS

Preliminaries. We first recall the central quantities of interest. As in the main part of this paper, the null hypothesis
corresponds to a benign input state and is described by a density operator o € S(H) acting on a Hilbert space H
of finite dimension d := dim(#) < oo. The density operator for the alternative hypothesis is denoted by p and
corresponds the adversarial state in the classification setting. A quantum hypothesis test is defined by a positive
semi-definite operator 0 < M < 1, and the type-I and type-II error probabilities associated with M are denoted by
« and B and are defined by

a(M; o) :=Tr[cM] (type-I error) (1)
B(M; p) == Tr [p(1 — M) (type-II error) (2)

Throughout this supplementary information we will omit the explicit dependence on o and p whenever it is clear from
context. For two Hermitian operators A and B, we write A > B (A < B) if A — B is positive (negative) semi-definite
and A > B (A < B) if A— B is positive (negative) definite. For a Hermitian operator A with spectral decomposition
A =", \iP; with eigenvalues {);}; and orthogonal projections onto the associated eigenspaces {P;};, we write

{A>0}:= > P, {A<0}:= > P (3)
i X;>0 i X <0

for the projections onto the eigenspaces associated with positive and negative eigenvalues respectively. Finally, for
t > 0 define the operators

Pt,-i— = {p—tU > 0}, Pt,— = {p—tU < O}, Pt,O =1 _Pt,+ —Pt,_. (4)
Helstrom operators are then defined as
Mt = Pt’++Xt, OSXtSPt,O- (5)

Finally, recall the SDP * (Eq. (3) in the main part) in the Neyman-Pearson approach to quantum hypothesis testing
which, for ag € [0, 1], is defined as

82,(0, p) = minimize S(M; p)
s.t. a(M; o) < ayp, (6)
0<M<1,

The following Lemmas lead to an explicit construction of Helstrom operators attaining a preassigned level of type-I
error probability ap and which are optimizers of the SDP 8* (Eq. (3) in the main part). We first show that if a
sequence of bounded Hermitian operators A, converges in operator norm to a bounded Hermitian operator A from
above (below), then the projection {4, < 0} ({4, > 0}) converges to {A < 0} ({4 > 0}) in operator norm. This
subsequently allows us to show that the function ¢ — «(P; +) is non-increasing and continuous from the right, and
that ¢t — a(P, + + P, o) is non-increasing and continuous from the left. As a consequence, for oy € [0, 1], the quantity

T(aw) :=inf{t > 0: a(P4+) < o} (7)



is well defined. This implies the chain of inequalities

a (Pr(ag),+) < @0 < a (Priag),+ + Pr(ag)0) - (8)

Based on this, we construct a Helstrom operator M, (,,) according to

@0=a(Prag) ) if £0
M (ay) = Pr(ag),+ T 40 Pr(a),0, Q0 = {0 e othel(rW:;(jO) g7

9)

which attains the preassigned type-I error probability ay. We will show that these Helstrom operators are optimal
for the SDP 37 (o, p) in (6), so that

Lemma 1. Denote by B(H) the space of bounded linear operators acting on the finite dimensional Hilbert space H,

d:=dim(H) < oco. Let A € B(H) and {A, }nen C B(H) be Hermitian operators and suppose that || A, — A, 27200,
Then, it holds that

(i) A= A, <0 = [{4, <0} — {A <0}, =0, (11)
(i) A= A, >0 = [[{A, >0} — {A >0}, 0. (12)

Proof. We first show that convergence in operator norm implies that the eigenvalues of A, converge towards the
eigenvalues A. For a linear operator M let Ay(M) denote its k-th largest eigenvalue, A\ (M) > ... > A\;(M), where
g < d is the number of distinct eigenvalues of M. By the minimax principle (e.g. [1], chapter 3), we can compute A\
for any Hermitian operator M according to

Ap(M) = max min (Y| M[y). (13)
dim(V)=k [[]|=1

Now let € > 0 and let n € N large enough such that ||A, — A||Op < e. Let |[¢) € H be a normalized state and note
that by the Cauchy-Schwartz inequality we have

(@] (An — AN < (A — APl 9] < [|4n = All,, 1917 < € (14)
and thus
(VIA[Y) — e < (Y] Anly) < (VIA[Y) +e. (15)
Hence, for any fixed k > 1 and any subspace V' C ‘H with dim(V') = k, we have
min (W1AJ) — = < min (W1Au9) < min (14J) + (16)
=1 =1 =1

and thus, from (13), we see that

)\k(A) —e< /\k(An) < /\k(A) — & = |>\k(A) — /\k(An)| <e€ (17)
and hence
Me(An) 22225 Ne(A),  k=1,...,q. (18)

Alternatively, this can be seen from Weyl’s Perturbation Theorem (e.g. [1], ch. 3): namely, since A and A, are
Hermitian, it follows immediately from [Ax(A4) — Ax(An)| < maxy [Ax(A) — Ak(A4n)| < [|[A — A, ]|, that eigenvalues
converge provided that [|A, — Al|,, — 0. We will now make use of function theory and the resolvent formalism to

show the convergence of the positive and negative eigenprojections. Let M € B(H) be Hermitian, let o(M) denote
the spectrum of M and, for A € C\ o(M), let

Ra(M) := (M — \1)~ i)\ (k+1) 0y (19)
k=0



be the resolvent of the operator M. The sum is the Neumann series and converges for A € C\ o(M). Since M is
Hermitian, we can write its spectral decomposition in terms of contour integrals over the resolvent
q 1 q
M= A (M)P ith P, =— Ry (M) dA, d P, =1 20

where Pj is the orthogonal projection onto the k-th eigenspace and the integration is to be understood element-wise.
The symbol (v, —) indicates that the contour encircles A\;(M) once negatively, but does not encircle any other
eigenvalue of M. We refer the reader to [2] for a detailed derivation.

We now show part (i) of the Lemma. For ease of notation, let A\, denote the k-th eigenvalue of A and A, the k-th
eigenvalue of A,,. Since A4,, and A are Hermitian operators, we can write the eigenprojections {A, < 0} and {4 < 0}
in terms of the resolvent as

{A<0}=— > ]{ Ayd\, {A, <0} = L > j{ Rx(Ay) dA (21)

2mi
Le <0 (k=) E: Appn<0? (Ykns—)

where the symbols (v, —) and (yxn, —) indicate that the contours encircle only Ay and A, once negatively and no
other eigenvalues of A and A,, respectively. Since by assumption A, > A and A,,, A are Hermitian, it follows from
Weyl’s Monotonicity Theorem that Ap, > Ag. Let Ax be the largest negative eigenvalue of A, that is Ay > Ay >

S Ak-1 2> 0> Ag > ... > A, Note that if A is positive semidefinite, then so is A, and the statement follows
trivially from {4, < 0} = {4 < 0} = 0. Thus, without loss of generality, we can assume that at least one eigenvalue
of A is negative. Since A, > Ak, and in particular Ax_1, > Axg—1 > 0, there exists Ny € N large enough such that
Ak—1n > 0> Ak, for all n > Ny. Let 1y be the smallest distance between two eigenvalues of A

ro 1= mkin [Ae — Akt1] (22)

and let 0 < e < 2. Choose N1 > Ny large enough such that maxy>x [Arn — Ax| < €/2. Let 0 <0 < % — ¢ and for

k> K let B§+E := Bsie(Ak) be the open ball of radius § 4 € centered at \x. Note that aB§+E encircles both A, and
Ak. Then, for £ > K and n > N, the mappings

A Ra(A), Ae Bj, .\ {\), (23)
A= Ra(A,), A€ BE N\ {n) (24)

are holomorphic functions of A and each has an isolated (simple) singularity at A\x and Ay, respectively. Let 74, be
a contour around )y, encircling no other eigenvalue of A,,. Note that the contours 7y, and 9B . are homotopic
(in BY, .\ {\.n}). Thus, for all k > K and n > Ny, Cauchy’s integral Theorem yields

Ra(A,) d\ = Ra(Ay) d). (25)
Vk,n OBk

With this, we see that for n > Ny

1 q
(A, <0} —{A <0} = — ( (A)dA— ¢ Ra(Ay) d>\> (26)
2mi kz: % BE,. 7{,,” A
1 q
=) ( fg o B = () dA) (27)

and thus, by the triangle inequality

1{An <0}~ {A <0}, < 5 > § @ -4 @ (28)
=K 5+5 op
<o D0 s [BA(A) ~ Ra(An)l,, 2 (5+¢) (29)
k=K N€OB},
<(g—(K—1)-(5+2)- mK< sup ||RA<A>—RA<AH>||OP>- (30)
A€OBE, .



Furthermore, for any k and A € ('“)BZ;C o, the second resolvent identity yields

[1BA(A) = Ba(An)lop = [BA(A)(A = An) RA(A) [,

< A= Al - IRAA)],, [Br(A0)] (1)

op
We now show that the supremum over A\ € 9B}, _ in the right hand side of (31) is bounded. Since both A and A,

are Hermitian, it follows that their resolvent is normal and bounded for A € C\ o(4,) and A € C\ o(A) respectively.
The operator norm is thus given by the spectral radius,

IBA(A) o, = max [Au(BA(A))] - and  [[Bx(An)ll,, = max |Ak(Bx(An))] - (32)

op
Note that the eigenvalues of Ry(A) are given by (A\;(A4) — A\)~!. To see this, let A € C\ o(A) and consider

det (Rx(A) — pl) =det ((A—AL)"" (1 — (A — AL)ul)) (33)
o det (1 — (A — AL)pl) = (—p)™det (A — (u=' + A)1). (34)

Since det(Rx(A)) # 0 it follows that g = 0 can not be an eigenvalue. Thus, eigenvalues of Ry (A) satisfy

1 1
;+>\=)\k(A):>M=m~ (35)

The same reasoning yields an expression for eigenvalues of Ry(A,,). Thus

1 1
A = IES P TEEEN] Ay, = :
||R)\( )Hop m]?’X |>\k:(A) _ )\‘ a’nd HR)\( m )Hop m’?‘X |)\k:(An) _ )\| (36)

Note that, by the definition of ¢, for A € 8B§ o, the eigenvalue of A which is nearest to A is given by Ax(A). Since
this is exactly the center of the ball Bs,., it follows that

1

sup [|[RA(A)|,, = pR

AEaB(ISC-l—s

< 0. (37)

Similarly, for A € 83(1;' +o»> the eigenvalue of A, which is nearest to A is given A\;(A,) since n was chosen large enough
such that [Ax(An) — Ae(A)] < € and € < 79/2. Since § < % — ¢, it follows that the smallest distance from 9B}, _ to
A:(Ay) is exactly ¢ and thus

1
sup  [|[Rx(An)l,, = 5 < 0. (38)
A€OBE, .
Hence, we find that the RHS in (31) is bounded by % for A € (9B(’5€ .- Finally, this yields
{An <0} —={A <O}, < (0 +¢e)(g — (K — D)max | sup [[Rr(A) = Br(4n)ll,,, (39)
<+ )~ (K 1) A~ All,, =1 (10)
=0T n T Mlor 5125
q— (K-1) n—oo
— 5 | A, — A||Op 27 . (41)
In an analogous way we can show that
R n—o00
{An >0} = {A > 0}, < 5 [ 4n = All,, —0 (42)
where R denotes the index of the smallest positive eigenvalue of A. This concludes the proof. O

Lemma 2. The functions t — (P, +) and t — a(P, + + P, o) are non-increasing.



Proof. Let 0 < s < t. We need to show that Tr[oPs ] > Tr[oP; 4] and Tr[o(Ps + + Pso)] > Tr[o(P+ + Pio)l.
Note that for any Hermitian operator A on and for any Hermitian operator 0 < T < 1 we have

Tr[A{A > 0}] = Tr[A{A > 0}] > Tr[A - T] (43)

We first show Tr[oPs +] > Tr[oP; 4+]. Write T, := p — so and T} := p — to and note that the eigenprojections are
Hermitian and satisfy

0<{T,>0}<1, and 0<{T, >0} <1 (44)
It follows that
Tr [T {T; > 0}] = Tr [T:{T, > 0}] (45)
and similarly
T [T (T, > 0}] > T [T{T, > 0}]. (46)
Combining (45) and (46) yields
t-(Tr[o{T, > 0}] — Tr[o{T, > 0}]) > s - (Tr[o{Ts > 0}] — Tx [o{T} > 0}]). (47)

Since s < t it follows that Tr [0{T, > 0}] > Tr[o{T}; > 0}] and thus a(Ps+) > (P +). The other statement follows
analogously by replacing {T; > 0} and {Ts > 0} by {73 > 0} and {T, > 0}. This concludes the proof. O

Lemma 3. The function t — a(P; 4+) is continuous from the right.

Proof. Let t > 0 and let {t, }nen C [0, 00) be a sequence such that ¢,, | ¢ (i.e. t,, converges to ¢ from above). We show
that lim, oo (P, +) = a(P;+). Define the operators

A, i=p—tyo, Ai=p—1to (48)
and note that
|An = All,p, = ltn —t] - [[]l,, == 0. (49)

Since, in addition, both A, and A are Hermitian and A — A,, = (¢, — t)o > 0, it follows from the second part of
Lemma 1 that

{An > 0} = {A > 0}],, =0 (50)

and thus
a(P, +) =Tr[oc{A, > 0}] 22 Tr[o{A > 0}] = a(P 1) (51)
since operator norm convergence implies convergence in the weak operator topology. This concludes the proof. O

Lemma 4. The function t — o(P; + + Pio) is continuous from the left.

Proof. Let {t,}nen C [0,00) be a sequence of non-negative real numbers such that ¢, 1 ¢ (i.e. ¢, converges to t from
below). Let A, and A be the Hermitian operators defined by

Api=p—tyo, A:i=p—to (52)
and note that A— A, = (t, —t)o < 0 and [|4, — Al|,, — 0 as n — co. It follows from the first part of Lemma 1 that
{4, <0} = {A <0}, =0 (53)

and thus, since operator norm convergence implies convergence in the weak operator topology, we have
a(Py, 4 + Pr,0) =Tr[o(1 — {4, < 0})] 2= Tr[o(1 — {4 < 0})] = a(P.+ + Pro). (54)

This concludes the proof. O



Lemma 5. For ag € [0, 1] we have the chain of inequalities

a (Pr(ag),+) < @0 < & (Pr(ag),+ + Pr(ag),0) - (55)

Proof. Recall that 7(ap) := inf{t > 0: a(P,+) < ap}. Since, by Lemmas 2 and 3 the function ¢ — a(P; ) is
non-decreasing and right-continuous, the left hand side of the inequality follows directly from the definition of 7(«y).

We now show the right hand side of the inequality. Note that if ¢ := 7(ag) = 0, then P,_ = {p < 0} = 0 and
thus P,y + Poo = 1 and a(P, + + Pio) = Tr[o] = 1 > ag. Suppose that 7(ag) > 0 and let {t,}nen C [0,00) be a
sequence of non-negative real numbers such that ¢, 1 7(ag). Note that, since t,, < 7(ap) for all n and ¢t — a(P; 1) is
non-increasing and right-continuous by Lemmas 2 and 3, we have

Tr{oP;, 4] = a(P,, +) > (56)
by definition of 7(cy). Furthermore, since the projection P, ¢ is positive semidefinite, it follows that
a(Py, ++ P, 0)=Tr[o(P,++Pi0)>TrloP, 1] =a(P, +)> . (57)
The Lemma now follows since by Lemma 4 the function ¢ — «(P; 4+ + P; o) is continuous from the left and hence

a(Pr(ag)+ + Pr(ag).0) = lm a(F, 4 + P, 0) > ao (58)

which concludes the proof. O

Supplementary Note 2. CONSTRUCTION OF HELSTROM OPERATORS AND OPTIMALITY

Given ag € [0, 1], it follows from Lemma 5 that firstly ap—« (PT(QOH_) > 0, and secondly, since ag—« (PT(QOH_) <
o (PT(ao),+ -+ PT(OCO)70) -« (Pr(ao),+) we have that

Qo — o (PT(O‘O)7+)
& (Pr(ag).0)

€0, 1] (59)

if « (PT(ao),O) # 0. It follows that, for any ag € [0, 1], a Helstrom operator with type-I error probability oy is given
by

aofa(P.,.((,U))_,_) if P 0
M (ag) = Pr(ag),+ T 20Pr(ag),0, Where g := a(Pr(ag),0) na ( T(ao)’()) >0, (60)
0 otherwise.
To see that M, (,,) indeed has type-I error probability ag, note that if gy # 0 then
a(M; (o)) =Tr [JMT(O[O)] =Tr [JPT(O[O),_,_] + qoTr [UPT(QO),O] = qp- (61)

If on the other hand go = 0, then, by Lemma 5, we have ag = a(Pr(a),+) = @(Mr(a,)). The following lemma shows
optimality of the Helstrom operators, i.e. equation (10):

Lemma 6. Lett > 0 and let M; := P, + X for 0 < Xy < P, o be a Helstrom operator. Then, for any quantum
hypothesis test 0 < M < 1 for testing the null o against the alternative p, the following implications hold

(i) (M) < a(M;) = B(M) > B(M;)
(i) (M) > 1 —a(My) = 1-p(M)> B(M,)

Proof. Let ). \;P; be the spectral decomposition of the operator p — to with orthogonal projections {F;}; and
associated eigenvalues {\;};. Recall that

Ptﬁ_ = Z PZ Pt,— = Z .P»L', Pt,O Z:]I*Pt7+*Pt’_. (62)
i A >0 i A <0

We notice that for any 0 < X; < P, we have

Tr[(p — to)Xi] = Tr[(p — to) Pos Xo] + T [(p — to) P Xi] < Tt [(p — to) Py 4 Pro] = 0 (63)



and
Tr{(p—to)Xy) =Tr[(p—to) Py Xe] + Tr[(p — to) P, _Xy] > Tr[(p—to) P, —Po] =0 (64)

and thus Tr [(p — to) P, o] = Tr[(p — to) X¢] = 0. For the sequel, let M; := 1 — M; and M := 1 — M.
We first show part (i) of the statement. Multiplying with the identity yields

M — M; = (My + My)M — My(M + M) = M;M — M;M (65)
and adding zero yields
p(M — M) = (p—to)(M — My) + to(M — M) (66)

We need to show that S(M;) — 8(M) = Tr[p(M — M,)] < 0. Notice that

Tr [(p — to) MM ] = =Tr[(p — to)-M] < 0 (68)
and similarly

Tr [(p — to)M{M] = Tr [(p —to) M| >0 (69)

where the inequalities follow from 1 > M > 0. Finally, we see that

<t -Tr [O'(MtM MtM)] (71)
=t -Tr[oc(M — M;)] (72)
=t («(M) —a(M)) <0 (73)
where the last inequality follows from the assumption and ¢ > 0.
Part (#4) now follows directly from part (i) by noting that 0 < M’ :=1 - M <1 and
a(M) 2 1= a(M;) = a(M') < a(My) 2 B(My) < B(M') = 1 = B(M), (74)
This concludes the proof. O

Supplementary Note 3. PROOF OF LEMMA 1

Lemma 1 (restated). Let |¢,), |¥,) € H and let A be a quantum classifier. Suppose that for ka € C and pa, pg €
[0, 1], we have ka = A(¢o) and suppose that the score function y satisfies (9). Then, it is guaranteed that A(¢y,) =

A(g) for any 1, with

Woltn) P > 5 (14 Valon, 1) (75)

where the function g is given by

9(pa, pB) =1 —pp — pa(l — 2pp)+
2v/paps(l —pa)(1 — pp).

This condition is equivalent to (10) and is hence both sufficient and necessary whenever pa + pg = 1.

Proof. In order to prove the lemma, we show that the fidelity bound in eq. (12) is equivalent to the SDP robustness
condition (10) from Theorem 1 expressed in terms of type-II error probabilities. For that purpose, we first derive
an expression for the Helstrom operators in terms of the squared overlap between [t,) and [1),) and subsequently

solve (10) for |<1/10|1/1p>|2. For the sequel, let o = [¢5)(¥s| and p = [¢),)(1,|. Recall that a Helstrom operator with
type-1 error probability aq takes the form (60) which reads

0—Prag)t) o (P #0
M_r(ao) = PT(a0)7+ +(IOPT(a0),07 qo := {0 a(Pr(ag),0) ( 7(a), 0) s (77)

otherwise.



where 7(ap) 1= inf{t > 0: a(P;+) < ap}. We now proceed as follows. We first compute the spectral decomposition
of the operator p — to as a function of ¢t. With this, we derive an expression for a(P; +) and subsequently compute
7(ap). This yields an expression for the Helstrom operators with type-I error probabilities 1 — ps and pg which can
then be used to solve inequality (10) for the fidelity. We thus start by solving the eigenvalue problem

(p—to)n) =nln). (78)

Since o and p are both pure states, the operator p — to is of rank at most 2. It follows that there are at most two
states |no) and |n;) satisfying (78) with nonzero eigenvalues and, in addition, they are linear combinations of |¢,) and

¥p)
|77/€> = Zk:,alw0'> + Zk:,p|wp>7 k= 0, 1 (79)

with constants z; , and zj , that are to be determined. Substituting this into (78) yields the system of equations

Zk,p T VZk,o = NkZk,p

T (50)

=ty 2k,p — t2k0 = MkZk,0

where v := (¢,]1),) is the overlap between states p and o. The two eigenvalues n;, for which these equations possess
nonzero solutions are given by

1 1
m=501-1t)+R, m=501-1t)-R,
2 2
1 (31)
R= \/4 (11—t +t (1 - W)
with 1o > 0 and n; < 0. With the condition (nx|ni) = 1, the coefficients z;, , and zj , are then determined as
Zk,p = — VAL, 2o = (1 — ni) Ar, (&)
_ 82
AW = 2R | = 1+ 2|,
Recall that P, = > Py and hence Py = |no){(no|. We thus obtain the expression
k:nip>0
a(Py) = Tr[oP, 4] = |(noltoo) | (83)
= |20,0 + 20,07"[* (84)
2 212
= |Ao|™ |1 =m0 — 7] (85)
2
_ =1+
= 3R (86)
Substituting in the expressions for 79 and R yields
La-n+/4a-07+t(1-hP) -1+ P i
1 1+t—2|y
(P y) = =5 |1- - (87)
2\/}1 (lft)2+t<17|7\2) (1+1)% =4ty

The next step is to compute t4 = 7(1 — pa) and tp = 7(pp). By Lemma 2, the function ¢t — g¢(t) := a(P ) is
non-increasing and thus attains its maximum at ¢ = 0

9(0) = a(Po 1) = ) (88)

Furthermore, note that the only real non-negative discontinuity of ¢ is located at ¢ = 1 in the case where |’y|2 =1.
Since this corresponds to two identical states we exclude this case in the following and assume |y| € [0, 1). Notice
that, if ap > |y|°, then we have that 7(ag) = 0. Otherwise, if ag < |7|?, then we have that a(Py)=apift >01is
the non-negative root of the polynomial

s 124+ 26(1 - 2|7%) + L hEa=hP) )
ap(1l — ap)



which is calculated as

(=)

t=2v*—1— (200 —1
1l (209 — 1) ao(1 = ao)

Thus, in summary, we find that 7(ag) is given by

S - DPA=I® 2
T(ao):{w 1 (200 — 1) /BEEBE i ag < o, o)

0 if ap > |’y|2.

First, we notice that if |'y\2 < min{pp, 1 — pa}, then we have t4 = 7(1 —pa) =0 and t5 = 7(pg) = 0 and hence the
robustness condition (10) cannot be satisfied. In the case where min{pg, 1 — pa} < |7|> < max{pp, 1 — pa}, then
either t4 = 0 or tg = 0. Without loss of generality, suppose that ¢t 4 = 0. Then the Helstrom operator takes the form
Mri—pyy =1{p >0} +qa(1l — {p > 0} — {p < 0}) and thus

B(Mr1 ) =1 = Tr[p({p > 0} +qa(1 — {p > 0} — {p < 0}))] =0. (92)

In particular, it follows that the robustness condition 3i_,, (o, p) + B, (o, p) > 1 cannot be satisfied. The same

follows in the case where tg = 0. Finally, if |'y|2 > max{pp, 1 —pa}, then we have that ¢4 > 0 and tg > 0. We notice

that a(P, ) =1 —pa and (P, ) = pg and thus M._p,) = P, + and M,y = P, . Computing the type-II
error for M., yields
B(Mr(py)) = 1= Tr[pPry 1] = 1= [{ol,)* = 1 = [Ao]” I o (93)
2 2
2 T =)
= 2pa — 1)+ (1 — 1-2 _ 94
V" (2pa —1) 4+ (1 — pa) PA (= pa) (94)

where |ng) corresponds to the eigenvector associated with the eigenvalue g at t = t4. Similarly, computing the type-II
error for M, (,,) yields

B(Mr(py)) = 1= Tr [pPig 1] = 1= [(moltop)|* = 1 = [Ao|* [7|* ol (95)

l* (L= 1)

2
=y (1—2pp)+p |1—2(1—pB
™ ( ) ( ) Py T p—"

(96)

where |ng) corresponds to the eigenvector associated with the eigenvalue 1y at ¢ = t5. With these expressions, it
follows that the robustness condition (10), i.e. B3(M;(1—p,)) + B(M;(py)) > 1, is equivalent to

Wolt > (1 /1 ps— ol — 2p) + 2v/paps(lpa)(1 pB>) (9o7)

what concludes the proof. O

Supplementary Note 4. PROOF OF COROLLARY 1

Corollary 1 (restated). Let o, p € S(H) and suppose that o = |tb,) (s | is pure. Let A be a quantum classifier and
suppose that for ka € C and pa, ps € [0, 1], we have ky = A(o) and suppose that the score function 'y satisfies (9).
Then, it is guaranteed that A(p) = A(o) for any p with

T(p, o) < (pa. pu) (1 = V1= 3(pa. p0)?) (98)

where 0(pa, pB) = [% (1- g(pAJ?B))]%-

Proof. We denote the convex hull enclosed by the set of robust pure states as C := Conv({|¢) (| : |||¥){(¥] — o1 <
d(Pa, Pp)}). Observe that any convex mixture p = >, p;|1;)(1;| with ). p; = 1 of any sets of robust pure states
{|®:){i]} € C must also be robust. Thus it suffices to prove condition (21) implies p € C. Note that the boundary
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consisting of non-extreme points (which correspond to mixed-states) of C interfaces with the set C* = Conv({|¢*)(v*| :
") (*| — ol = 6(Pa, Pp)}). Thus, it suffices to compute the shortest distance r from o to C*, such that r =
min,« ||p*—o||; where p* € C*, then ||[p—o||; < r guarantees robustness. Further note that for every p*, 3D, p* D} € C*,
where D, = 20 — 1, such that ||p* —o||; = || Dop* D} — 0|1, and ||p1p* +p2Dep* D} — |1 < ||p* — 0|1 for p1+ps = 1,
and p; # 0, pa # 0. Therefore to minimise the distance to o, it suffices to require p* = D, p* D}, a valid of which is
o = (10"} 0* + Doltr*) (4% DE). As such we have

r=llo = 5 (19*) "] + Dol)(w° D)
= [1") ("] = o + 21 (wel*) P = (o[ o) (8] = ($le) 1) (Yol [ (99)
Note that we have |||¢*)(¢*| — ol = §(Pa, P) by definition and that
121(e0 [¥*) [P0 — (o [$™) e ) (] = (Wla) ) (Wollt = [(Wo ") [ Tr [[¢0a) (Do | + [ )W = (W *) [9a) (| = (V[0 [0*) (6]

= (o) T [(o — [ ) (") (o — [ ) (" ])]
= [ o))" = ol

— §(Pa, Py /1 — w. (100)
Applying the reversed triangle inequality, we finally arrive at
r 2 |llo = [*) (@[l = 1210 [ Po = (o [*) o) (8] = (Dla)[8) (o1
a1 1 SR, (o)
O

Supplementary Note 5. ROBUSTNESS WITH DEPOLARISED INPUT STATES

Corollary 1 (Depolarised single-qubit pure states). Let |1,), [¢,) € C? be single-qubit pure sates and let Sgep be a
depolarising channel with noise parameter p € (0, 1). Then, if pa > 1/2 and pg = 1—pa, the robustness condition (10)
for 5;,1‘31“(0) and SSEP(p) is equivalent to

1 2pa(1=pa)—p(l—=3p) ¢ 1 4—6p+3p?
1 5—\/ a3 <pa < e
5 Ma) (ol = 1) (Wlll; < (2=p)-(1—2pa)? ¢ 4= Gp+3p? 4-3 (102)
2 SN VA ==y if apre <PA S o
: 4-3
1 ifpa > 4722.

Proof. In order to prove the corollary, we proceed in a manner analogous to the proof of Lemma 1. Specifically, we
show that the condition on the trace distance in eq. (102) is equivalent to the SDP robustness condition (10) from
Theorem 1 expressed in terms of type-II error probabilities. Let o = |¢5) (5|, p = |¥,)(¥,| and recall that the type-I
and type-II error probabilities are given by

a(M; £ (0)) = Tr [MEFP(0)], B(M;E;P(p)) = Tr [(1 — M)E;P(p)] (103)

with 0 < M < 1. Let o := £J°P(0) and p/ := £3°P(p) and recall that a Helstrom operator for testing the null o’
against the alternative p’ with type-I error probability o takes the form (60)

@0—(Prag)+) 5, (Pr(a0)0) # 0,

M:(ag) = Prag),+ + @0Pr(ap),0, Q0= {0 o) (104)

otherwise.

where 7(ap) := inf{t > 0: (P, 1) < ap}. Let M} := M;_,,) and M := M, ¢,y and note that by assumption
pB = 1 —pa and hence M3 = My. The SDP robustness condition then simplifies to 57_,, (o', p') > 1/2. We now
proceed as follows. We first compute the spectral decomposition of the operator p’ — to’ as a function of ¢ and relate
it to the fidelity between o and p. With this, we derive an expression for a(P; 1) and subsequently compute 7(ayg).
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This yields an expression for the Helstrom operator with type-I error probability 1 — pa which can then be used to
solve inequality (10) for the fidelity. We thus start by solving the eigenvalue problem

(¢ —to’) ) = ) (105)

which can be rewritten as
1—1t
((1 —p)-(p—to)+ ]9(2)112) n). (106)

We notice that the operators p’ —to’ and p — to share the same set of eigenvectors. Furthermore, if 77 is an eigenvalue
of p — to with eigenvector |n), then the corresponding eigenvalue p of p’ — to’ is given by

p-(1-t)

p=1=pn+=— (107)
From the proof of Lemma 1, we know that the eigenvalues of p — ¢ - o are given by
1 1
nO:§(1_t)+R>0a n1=§(1—t)—R§0
1 (108)
R = \/4(1 - t)2 +t(1 - |7|2)7 Y= <1/)p|wa>
with eigenvectors
Im0) = =7 Aoltp) + (1 —10)Ao|vbe), [n2) = =y A2|thp) + (1 — n2) A2|ts)
-2 2 (109)
|Ag| ™" =2R|m, — 1+ [7[7|.
With this, we can compute the eigenvalues ug and eigenprojections Py of p' — to’ as
1—-1t 1-1
po=1=pio+p-—5= m=0=pm+p ——, (110)

Py = [no){nol, Pr = |m){ml

Since g > 0 > m f20r any t > 0, we have pg > p1 and furthermore, the eigenvalues are monotonically decreasing
functions of ¢ for |y|” < 1. To see this, consider

dR 1+t -2
~ = +t—2hl (111)
2/ (1+1)2 — 4ty
and thus for V¢ > 0 and |y> < 1
duo dR 1 d/.Ll dR 1
0T Ll <o 112
@ a2~ Vad g a 2" (112)

Hence, since both eigenvalues are strictly positive at ¢ = 0, there exists exactly one & such that uj vanishes at &,
k =0,1. Algebra shows that these zeroes are given by

L 20 - P -p)? p(2—p)
=TT ey (H\/H(l—IVIQ)(l—p)Q) b

2= =p? (L p(2-p)
ST ey (1 \/1+<1—|7|2><1—p>2><1

(113)
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We define the functions

L Lepehl-1-n) .

(141)2 — 4t |

1-p)2h*-1-1)

gmw=mw%n=§ﬁ— , (115)

go(t) == (nolo’|no) = %

(141)2 — 4t |y

1, 0op0re0-2hD) 1)

Jo(t) :== (nolp|mo) =

N =

(141t)2 — 4ty

(L—p)(1+1t- (12"
2

1— (117)

f1(t) == (nolp'|no) =

|~

(1+1t)2 — 4ty

With this, we now compute ¢t — (P, 1) as

1 0<t<é&
(P i) =Tr[o' Pyl = go(t) & <t<& (118)
0 & <t

For ag € [0, 1], we compute () :=inf{t > 0: a(P,+) < ao} as

o 0 <y < go(&)
-1
)90 (a0) go(&) < ap < go(61)
mla0) = & go(&1) S ap <1 (119)
0 Qp = 1
where
g o) = 2> —1+2(1 — an)\/ hFa=h" (120)
0 p(2 —p) —dap(1 — o)

To solve condition (10) we now have to distinguish different cases, depending on which interval 1 — p, falls into.
Firstly, if 1 — pa = 1, then 7(1 — pa) = 0 and thus S(M}) = 0 in which case the condition can not be satisfied. If
1 —pa € [90(&1), 1), then we have 7(1 — pa) = &;. In this case, it holds that py > 0 and g1 = 0 and the Helstrom
operator is given by

11— _
M = o) ]+ 2230 (121)
and the robustness condition reads
BOMR) = 1= foler) — T2 B ) 5 (122)

which cannot to be satisfied simultaneously with 1 —pa € [go(£1), 1). If, on the other hand 1 — pa € (g0(&o), go(&1)),
then 7(1 — pa) = gy (1 — pa) and o > 0 > py. The Helstrom operator then is given by M = |no) (19| which leads
to the robustness condition

1= folgo ' (1 —pa)) > (123)

N |

which, together with 1 — pa € (g0(&o), g0(£1)), is equivalent to

1 4pa(1l—pa) — p(2 — 1 4 —6p+3p°
|7|2>< +\/pA( pa) = p( p))) iépA<#- (124)

2 (1—p)2 ~ 4 —4p+ 2p?
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In the last case where 1 — pa < go(&0), we have 7(1 — pa) = & and thus ug = 0 > u1. The Helstrom operator is then
given by %W)}(nd, leading to the robustness condition

1 —pa 1
- Jo(§o) > -
90(&o) (&) 2
Together with 1 — pa < go(&p) this is equivalent to
4pa(1—pa)—p(2—p) o 14(1-p)*
(T=p)?(10—pa)—p2D))’ N O

Fi

Since by assumption p and ¢ are pure states the proof is completed by noting that we have

Iy[? > { 4=3p=20a(2=p)(2-p(-2pa))  j 4=6p+3p”

4—3p

0, ipr > —2p

nally, combining together conditions (124) and (126) leads to

31/ B ) i <pa <

2 2
(4—3p—2pa(2—p))(2—p(3—2pa)) .p 4—6p+3
™ > 8(1\1*17)2(1*171%) ae, 4—45+2£2 <pa <
0, if py > 4=3p

T(p, o) = vl—F(p,O’)

by the Fuchs-van de Graaf inequality.

Supplementary Note 6. ALGORITHMS

Here, we provide pseudocode for the algorithm presented in Section 1T E.

S1-p)2(1-pn) o M T <PAS

4—2p°

(125)

(126)

(127)

(128)

Protocol 1 Robustuness Certification(o, N, «, A)

Require: Quantum state o € S(H), number of measurement shots N, error tolerance «, a quantum classifier A = (&, {Ilx }xec)-

Ensure: Predicted class ka, prediction score pa and robust radius rr according to Eq. (17) in terms of fidelity.

1
2
3
4
5:
6
7
8
9

: Set counter ng < 0 for every k € C.

:fork=1,... N do

Apply quantum circuit £ to initial state o.

Perform |C|-outcome measurement {Ilx}recc on the evolved state (o).
Record measurement outcome k by setting ny <+ ng + 1.

: end for

. Calculate empirical probability distribution ¥ « n,N—'.

: Extract the most likely class ka4 < arg maxy y,ﬁm

: Set pa + y,(f::)(a) — /== 1;]%,(0‘).

10: if pa > 1/2 then
11: Calculate robust radius r7r <+ % + /pa(l —pa).
12:  return prediction k4, class score pa, robust radius rg.
13: else
14:  return ABSTAIN
15: end if
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