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I. Motivation: Complexity-Theoretic Security

A certified randomness expansion protocol must generate randomness that is secure against potential adversaries. The adver-
sary receiving the quantum circuits could be using strategies that provide less entropy than the client desires (or no entropy at all).
Ref. [1] proves that if a device generates outputs that pass the XEB test with high enough probability, it must generate 2(n) bits
of entropy. However, Ref. [1] considers XEB tests for k samples generated from a fixed circuit, whereas our setting considers
XEB tests for £ samples generated from & distinct circuits because we request one sample per circuit. In the remainder of this
section we extend the security analysis of Ref. [1] to our setting. In some cases we reference theorems stated in the extended
arXiv version of Ref. [1], which is Ref. [2]. The notation in this section aims to be consistent with [1, 2] and differs from that
used in the sections below. Readers who are uninterested in complexity-theoretic motivations can skip to other sections without
issue.

This argument builds on the LLHA (Long-List Hardness Assumption) conjecture, which was stated and proven for a random
oracle model in Ref. [1]. To state the conjecture, we first define the following problem:

Definition 1 (Long List Quantum Supremacy Verification LLQSV (D), restated from Problem 2 of [1]). We are given oracle
access to M = O(23") quantum circuits Cy, . ..,Cypy, each on n qubits, which are promised to be drawn independently from
the distribution U. We are also given oracle access to M strings s1,...,sy € {0,1}"™. The LLQSV(D) task is to distinguish
the following two cases:

1. No-Case: Each s; is sampled uniformly from {0, 1}".
2. Yes-Case: Each s; is sampled from pc,, the output distribution of C;.
We denote the yes-case condition as 5 ~ ps and the no-case condition as § ~ U M,
The LLHA conjecture is defined with respect to the above problem and a parameter B:

Definition 2 (Long List Hardness Assumption LLHA (D), restated from Eq. 3 of [1] and Assumption 5.1 of [2]). For an
n-qubit quantum circuit distribution D and some parameter B < n, denoted as LLHA g (D), it holds that

LLQSV(D) ¢ QCAMTIME(28n°W) /q(28n0M), (L1)
where q denotes quantum advice.

Here, QCAM (Quantum Classical Arthur—Merlin) is a class of problems that admit an Arthur-Merlin protocol with classical
communication and a quantum verifier. QCAMTIME(T)/q(A) is the generalization of QCAM, where the verifier can use
running time 7" and receives A bits of quantum advice that depend only on n. To justify this conjecture, Ref. [1] shows that
LLHA holds in the random oracle model. This serves as evidence that LLHA might hold for random circuit sampling.

The LLHA conjecture can be used to show that any algorithm that achieves a high cross-entropy benchmark score with a
sufficiently high probability must necessarily generate entropy. In particular, we can define what we mean by “achieving a high
cross-entropy benchmarking score.”

Definition 3 (Linear Cross-Entropy Benchmarking LXEB,, (D), restated from Problem 1 of [11). Let D be a probability dis-
tribution over n-qubit quantum circuits. The LXEBy, (D) problem is to perform the following task [3]: given C ~ D, output a
set of k distinct bitstrings {z1, . . ., zi } such that

ZPC(Zi) > (12)

where pc(z;) is the probability that the output of quantum circuit C'is z;, and N = 2.

In other words, the LXEBy, ;, problem amounts to drawing samples that achieve a cross-entropy benchmarking score, over k
samples of a single circuit C', higher than some threshold b. We remark that here we add the requirement that the bitstrings must
be distinct to avoid the situation where an adversary repeats a single large probability bitstring to get a high score. The presence
of entropy in such samples is guaranteed by the following theorem.

Theorem 4 (LXEBy; ;. ensures von Neumann entropy, restated from Theorem 5.10 of [2]). For integer m, assume that
LLHA (D) holds for distribution D over circuits acting on n qubits. Then for any device which on input of a circuit C ~ D
outputs a classical state Z over {0,1}"* (k bitstrings, each of length n) solving LXEBy, , with probability q, it holds that

H(Z|C) > ? (bbq__ll - n_‘”(l)) . (13)



While the theorem above guarantees von Neumann entropy H (Z|C') in samples that pass the LXEB,, 5, problem, note that the
statistic we use in the main text is slightly different from the statistic in Definition 3. In particular, whereas LXEBy, ;; is defined
with respect to many samples corresponding to the same circuit, the statistic we use is defined over a set of circuits. We define
the modified problem in the same style as LXEBy, j:

Definition 5 (Mixed Linear Cross-Entropy Benchmarking MLXEB,, ;.(D)). Let D be a probability distribution over quantum

circuits on n qubits. Then the MLXEBy, 1,(D) problem is as follows: given C with |C| = k and with each C; drawn from D,
output samples z1, . ..,z € {0, 1}"™ such that

k
bk
;pci(%) >+ (14)

Our main result for this section is a proof ensuring entropy for an algorithm that solves the MLXEB,, ;. (D) problem.

Theorem 6 (MLXEB, ;, ensures von Neumann entropy.). For integer n, assume that LLHA g (D) holds for distribution D over

circuits acting on n qubits. Then for any device that on input of a set of k independently sampled circuits C with C ~ D*
outputs a classical state Z over {0,1}"* (k bitstrings, each of length n) solving MLXEBy, , with probability g, it holds that

B (bg—1
H(Z|C) > 5 (5_1 - n“’(l)) . (L5)

Proof. The proof is given in Section [ A. O

Complexity-theoretic evidence that a device solving the MLXEB,, ;, problem must generate entropy gives justification that our
protocol based on the statistics defined in Eq. II.1 can be used for randomness certification and expansion. For notational conve-
nience, for the rest of the paper we use the term “cross-entropy benchmarking score” to refer to MLXEBy, ;,. Furthermore, our
primary statistic, the XEB score (defined in Eq. II.1) is the same as Eq. 1.4 in the definition of MLXEBy, ;, up to a normalization
factor and a constant offset.

A. Proof of Theorem 6

To give a complexity-theoretic guarantee of entropy generation, we follow Ref. [2] in proving an intermediate result showing
that a polynomial time quantum algorithm that solves LXEB while having low von Neumann entropy can be used to solve
LLQSYV, thereby violating LLHA. We begin by stating the LXEB version of the result (Theorem 7) and clarifying the difference
from the result in [2]. Then we state the MLXEB version that applies to our experiment (Theorem 8) and provide a series of
lemmas that are needed to prove both. Finally, we provide proofs for both theorems.

Theorem 7 (Low-entropy algorithm solving LXEB also solves LLQSYV, modified from Theorem 5.8 of [2]). Consider a device
A which runs in quantum polynomial time and satisfies the following condition:

B [(bg—1—¢
H(Z|C)a < 0l (bl)’ (1.6)

bk
= P i) > — 1.7
R S [% pcl(zi) = N] ; @7
where ¢ = n~ %W and q is the probability of A passing LXEBy . If such an A exists, then there is a quantum-classical

Arthur-Merlin protocol which on input of an O(n)-bit advice string, solves LLQSV 5(D) in time 25n°M). In other words,
LLQSV (D) € QCAMTIME(221n°M) /O(n).

This theorem is modified from [2] since the original theorem requires .A’s min-entropy to be bounded, whereas our theorem
requires A’s von Neumann entropy to be bounded. It turns out that the original theorem is not technically possible. To see
this, note that the original proof provides a lower bound on the single round min-entropy, which scales linearly in n. This is
impossible: one can honestly perform quantum sampling 99% of the time and return the zero bitstring 1% of the time, which
is an algorithm with min-entropy Hy,i, = — log, 0.01 regardless of n and passes LXEB with high probability. We fix this by
bounding the von Neumann entropy for the single-round analysis. The technical issue with the analysis in [1, 2] that leads to



this impossible conclusion is that the set used in the approximate counting protocol is ill-defined since it depends on random
samples from the quantum algorithm, which Arthur and Merlin cannot agree on. Our analysis below is free from this issue.

If LLHA is true, Theorem 7 implies that the output of the algorithm that solves LXEB must contain entropy. However, our
experimental protocol does not check if the algorithm solves LXEBy ;, since we request one sample per circuit. Therefore, we
wish to prove an equivalent theorem for the MLXEB case.

Theorem 8 (Low-entropy algorithm solving MLXEB also solves LLQSV). Consider a device A which runs in quantum poly-
nomial time and satisfies the following condition:

= B [(bg—1—¢
H(Z|C) < ) <b—1> , 1.8)

ch (i) > ] (19)

where ¢ = n=9M)_ If such an A exists, LLQSV 5 (D) € QCAMTIME(282.°(M) /O(n).

qg=
Cka EN.A

We provide the analysis for the MLXEB case. Adaptation of the proofs to the LXEB case is straightforward, and we remark
on the necessary changes at the end of this section. We first prove that an algorithm satisfying the requirements of Theorem 8
must output heavy hitters (outputs with probability greater than 7/25 /2 for some T € (0, 1]) often.

Lemma 9. An algorithm satisfying the requirements of Theorem 8 must output heavy hitters with probability at least p satisfying

p > M where
= T
=  Pr [Pr [A Gy = 5} > } , (1.10)
p(7) L (©) 552
and p = p(1).
Proof. With Markov’s inequality, Eq. 1.8 implies
1 B Z|C)  bg—1-— bg—1—¢  b(l-
P log —————— >~ | < (Z1C) _ ba f e p>1- A s_-a+e gy
C~DF, 2~ A(C) PT[A(C) :5} 2 B/2 b—1 b—1 b—1
O
We now examine the expectation value of a random variable Y (C_" ,8):
Vo(C,5) = Pr [PrlAC) = 2] = g AZiiz =) (L12)
F~A(C) 2B/

We see that Y, is the probability that the output of A consists of heavy hitters with probability satisfying the conditions of
Lemma 9, with at least one matching bitstring. Define its expectation value in the yes-case and no-case of LLQSV defined in
Def. 1 as pq and pg:

m(r)=_ E  [Y.(C,3)], polr)=_ E [¥;(C,3)] (L13)

C~DFk Frps CnDk sollk

The gap between w1 and po helps distinguish between the yes- and no-cases. Showing the gap between p; and pg requires
the following lemma.

Lemma 10. Denoting the condition that the output Z passes MLXEB,, . as V(C,2),

Pr {31 2 =5 |V(C 5}2%70 N2> (L14)

—_

S~pa



Proof. Given any Z, whether z; = s; is independent for different ¢ since the s; are independently sampled. Using the inclusion-
exclusion principle to the second order,

Pr (3,2 =s;] > Prlz;=s;]— Y Prlz = 5] Pr[z; = s} (1.15)

= pr[% =si] — ZPY[% = si ZPT[%’ = si] (L16)
2

= Prlz=si] - (Z Prlz = 8i]> (L.17)

= ZPQ (zi) <1 — ch(zz)> . (I.18)

The value of Eq. 1.18 increases until 3, pc, = 1/2. For >, pc, > 1/2, Pr[3i, z; = s;] > 57 > bk/N since k = O(n?).
Conditioned on passing MLXEBy, ., we have ), pc, (2;) > bk/N. Therefore,

) = . bk b2k
P [Elz,zi = 5,|V( ,z)] > - (L19)
O
Now we show the gap.
Lemma 11. For7 € [0,1],
pa(7) > p(r)+g-1 (120)
fio(7) p(T)
Proof. For the yes-case,
)= E  [v.(G,3)] = Pr [Pr [A(C*) - 2} > ATiiz= 51} 121)
CnDF 5npgs CnDF npa,2nA(C) 2B/
> Pr [Pr [A(C*) = z} > Adiiz=sAV(C, z)} (122)
GnDE mpg 2 AC) 25/
— T — - T .
- P [3‘;1-:1-13[ C:*}> /\VC’,"] P [P[ C:*]> AV(G,2)] @23
gN;é itz =s5;|Pr|AC) =2 > 3572 (C,2) 5~Dk,2r~A(é) r|A(C) =2 > 3573 (C,2)| 1.23)
S (% _o( L Pr [Pr [A(C*) - 5} > T _AV(C 2)} (1.24)
—\N N2 CnDk 2~ A(G) o — 9B/2 ’ ’
bk 1
N (p(r)+q¢—-1)-0 <NQ> : (1.25)
The fourth line holds by Lemma 10, and the last line holds by union bound.
For the no-case,
- - k
pwir)= E  [Y.(C,8)] = Pr [Pr [A(C) - z} > ATiiz = s} =2 (). (1.26)
GnDF gtk GnDF stk 2~ A(D) 28/ N
By Eq. .25 and 1.26, we conclude the proof. O

Lemmas 9 and 11 of this work and Lemma 5.4 of [2] imply that for p1, ¢ defined for an algorithm satisfying the requirement
of Theorem 8,

m@) ) pta-1

>1+e. (1.27)

Further, by the same argument used in Lemma 5.5 of [2] (modulo some typos), we have the following result. This result is
necessary due to the need for Arthur to verify Merlin’s claim in the Goldwasser-Sipser protocol. The manner in which this arises
in our work can be seen in Eq. 1.42. For Ref. [2], it is discussed before Lemma 5.5 and can be seen in Eq. 112. For both cases, it
is due to the fact that Arthur cannot calculate some fraction with infinite precision.



Lemma 12. For T > $log (&), there exists j € [T /2] such that

i1 (1/2+5/T) = (1+£/2) o (1/2+ (j — 1)/T). (1.28)
Proof We modify the proof as follows. First, j € [T'/2], and for the product, j goes from 0 to T'/2 — 1. Second, % log 2 should
be 16 log O

With this gap, a quantum-classical Arthur—Merlin protocol can be used to distinguish between the two cases. This is accom-
plished by first defining a set whose size depends on E[YT(G ,3)], such that there is a gap in the set size between the two cases.
This allows us to use the Goldwasser—Sipser protocol for approximate counting [4] to differentiate between the two cases. To
show that there exists a set with a gap in the size, we use the following lemma.

Lemma 13. Let ¢ € [0,1], 6, ap, a1 € (0,1] be real numbers satisfying a1 = a9+ < (1 +¢/8)ag. Let Xy, X1 be random
variables in [0, 1] such that X, > 0 implies Xy > ap for b € {0,1} and E[X1] > (1 + ) E[Xy]. Then there exists a rational
number 1 > t > ag such that

Pr[X; >t +6/2] > (1 +¢/4) (Pr[XO > 1]+ %]E[Xl]) . (1.29)

Proof. Forb € {0,1}, let f, and F;, be the PDF and the CDF of X}, respectively. Recall that by integration by parts,

1 1

1
E[X;] = / efy(@)de = aFy()]}, — / Fy(@)de = 1 — ap PrX, < ay] — / Fy(x)de (130)
1
= ap Pr[X}, > ap] —I—/ Pr[Xp > z]dz. (L31)

The condition that E[X1] > (1 + ¢) E[X,] implies that fore < 1,

5 5 5 5
> _Z -, > e .
E[X,] > (1 4) (1+2)ElXo] + = - E[X1] 2 (1+ 2)E[X0] + = E[Xi] (132)
€ 5
> e . . .
> (1+2) (ElXo] + 5 - EX4]) (1.33)
This further implies one of the following two cases:
€ €
a1 PI‘[Xl > al] > ag (1 + 5) (PI‘[XO > (l()] + g : ]E[Xl]) s (1.34)
1 1 .
/ Pr[X; > z]de > (1 + 5/2)/ (Pr[Xo >al+ 2 ~E[X1}> da. (1.35)
al aop
In the former case of Eq. 1.34, since a; < (1 + ¢/8)ay,
1+¢/2 €
> —
P{X1 > o] = - (Pr[XO > agl + ¢ E[Xl]) (136)
> (1+¢/4) (Pr[XO > ag] + %E[Xl]) . 137)

In the latter case of Eq. 1.35, we partition the interval (aq, 1] into m = 2/4 subintervals of equal length; that is, let oy = ag+6£/2
(hence ag = ag, ag = a1 and o, = 1) be the grid points and the subintervals be {[cs—1, a¢] : £ € [m]}. Also define

(7] Qy
A ::/ Pr[X; > z]dz, B, ;:/ (Pr[XO > 1]+ % .E[Xl]) da. (138)

£—1 -1

Now by Eq. .35, we have

m m —2

> A= (1+¢/2) Z >(1+¢/2)) By (1.39)

(=3 1

3

&
~
Il

This implies that there exists £ € [m — 2] such that Ag42 > (1+¢/2)B,. Since Pr[X > z] is monotonically nonincreasing, we
have Pr[X; > ay41] > Agqo and By > Pr[Xo > ay], and therefore

Pr[X; >t +0/2 > (1 +¢/2) (Pr[Xo > 1]+ %E[Xl]) (1.40)

fort = oy = ag + £5/2. O



We now apply this lemma to our setting. Define Z, ,(C, 3) := 1[Y,(C, 5) > t].

Corollary 14. Assume that there is 1 > & = n=%W) such that for T > 28 log (X)) there is T € [1/2,1] such that the inequality

(1.28) holds. Then for 6 = QB}ZT, there exists t > 23/2( — 1/T) such that
L.vyy=_Pr (Zr146/2] = QUe?k/N), and
CNDk,‘;NpC‘
2.vyy=_ Pr (Zr—1yr4) < (14+€/8)71n
G~ Dk gUF

Proof. We choose X to be Y, (C 9] ,8) for 5~ ps and C ~ DF. Similarly, we choose X to be YT,l/T(ﬁ, 3) for C ~ DF and
§~U". Then, by Eq. 1.28, we have E[X1] > (1+¢/2)E[X].

By definition, Y, (C, §) > 0 implies that there exists a 2’ that is output by A(C) with probability 7/25/2 and there is an index
i € [k] such that s; = z;. The probability of samphng such a Z'is at least Thus Y;(C, §) > 0 implies thatY (C,8) > 557-

23/2
To apply Lemma 13, we set ag = 7251//2T, 0 = 75575 and a1 = ag + 6. The ratio A== T <1+ 2 =1+ o(e) for
T > Q(Llog(N/e)). Now applying Lemma 13, there exists ¢ such that
P (@ stre2z(142) | Pr W@ R sdes B (EH). a4
C.5~pg 8/ \ Gk Uk 16 CnDF 5ops
This immediately implies the second conclusion. Further, since Ex_pi ¢, [/ Y,(C,5)] > bk(p(r) + ¢ — 1)/N > ek/N,
C
plugging it into Eq. .41 implies the first conclusion. O

The first conclusion in Corollary 14 implies that the event of acceptance cannot occur with zero probability, and thus there is
always a suitable choice of the range R of the hash function in the QCAM protocol. The second implies that for a sufficiently
long list of size M > N3, the number of 1’s in the yes case must be at least (1 + O(e)) times that in the no case with
overwhelming probability. We will formally show these in the following proofs.

We now explain how to approximately compute ZT,t(é ,5) in quantum time 25n°(") given C, 5 Consider the following

sampling process Z(é, 3) to confidence level 1 — ) for n = 92—,

1. For § := 55757, take K = & ((nk+ 2) In2+1In(1/n)) = 28n°® samples 71, . . ., Zx ~ A(C) to obtain an approxima-
tion of 5 4 of the dlstrlbutlon of A(C).

2. Take L = £ 1In(2/n) = 2800 samples 71, . . ., 7, ~ A(C), and count the fraction of samples
1 , N L r—1/2T _
=1 # {J €L P& 2 —5pp Ntz = Si} 7 @42

where z; ; is the ith entry of Z;.
3. If g >t + 0/4, output 1; otherwise output 0.

To prove that the sampling process Z produces the correct output with high probability (Lemma 16), we prove that each step
of Z(C, §) has low errors.

Lemma 15. Step I outputs an approximation p , &, that is close to A(C)’s distribution Pa(Z) = PrlA(C) = 2] in loo-
distance at most § /2 with probability at least 1 — 1/2.

Proof. By Hoeffding’s inequality, for every z € {0, 1}"*, with probability at least 1 — n/2"k+1,

Pacy(Z) =Py ()| < (143)

N>

By a union bound, with probability at most 7/2, every O satisfies (1.43), implying that their £.,-distance is at most ¢/2. O

Lemma 16. The sampling process Z solves the promise problem of distinguishing (yes) Z; 15 /g(é,éﬁ = 1 and (no)
ZT_l/Tyt(Cﬂ, §) = 0 to within error 1. That is,



1. IfZTVtJr(;/g(CH, 3) =1, then Z(é, §) = 1 with probability at least 1 — 1.

2. IfZT_l/Tyt(C_’a, 3) =0, then Z(é, §) = 0 with probability at least 1 — 7.

. _,00)
Furthermore, Z runs in time QBnO(l)for n=2"""".

Proof. For C, 3 satisfying Z, ;15/2(C, 5) = 1, by Hoeffding’s inequality, with probability at least 1 — e~L8°/32 =1 _y/2,

é )

Z~A(C)

Then, assume that the approximation p 4 &) (Z) obtained from Step 1 is close to p A(é)(i) in ¢ -distance ¢/2, which happens
with probability at least 1 — /2 by Lemma 15,

ai:zi:sz}—%:YT(G,g‘)—g>t+ﬁ (1.45)

j> Pr [Pr[A(é) = z} > -

T A
2~ A(C) T 2B/2

The last inequality follows from the assumption that Y, (C, 5) > t 4 §/2.
For (C, §) satisfying Z ,(C, §) = 0, again by Hoeffding’s inequality, with probability at least 1 — /2,

. _ . T 6 . )
g < 2~§126) {pA(Cﬂ)(z) > 252 " 3 ANTi:z = s,;] + 3 (1.46)
Again, with probability at least 1 — /2, Pace) (2) is §/2 close to pA(C:)(Z),
- T ) = ) )
gy< Pr |P C)=Z>—=5—-0NTFi:z;=s|+==Y,_17(C, = <t+-. 1.47
y*zw&é)[r[““( ) 4*23/2 veE s}+8 yr(C 8 +gsttg @47

The last inequality follows from the assumption that Y, _; /T(C_", §) < t. Combined with the observation that Z runs in time
2800 for = 277" (since K = 2Bn°1 samples are obtained by calling A(C) in step 1), this completes the proof. [
Now we describe the QCAM protocol as follows.
1. Both Arthur and Merlin are given access to classical advice 7,7, ¢, R (§ can be computed from them).
2. Arthur sends a hash function h that maps [M] — [R] and a random image y € [R].
3. Merlin sends an index .
4. Arthur accepts if h(i) = y and Z(C;, ;) = 1, and rejects otherwise.

Lemma 17. For M’ > N3 /k size-k sets of circuits and bitstrings, there exist integers . € [M'] such that with probability at

least 1 — e=2(N<) Arthur accepts between k and (14 O(e))k tuples in a yes instance and accepts at most ' = (1 — €/32)k
tuples in a no instance.

Proof. In the yes-case, by Corollary 14, vy = Q(c2k/N). The probability that Arthur accepts Z(C, 3) is at least v, — 7 for
n = 27"°" by Lemma 16. For M’ = N3/k, by Hoeffding’s inequality, with probability at least 1 — 2e~M (1—m*¢* >
1 — 2¢=2UN<**€) the number of accepted tuples is between [(1 — &)M’(vy — 1), (1+ €)M’ (v, — n)] for some parameter £ < &
to be determined later. We may choose k = (1 — )M’ (v1 — 7).

In the no-case, the probability that Arthur accepts Z (é , §) is at most vy +n by Lemma 16. Let 7y denote the fraction of tuples
accepted by Z._1 7,5 in a no instance. By Hoeffding’s inequality, for e < 1,

Pr(ig > (1—£)%(1 —n)] < Pr[ig — (vo+1n) > (1 —28) (1 —n) — (vo + 1)) (1.48)
< Prlog = (vo+n) =2 (1 =21 —n) — (1 —¢/8)v1 +n)] (1.49)
< e—M’(s/s—Qg)%ero(M’n) _ e—Q(gGkN) (1.50)

for £ = £/32 < 1/32. We may choose ' = (1 — £2)M'(v; — 7).
Therefore, the ratio is

(1-8)*w—n)
(1 =& —n)

/
F < =1-¢=1-¢/32. (L51)
K



We are now ready to prove our main result.

Proof of Theorem 8. Given M > N3 circuits and bitstrings, we can group them into M’ = (M /k) size-k sets of circuits and
bitstrings. By Lemma 17 of this work and Lemma 5.2 of [2], for R = 64ak/e, since o = 1 + O(e), the gap is Q(g?). Thus
running an (1/£)°(M-fold parallel repetition of the above protocol yields a constant gap. Since 1/ = n°M T = n%W R €
[M], the advice 7, T, t, R all require relative precision at most 1/N°(1), and hence the length is O(n).

O

Proof of Theorem 6. Assuming LLHA holds, Theorem 8 implies that the output of the algorithm that solves MLXEB must
contain entropy, completing the proof of Theorem 6. O

Proof of Theorem 7. The proof for the LXEB case follows trivially by first changing c ,DF 5, U* into C, D, s,U and the condi-
tion 3i : z; = s; into s € Z. Furthermore, instead of Lemma 10, we use Eq. 103 of [2]. The rest of the analysis goes through
unchanged. O

B. Multi-round Analysis

The single-round result of Theorem 4 (or Theorem 5.10 of [2]) and Theorem 6 does not result in a complete and sound single-
round protocol. The first reason is that even for a device without entropy, the theorems only guarantee bg < 1. However, since b
cannot be larger than 2 for an honest quantum computer to pass with overwhelming probability, we can only say a device without
entropy must fail with probability greater than or equal to 1/2. Instead, we need it to fail with overwhelming probability.

As such, a multi-round protocol is necessary, which is presented in Figure 1 of [2]. Theorem 5.11 of [2] shows that the
multi-round protocol has a lower bound on the smooth min-entropy linear in the number of rounds and the number of qubits,
and this result is obtained using the entropy accumulation theorem (EAT). We note that the EAT used here is a modified version
in Section 4 of [2] instead of the original one in [5]. The application of EAT in [2] uses the single round von Neumann entropy
bound provided by Theorem 5.10 of [2]. This is not affected by the fact that Corollary 5.9 of [2] is incorrect since Theorem 5.10
of [2] is still correct (use our Theorem 7 instead of Theorem 5.8 of [2]).

We can define a similar multi-round protocol, where the only difference is instead of sending one circuit per round, we send
k circuits. In the same manner as [2], we should be able to apply EAT using the single round von Neumann entropy bound
provided by Theorem 6, which allows us to obtain a lower bound on the smooth min-entropy for the modified multi-round
protocol. We do not reproduce the multi-round analysis here.

C. Limitations of Asymptotic Guarantees

Three main challenges limit the applicability of the asymptotic result in Theorem 6 to our finite-sized experiment: our ex-
periment is not in the asymptotic regime, the values of constants in Eq. 1.5 are not known for our experiment, and there are
differences between the protocol we implement experimentally and the protocol required by the asymptotic analysis.

First, the statement of Theorem 6 applies in the asymptotic limit of large n and extending it to finite-sized experiments would
require further refinement of the analysis in Sec. L.

Second, the analysis hinges on the correctness of LLHA (D). Although an upper bound of B < n/2 is known due to
Grover’s algorithm, there is no lower bound on B for any distribution D.

Third, the analysis guarantees single-round entropy for an output of & bitstrings. To lower bound the entropy across multiple
rounds, Ref. [1] defines a protocol and proves entropy accumulation over multiple rounds, but the protocol is very different from
our experiment. In particular, the authors perform multiple rounds of XEB tests to estimate the probability of passing the test,
which allows them to lower bound the entropy. If each round is over hundreds of circuits and we have hundreds of test rounds,
the cost of computing the probabilities would be prohibitive.

For these reasons, we cannot determine the soundness of our protocol solely on the basis of complexity-theoretic analysis
that may or may not apply for experiments of our scale. Consequently, we instead focus on finite-sized adversaries performing
realistic attacks with numerically bounded computational power.

II. Overview of the Protocol

To address the limitations of the asymptotic guarantees presented above, we implement a slightly modified protocol in our
experiment, the security of which we analyze against a finite-sized adversary in Sec. III. The protocol has been presented in
Methods and Fig. 1 of the main text, and we briefly summarise it below.
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A. Protocol Details

The protocol consists of four main steps: (1) challenge circuit generation, (2) client-server interaction, (3) XEB score verifi-
cation, and (4) randomness extraction.

1. Challenge Circuit Generation: The client generates a large number of n-qubit challenge circuits C; using a pseudoran-
dom number generator with a r-bit random seed. The circuits are chosen to balance the following two considerations: (1)
no classical adversary should be able to simulate the circuits within the time that a quantum computer takes to run them,
and (2) a classical supercomputer should be able to validate them. Detailed discussion on circuit selection is deferred to
Sec. IV C. These circuits are kept secret from the client.

2. Client-Server Interaction: The client sends a batch of circuits to the quantum server and requests one sample from the
output distribution of each circuit. The circuits are submitted in batches of b jobs, where each job consists of two circuits
stitched via a layer of mid-circuit measurement and reset. Such “batching” and “stitching” allow us to amortize network
latencies and execution overheads across 2b samples (Note: the symbol b used here to denote batch size is not related
to the symbol b used to parameterize LLHA in I). Each batch is preceded by an agreed-upon “precheck” circuit, which
announces the client’s intention to submit a batch, checks for the server’s readiness to accept jobs, and triggers calibrations
if necessary. For each batch, the quantum server executes the circuits on the quantum computer and returns the samples
{z1,..., 29}, with z; € {0,1}". On the Quantinuum H2-1 hardware, detectable faults such as loss of an ion from the
trap may prevent a batch from completing execution. As a result, if the entire batch is not returned within a time of
T} cutofr> all outstanding jobs are cancelled, and any samples collected from this batch are discarded. The client-server
interaction continues until we receive M valid samples. If the average time per sample of the retained rounds exceeds a
threshold ¢ipreshold» the protocol aborts.

3. XEB Score Verification: Having collected M samples, {x;};c[ar, corresponding to M circuits, the client randomly
selects a subset of circuit-bitstring pairs defined by a set of m indices V C [M] and computes the linear cross-entropy
benchmarking score, referred to as XEDBs¢ throughout, which we define as

N
XEBjest = — () — .
test = - > poy(@i) — 1, (IL.1)
%
where N = 2™ and p¢, (z;) is the probability of measuring the bitstring x; after executing circuit C; on an ideal quantum

computer. These probabilities are computed classically on a large supercomputer by simulating {C; }icy. If XEBgest is
smaller than the protocol parameter Y, the client aborts the protocol.

4. Randomness Extraction: If the protocol does not abort, the client uses a seeded randomness extractor with seed Koy
and input XM := {x1,..., 2} to extract the final random bits in register K.

B. Necessary Conditions for Protocol Success

Let A denote the power of the adversary’s supercomputer (e.g., measured by the number of floating-point operations per
second, or FLOPS), and let B denote the cost to simulate a given circuit exactly (e.g., measured by the number of floating-point
operations, or FLOP count). Let t¢pesnola denote the average allowed time that the quantum computer can take to return one
sample. Since the circuit simulation cost scales linearly in the target fidelity of simulation when using exact tensor network
contraction, the adversary can simulate each circuit to a fidelity of A - t¢hreshola /B in time t¢preshold- Then, the protocol is secure
only if an honest quantum server’s fidelity on challenge circuits, ¢, is much larger than the fidelity a classical adversary may
obtain. That is,

(b > A- Lthreshold /B (I1.2)

Loosely speaking, the protocol guarantees true entropy resulting from the measurement of a quantum state only if three
conditions are met. First, the quantum computer must be able to execute the challenge circuits with a high fidelity ¢. Second, the
quantum computer must be able to return bitstrings within a short time #inreshold- Third, the verifier should be able to validate
circuits with high simulation cost B using supercomputers. In our implementation, all three conditions are satisfied.

C. Difference from Existing Protocols

In the protocols presented and analyzed in Refs. [1, 6], many samples from the same circuit C' are demanded in each round, and
the cross-entropy benchmarking score is computed over those samples for each circuit. Specifically, in Refs. [1, 6] the pertinent
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score is XEB = N{(pc(z;))icy — 1. In contrast, in our protocol we demand only a single bitstring from each circuit, and we
compute the XEB score as an average over multiple circuits C;: XEB = N{(p¢, (z;))icy — 1. This difference is motivated by
the fact that, for an adversarial server that may be trying to pass off classically simulated samples as true measurements of a
quantum circuit, classically sampling many shots of a single circuit is much easier than sampling a single shots for many circuits.
In other words, classical simulation cost is strongly sublinear in the number of shots. For example, this is shown in Figure 2
of Ref. [7]. At the same time, for the trapped-ion quantum processor that we use in this experiment, the device runtime scales
nearly linearly with the number of shots.

III. Security Analysis of the Protocol

Our experiment is motivated by complexity-theoretic security guarantees discussed in Sec. I. However, these guarantees do
not directly apply to our finite-sized experiment (Sec. I C). In this section we analyze the protocol as implemented and provide
a proof that it is secure against a restricted class of adversaries operating under reasonable assumptions.

We note that the adversary we consider here is chosen such that it implements state-of-the-art techniques on both classical
and quantum computers that can be realized in the near term. Therefore, it can only execute a very limited set of actions, and
the results in this section do not apply if the actual adversary strategy deviates from our prescription. We discuss the details of
the adversary model itself and the limitations of the model in detail in Section III C. Nevertheless, the analysis provides insight
into the relationship between security, entropy, quantum computer fidelity and speed, and classical computational power, and
provides order-of-magnitude estimates relevant for near-term implementations.

When we determine the amount of entropy safe to extract, we must make an assumption on the capabilities of the adversary.
A way to numerically estimate a confidence on security is to an assume unreasonably powerful adversary (say 10 or 100 times
more powerful than expected). We do explicitly acknowledge that if the actual adversary is fundamentally different from the
analyzed adversary (e.g. a fault tolerant quantum computer executing a novel low-entropy algorithm that scores high on XEB, or
a completely novel classical technique that significantly outperforms current state-of-the-art), it is not sufficient to simply adjust
the power of the adversary in our model and a fundamentally different approach would be needed.

A. Security Definition

K generated.
If K and I, not Time
correlated, K generated A A
during protocol run. \‘:w_’r ___________________ \
Protocol
Run
Snapshot of all
classical information )
(US) at start of ~ - init
protocol (Igy,). (t = 0)

Client Server

FIG. S1: Illustration of the security definition of certified randomness. In the ideal functionality, the generated bitstring /'
should be random and independent on any classical information available at the start of the protocol (described as a snapshot
I, of all classical information).

In this section we formalize the definition of “security” for certified randomness. In the protocol, a classical client U interacts
with a remote server S. Since we do not assume an authenticated communication channel between the client and the server, we
have to account for other parties (denoted by E) who may have access to the communication channel. To simplify the analysis,
we can encapsulate the remote server S and other parties E into a single entity, which we refer to as the server S = SFE in the
rest of the manuscript. If authenticated communication is present between the client and server, we refer to the remote server as
the server instead, thatis, S = S.

With this setup let us consider what it means to have “certified” randomness. The goal of “certified” randomness is to obtain
a bitstring K that is “unpredictable” and that can be certified as such. For simplicity, we assume that there is no initial quantum
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state in the server’s quantum memory at the beginning of the protocol '. We leave a proper accounting of quantum memory to
future work. Furthermore, we assume that any classical random variables used in the protocol have been generated and stored
in their respective devices at this point > (e.g., extractor seed K,y;). Now, consider the state of the entire system US before
the start of the protocol at an initial moment, and take a snapshot of the system (namely, a copy of all classical registers in
the system) at the initial moment (¢ = 0), labeled as I, = U%S°? (where S includes both server S and environment E). We
can then define the “unpredictability” of bitstring K as the property that K is uniformly random and uncorrelated to I, i.e.
that no classical information at the start of the protocol (captured in Ig,) can influence or predict the bitstring K, as shown in
Fig. S1. Intuitively, if K and I, are uncorrelated, the source of randomness for K cannot be classical, since K could otherwise
be deterministically computed from Ig,. This leads to the conclusion that the source of randomness in K must be quantum. As
such, we can define the ideal functionality of the protocol as generating a bitstring K that is (1) uniformly distributed and (2)
statistically independent of I, when the protocol does not abort. When the protocol aborts, no bitstring K is generated, and
we label K = 1. If 2 denotes the event that the ideal protocol does not abort (its complement (2€ is the event that the protocol
aborts), then the joint probability distribution of K I, after an ideal protocol, represented by a density matrix, is of the form

PRT =7k ® prona + LY Lk ® prasae, (IIL1)
where Tk is the maximally mixed state representing a uniform distribution of strings of length |K|. In the above, we used
the notation px ana = Y cq P(T) [z) (x| ® p% for the subnormalized conditional states of the classical-quantum state px 4 =
Y. p(x) |x)Xz| ® p% conditioned on the event 2. For simplicity, we label A(2 only at the end, e.g. we label (T ® py,, )rq as
TK @ Pl AQ-

In practice, the output K of a protocol is close to the ideal state in Eq. (III.1) only up to some security parameter. We refer
to this distance as the soundness or the security parameter. In Eq. (III.1), an “abort” event always leads to K =_1. Therefore, it
suffices to consider the distance from ideal in the event the protocol does not abort. We can formally state the security definition
as follows.

Definition 1 (Soundness of certified randomness protocol). Let eson € (0, 1]. A randomness certification protocol is €so-sound
if for an honest classical client and any server,

lpx a0 — Tk @ proselln < Esous (11.2)

where ||-||r, is the trace distance measure.

B. XEB Preliminaries

In our protocol, the client estimates the amount of entropy received by measuring the XEB score [8] over a set V of m = |V)|
challenge circuits:

N
XEB = — E () — .
test m pbc; (xz) 1; (IH 3)
1EVC[M]

where N = 2" and pc¢, (;) is the probability amplitude |(z;|C;|0)|2. At a high level, if the samples x; are uniform, the XEB
score is expected to be zero. On the other hand, if the server is using a perfect quantum computer to honestly sample from
the corresponding quantum state, the XEB score is expected to be one. Similarly, a finite-fidelity quantum computer produces
a XEB score between 0 and 1. In the following subsections we characterize the distribution of the XEB score for differently
sampled bitstrings.

1. Distribution of the XEB score of uniformly sampled bitstrings

A random n-qubit quantum state |¢) induces a probability distribution on bitstrings 2 € {0, 1}". The probabilities p(x) for a
random state are assumed to follow the Porter-Thomas distribution with a frequency density f(p):

flp)=N-e N7, (I1L.4)

! If an initial quantum state is present in the server’s quantum memory, we can snapshot the classical description of the quantum state which WLOG can be
stored in its classical memory since the server (adversary) prepares its own internal quantum memory.

2 WLOG, this can always be made true. In this case, any processing of the random variables will be deterministic, and any bitstring generated from these
random variables alone would be deterministic conditioned on the random variables.
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where N = 2" is the dimension of the Hilbert space.

First, consider a bitstring = € {0, 1}™ that is selected uniformly randomly (which we refer to as uniform sampling). Denote
by p(z) its measurement probability: p(x) = Tr(|x)Xz| p), with p ~ H(N) drawn from ensemble of Haar-random states over n
qubits. Even though z is sampled uniformly at random from {0, 1}", its corresponding probability, p(x), follows an exponential
distribution with the probability density function (PDF) given by

PDF,[p(z)] = f(p(z)) = N - e~ NP, (IIL5)

The sum of m independent random variables drawn from exponential distribution above is given by the Erlang distribution of
“shape” m, that is, Zich[ M) Pe (z;) ~ Erlang(m, N). As a result, for uniform sampling, the cumulative distribution function
(CDF) of the XEB score, denoted as XEB,;, 14, is given by

Pr Z po;(xi) < (x+1)-m/N | =T(m,m- (x +1)) = Pr(XEBnu < x)=T(m,m-(x+1)), (L6
1€EVC[M]

where we use I to denote the regularized lower-incomplete Gamma function [9].

2. Distribution of the XEB score of bitstrings perfectly sampled from the quantum state

Second, consider a bitstring  sampled from the distribution corresponding to measurement outcomes of a random quantum
state p = |1)}| (which we refer to as quantum sampling). The PDF of p(z) is obtained by multiplying the frequency density
f(p(z)) by the probability of actually measuring the bitstring z, p(z) and by introducing an extra N parameter that renormalizes
the distribution:

PDF,olp(e)] = N - f(p(2)) - Tr (|z)z| p) = N? - ™V p(a). (ITL.7)

The sum of m independent random variables with the above PDF given by the Erlang distribution of “shape” 2m, gives us a
CDF on the XEB score for quantum sampling, denoted as XEB,, o:

> p(x;) ~ Erlang(2-m,N) = Pr(XEB,, 0 <x) =T(2-m,m- (x +1)). (IIL.8)
1€EVC[M]

3. Distribution of the XEB score of bitstrings sampled from a mixture

If the verification set )V consists of [ quantum samples and m — [ uniform samples, the sum of probabilities of the quan-
tum samples follows the distribution Erlang(2 - [, N), and the sum of probabilities of the uniform samples has a distribution
Erlang(m — [, N'). With a known property of sums of the Erlang distribution [10], the sum of all probabilities therefore has a
distribution Erlang(m + [, N). The CDF of the XEB score, denoted as XEB,,, ;, is given by

Pr(XEB,,; < x)=T(m+1,m-(x+1)). (IIL.9)

4. Distribution of the XEB score of bitstrings obtained by finite-fidelity quantum sampling

The effect of a broad class of noise channels on the XEB score is the same as that of depolarizing noise [11, Appendix
A]. Therefore, we model any finite-fidelity state as a mixture between the ideal state and the maximally mixed state: py =
¢+ [Y)X|+ (1 —¢)-1/N, where I is the identity matrix. Strictly speaking, 1 — ¢ is the depolarizing parameter whose corrections
to fidelity, ignored in this work, are exponentially small in the number of qubits. The PDF p(z) from such a finite-fidelity state
is given by

PDF..g,[p(x)] = N - f(p(x)) - Tr (|z) (x| pg)
= N?.e"NPE) (- p(x) + (1 - ¢)/N)
=¢ N?. e Ne@) pz)+(1—¢) N- e~ N-p(x)
~ 6 PDF,olp(2)] + (1 ¢) - PDF,y/[p()]. (I1L.10)
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This suggests that the PDF of a fidelity-¢ sample, which may be generated by sampling a noisy quantum computer or by
performing approximate classical simulation, can be interpreted as a stochastic mixture of quantum sampling (Porter—Thomas)
and uniform sampling: a bitstring is sampled from the Porter—Thomas distribution with probability ¢ and from the uniform
distribution with probability (1 — ¢). The probability that £ out of m bitstrings are sampled from the Porter-Thomas distribution
is given by the binomial distribution. Therefore, the CDF of finite-fidelity XEB, denoted below as XEB,,, 4, is given by

Pr(XEBy, 4 < x) = Z Pr(XEB,, 4 < x| !PT bitstrings) - Pr (! PT bitstrings) (WL.11)
1=0
7 my m—l
:Zf(m-i-l,m-(x-i-l))-{(E)qﬁ(l—qﬁ) ] (IIL.12)
1=0

C. Adversarial Model and Assumptions
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FIG. S2: Model of classical client and malicious server in the certified randomness protocol. The server is split into a classical
control unit Z, a classical computer Sc, and a quantum computer Sq. Without assuming authenticated communication, the
server S = SE in general refers to the actual server S, along with all parties F that have access to the communication channel
between the client and server.

The protocol involves a classical client U, which interacts with a server S with quantum capabilities. The client is assumed
to be honest, while the server is treated as the adversary. Let us start by introducing a model of the server S, which consists
of a control unit =, classical computer S, and quantum computer Sq, illustrated in Fig. S2. Without any restriction on the
adversarial server, it is clear that any classical server can always pass the XEB test by simulating the circuits. However, it is
widely believed that the task of random circuit sampling, commonly used for “quantum supremacy” demonstrations, is hard to
perform classically with a reasonable computational power [3, 11-17]. Consequently, by limiting the computing power of the
adversary, we can demonstrate that the protocol is sound.

1. Circuit sampling and hardness assumptions

The first set of assumptions we make relate to the properties of random circuit sampling and the difficulty in performing
random circuit sampling classically, which are widely used in the aforementioned “quantum supremacy” demonstrations.

 The output probabilities of any circuit C' belonging to the circuit family follow the Porter—Thomas distribution given in
Eq. 111.4.

* Achieving high XEB classically is as hard as computing the output probabilities of the quantum circuit for the chosen
circuit family;

For the first assumption, extensive numerical evidence exists showing that the output probabilities of random quantum circuits
closely follows the Porter—Thomas distribution [3, 8]. For the particular class of circuits considered in this work (see Sec-
tion IV C), we show that each circuit generates a distribution close to Porter—Thomas in total variation distance (TVD) (see
Fig. S3A), with TVD exponentially decaying in n. Additionally, the Shannon entropy of the probability distribution of the
random quantum circuits closely matches that of the Porter—Thomas distribution, with the difference vanishing exponentially as
well (see Fig. S3B).
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The hardness of spoofing XEB is closely related to the hardness of estimating the output distributions of quantum circuits.
It has been established that an efficient classical algorithm to estimate output amplitudes of a Haar-random circuit consisting of
m = poly(n) gates to an additive precision 2-0(m) would lead to the collapse of the polynomial hierarchy [17, 18]. On the heels
of RCS experiments, it was conjectured with the XQUATH (linear cross-entropy threshold assumption) that even estimating the
output probabilities of quantum circuits better than the trivial guess of 27" is difficult, implying the hardness of XEB.

For noisy circuits, Ref. [19] pointed out the limitations of XEB as an evidence of quantum advantage. While prior work
implicitly assumed XEB to be a measure of fidelity, it was shown that there are regimes of noise where XEB is no longer a
good measure of fidelity and that one can achieve a high XEB despite having a low fidelity (or high noise). Theoretical as
well as experimental investigations have since [11, 20] revealed a sharp phase transition between the weak-noise regime where
XEB tracks fidelity and the strong-noise regime with a discrepancy between the two, with the low-noise regime characterized as
€-n < In3 =~ 1.1 for our architecture [20]. We obtain the value of ¢ - n for our experiment as follows. We take the simple gate-

counting model from [13, Eq. 11], which estimates the fidelity as ¢gc(n, d) = (1 — 5(n))nd/2 (1- pSpAM)n where £(n) is the
effective two-qubit gate process infidelity, inclusive of memory errors (which depend on n) and single-qubit gate errors that may
be incurred during a layer of circuit execution. Plugging in the estimated 30% overall circuit fidelity in this work obtained from
full-circuit mirror-benchmarking experiments, as well as the depth offset of 1.12 and pspam = 0.00147 specified in Ref. [13],
atn = 56 and d = 10 we find an effective process infidelity per qubit per layer equal to € = £(56)/2 ~ 1 — 0.99775.> Since
n = 56, this gives € - n =~ 0.13, which is well below the critical point of phase transition.

More recently, Ref. [21] proposed a classical algorithm that refutes XQUATH for circuits composed of 2-qubit Haar-random
gates and sublinear depth. The same algorithm can also produce bitstrings indistinguishable from a noisy quantum circuit
using only polynomially many samples, thus weakening the reliability of XEB for constant noise of any strength. However,
the algorithm has a runtime that scales O(M'/¢), where M is the number of samples and ¢ is the gate infidelity, rendering the
algorithm impractical.

Importantly, asymptotic statements do not prove or disprove the difficulty of spoofing finite-sized experiments. The best-
known efficient classical algorithms for spoofing XEB either are impractical for realistic experiments or produce an XEB score
much lower than that from experiments. Adversaries therefore must resort to inefficient means such as tensor network con-
traction and approximate circuit simulation. Indeed, the successful spoofs of XEB have come from improved tensor network
contraction—with classical computing clusters obtaining an XEB orders of magnitude larger than experiments on a 53-qubit
computer. However, we believe that such an attack is unlikely for our experiment on a 56-qubit machine and our measured
XEB =~ 0.32 based on extensive evidence of hardness from [13], which considers the same circuit family.
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FIG. S3: Numerical evidence of convergence to Porter—Thomas (A) Circuit-wise expectation (blue) and variance (red) of
Shannon entropy, defined as — 3 ¢ 1 13- P() log p(z) with p(z) = [(z|C|0) |2, for distributions induced by d = 10 circuits C'
with different n. (B) Circuit-wise expectation (blue) and variance (red) of Total Variation Distance (TVD) from Porter-Thomas
distributions induced by d = 10 circuits with different n. To compute the TVD, we convert the vector or probabilities p(x) into

a histogram, counting frequencies over discretized probability intervals. Then, we sum the difference in frequency counts so
obtained with those expected from Poter-Thomas distribution. For both plots, each data point summarizes 1,000 realizations of

random circuits over a fixed two-qubit topology obtained via edge coloring of an n-node graph. Standard error is too small to
be visible on the plot.

3 Substantial improvements made to the H2-1 processor since collection of this experiment’s data have since improved the effective process fidelity per qubit
perlayerto 1 —£(56)/2 = 0.9984 as reported in Ref. [13], not to be confused with the average two-qubit gate fidelity of 0.99843 also reported in that work.
However, pspam has remained approximately the same.
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Consequently we believe that the frugal rejection sampling [22] procedure along with our tensor network contraction simu-
lation method with finite fidelity represents the best-known method that an adversary can utilize, informing the choice of our
adversarial model.

2. Assumptions on computing devices

Following the model in Fig. S2, we limit the power of the components in the server S, which we recall is composed of a
quantum computer Sq, a classical computer Sc, and a control unit =. We remind the reader that this set of assumptions is in
general imposed on the joint system of the actual server S and any parties that can access the communication channel E, since
we do not make the assumption of an authenticated communication channel. The hardness assumption informs our choice of
assumption on the power of the classical computer Sc:

* The classical computer is capable of .4 FLOPS of peak performance.

* The adversary possesses the same methods of tensor network contraction as the client, and that the adversary’s classical
methods are as equally performant (e.g., precision, numerical efficiency of tensor network contraction) as the client’s.

* The classical computer can perform only frugal rejection sampling, which we summarize in Fig. S4. More concretely, it

can accept an input circuit C; and target fidelity <b(l) from = and run the sampling procedure at the target fidelity.

We note that any violation of the second assumption can be captured by increasing the power A in the first assumption: An
adversary possessing more powerful classical methods (higher numerical efficiency given the same contraction scheme, the
ability to find contraction schemes with lower costs, the ability to use lower precision, etc.) than the client may be described by
absorbing its performance gain into its computational power A.

The output probabilities of the frugal rejection sampling procedure in Fig. S4 are assumed to follow the same distribution as
quantum finite-fidelity sampling in Sec. Il B4. We provide evidence for this assumption in Section III C 3. However, recent
work [23] argues that one can boost the XEB score of classically obtained samples by postselecting from a large number of low-
fidelity samples, leading to a seven-fold improvement for the 2019 Sycamore circuits [3] compared with previous techniques.
This effect can be approximately incorporated by absorbing a factor into the adversary computational power A. We did not
investigate the improvement factor that could be associated with our experiment. Further, the probability distribution of the XEB
score of such an adversary is not understood. Therefore, we leave the analysis of such an adversary for future work.

Input: A single quantum circuit C;, target classical simulation fidelity qﬁfi).

Algorithm:

1. Choose a sufficiently large M.
2. Sample a subset of distinct M’ bitstrings {z; } uniformly at random.
3. Calculate all M’ probabilities at once by contracting a fraction ¢§) of all slices of the tensor network.

4. For each j: accept x; with probability min (1, p(z;)N/M’).

Output: The first accepted bitstring ;.

FIG. S4: The frugal rejection sampling algorithm.

It is difficult to analyze the security of the protocol if the adversary is allowed to perform arbitrary operations on the quantum
computer. Thus, we assume a restricted quantum computer Sq.

* The quantum computer is only allowed to execute the circuit, obtaining state C; |0™), and measure it to obtain an n-
bitstring X; with perfect fidelity. More concretely, it can accept the circuit C; from Z, run the circuit C;, and return the
output X;.

* Every round using the quantum computer (quantum round) is i.i.d.

The second restriction is implied by the first restriction since it specifies exactly how the quantum computer must be used. We
also make an assumption of the circuits that are submitted to the quantum computer:
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* The choice of circuit for every quantum round is i.i.d.

This assumption is valid when the client selects the circuits in an i.i.d. fashion and = is not choosing which circuits to return
quantum samples or which batches to fail in a way that depends on the circuits (no post-selection). We believe assuming no
postselection is reasonable for near term adversaries. The argument for this is as follows. For tensor network contraction-based
approaches considered for our adversary, the hardness is identical across circuits since the hardness only depends on the circuit
topology which stays the same, and only the single-qubit gates change. Additionally, there is no known method for the adversary
to say anything about the quality of the sample without running the classical simulation and examine the bitstring probability.
If it runs the classical simulation, it might as well use the classical compute budget to provide a classical sample instead of
determining post-selection. However, in the future, it will be beneficial to go beyond heuristic arguments and conduct a more
rigorous analysis on the possibility of using postselection and understand how much impact that may have.

We note that the quantum computer utilized in the experiment (the honest case) is imperfect and is only able to sample circuits
with fidelity ¢ ~ 0.3. In general, it is possible to assume Sq to be a quantum computer with ability to sample with fidelity
tunable in ¢ € [0.3,1]. For the purpose of XEB calculations, this corresponds to a probability ¢ of drawing a sample from the
PT-distribution and 1 — ¢ of drawing a sample from the uniform distribution. Since it is straightforward to replace the uniform
distribution sample with a known bitstring from its memory device, the entropy contribution from this component in the worst
case, conditioned on the snapshot I, is 0. In contrast, the samples obtained with simulation in the classical computer S¢ have a

higher (bEf\) XEB score contribution also with zero conditional entropy. Since, at a fixed XEB, the conditional entropy is expected
to be proportional to ¢ - ) (Where () is the number of samples executed on the quantum computer), the server’s optimal strategy
(for maximizing the average of XEB) is to use the classical computer as much as possible together with the highest-fidelity
quantum computer possible (minimum ). We assume ¢ = 1 in our analysis for simplicity as a worst-case assumption.

3. Assumption on frugal rejection sampling

For the purposes of our calculations, it suffices to show that the probabilities resulting from bitstrings obtained via partial-
contraction of tensor networks in which we contract ¢ fraction of slices and the probabilities corresponding to a bitstring obtained
by sampling a state depolarized by strength (1 — ¢) are equivalent. To numerically emulate the classical sampling process, we
consider a tensor network representation of a n-qubit quantum circuit C, contract k = ¢- K slices, and use the partial amplitudes
to sample bitstrings through the frugal rejection sampling process.

Sampling from a depolarized finite fidelity quantum state has the PDF given by Eq. (III.10). However, it is difficult to rigor-
ously derive the PDF associated with samples obtained from partial tensor network contraction. Nevertheless, we numerically
observe (see Fig. S5) that such classical samples have probabilities which closely follow Eq. (III.10). This suggests that, for
the purposes of our XEB analysis, finite-fidelity classical simulation via partial contraction of tensor networks is equivalent to
sampling from a noisy depolarized state.
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FIG. S5: Distribution of the probability pj) (7). A random circuit with depth 8 acts on n = 20 qubits. The tensor network
representation is sliced into K = 1024 total slices of which we only contract k = ¢ - K slices. The partial amplitudes are used
to sample bitstrings following the frugal rejection sampling process (Fig. S4). For each ¢, we sample ten thousand samples via

partial contraction (dots).
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4. Adversary strategy restriction

We restrict the actions of the control unit = and thus the strategy of the adversary. We note that the same restricted adversary is
commonly considered in the analysis of certified randomness protocols based on random circuit sampling [11, 24]. In particular,
the assumptions are as follows.

* We assume = is not allowed to perform any postselection attacks; in other words, the M detected rounds in the protocol
are a fair representation of the adversary’s behavior. Therefore, the analysis can be reduced to focus on the M detected
rounds;

* We assume that = performs a restricted attack: Among the M detected rounds, = a priori selects () rounds, sends all
the circuits C; for those rounds to the quantum computer, and returns the sample X; that Sq provides—henceforth called

quantum rounds. For the remaining M — () rounds, it sends C; and qﬁ) to the classical computer and returns the sample

X; that S provides—-henceforth called classical rounds. We note here that the target fidelity qbfi) may differ between
circuits and is dependent on the runtime 7; of each round, as decided by the control unit =;

« For each of the @) rounds, it interacts with the quantum computer only once; that is, it does not attempt to request multiple
X, for the same C;.

We note here that in general one can consider an arbitrary probabilistic choice of (). However, since we can describe such an
adversary by a convex sum of adversaries with a fixed @, the satisfaction of soundness for all adversaries with fixed @@ would
imply that the more general adversary remains sound as well. As also noted in Methods, we point out that these assumptions are
likely stronger than necessary and may be remedied in the future.

These assumptions allow us to focus on the M detected rounds, of which @ quantum rounds are a priori selected by the server.
A summary of this adversarial model is presented in Fig. S2 and in the main text Fig. 1D. Essentially, this adversary generates
the () samples using a perfect quantum computer, with perfect-fidelity sampling of the Porter—Thomas distribution. For the rest
of the M — @ samples, the adversary performs finite-fidelity simulation using frugal rejection sampling. We assume the outputs
of frugal rejection sampling are indistinguishable from that obtained by sampling from a finite-fidelity quantum computer as far
as XEB statistics are concerned which we justify in Section III C 3, which is equivalent to sampling from the Porter—Thomas

distribution with probability qﬁfﬁ) and the uniform distribution with probability 1 — qzﬁ(j).

The assumptions listed above are necessary for simplification of the security analysis. We leave a general analysis of protocol
security to future work. There are some limitations that such a general analysis should address, including (1) the i.i.d. assumption
of circuit choice and quantum round, which is inherently at odds with the use of pseudorandom circuit selection, (2) postselection
attacks available when we allow batches to be discarded, and (3) oversampling attack. Some of these limitations, such as
oversampling, have been previously analyzed in Refs. [11, 24], and one can adapt similar solutions in the general security
analysis.

D. Bounds on the Entropy Certified by the Protocol

It is known [25, 26] that a lower bound on the conditional smooth min-entropy of the samples X generated through the
protocol is sufficient to prove soundness as per Definition 1. In this section we present and prove our main results regarding
the amount of smooth min-entropy generated by our randomness certification protocol, deferring the particulars pertaining to
soundness and randomness extraction to Section III E.

The min-entropy of a classical-quantum state px 4 = > p(x) |z)(x| ® p7 is defined as Hyyin(X|A), = —10g Pguess(X|A)ps
where pguess(X|A), := supgp,y, >, P(z) Tr[p} M, ], with supremum over POVMs on register A, is known as the guessing

probability. The min-entropy can be generalized by including a smoothing parameter 5 € (0, /Tr[px 4]) such that

HE

e (X[A), = sup Hpin (X|A), (IIL.13)
[eg
where the supremum is over states o x 4 in the £¢-ball in purified distance centered around p, as defined in [27].

The strategy to prove a lower bound on the smooth min-entropy of the samples generated in our protocol proceeds by first
bounding the probability that the XEB test passes when the server executes () quantum rounds, for fixed ). This bound indirectly
allows us to determine @iy, the minimum number of quantum rounds the server has to carry out, from which we can then bound
the smooth min-entropy.

Let the client’s total computational budget to verify m circuit-sample pairs be 7 floating-point operations. The computational
cost of simulating a circuit with perfect fidelity is 8 = T /m floating-point operations. In our protocol, the adversary returns
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M bitstrings in the non-discarded rounds with a maximum duration of Tyreshold = M - tihreshold- L€t Cer denote the numerical
efficiency, which is by assumption equal between the client and the adversary. If the adversary had a large enough classical
computer such that ceg - A - Tinreshold/ (M - B) > 1, the adversary can simulate all circuits to perfect fidelity and will return
classically simulated samples, with confidence that the returned samples will achieve a high XEB score when verified by the
client. On the other hand, if cof - A - Tihreshold/ (M - B) is much less than one, the client cannot simulate all circuits to high fidelity
and is thereby compelled to return genuine quantum samples in order to achieve a high XEB score.

The adversary has maximum time 7ipgeshold t0 return M samples, which is the same time it has to simulate M — @ circuits
classically. Assuming a simple but realistic linear model of simulation fidelity [22], we find that, in the worst case, the maximum
sum of the simulation fidelities of the M — (@) circuits is given by the total executed FLOP count (efficiency times power times
maximum time) divided by B:

. . 'Trq . . 'Tr
Dy = 3 ¢%) = min (M— 0, W) — min (M— 0, CHAT/W;“”‘) . (IL14)

4 classically simulated

This equation shows that at fixed M and m, the protocol performance should remain the same as long as A - Tipreshola/ 7T is
unchanged. For example, an increase in the adversarial power can be canceled out by a reduction in Tipesnolg OF an increase in 7.
As we argue in Section III B, finite-fidelity classical bitstrings can be interpreted as being drawn from the Porter—Thomas

distribution with probability (bfi) and from the uniform distribution with probability 1 — gi)ffl). The total number of Porter—
Thomas bitstrings is therefore a random number. Let Z; be the indicator random variable such that among samples classically
simulated, the sample ¢ is drawn from the Porter—Thomas distribution if and only if Z; = 1 and from Z; = 0 otherwise. The
random variable L¢ representing the total number of Porter—Thomas bitstrings in M — @) classical samples is therefore

Lc = Z Z;, (IIL.15)

4 classically simulated

and its expected value is, in the worst case, given by

E[Lc] = 3 o) = 4. (I11.16)

4 classically simulated

Recalling that we assume the server is i.i.d., we use Chernoff’s inequality for sum of Bernoulli random variables [28] to obtain
an upper bound on the probability that Lo exceeds Le max := (1 + §) - E[Lc] for some 6 > 0:

52 - E[Lc]

Pr [LC > LC,max] < exp (_ 3

3 1
) =1 = Lcmax =Py (1 +4/—1In ) . (II1.17)
D 4 €1

Since all quantum samples have fidelity one and are Porter—Thomas bitstrings, we can obtain an upper bound L,y on the
random variable representing the total number of Porter-Thomas bitstrings L in all M samples (both quantum and classical):

L=Q+Lc = PrlL > Lyax = Q + Lemax] < 1. (IIL.18)

Since the client performs verification only on a much smaller set of circuits V with |V| = m, the distribution of the XEB
score over the verification set depends on the number of Porter-Thomas samples in the verification set, not the number of
Porter-Thomas samples in total. Each of the m verification samples is drawn from a total of M samples without replace-
ment, and up to L. of the M samples follow the Porter—Thomas distribution. If L. out of M samples are Porter—
Thomas, then the probability that [ out of m samples are Porter—Thomas is given precisely by the hypergeometric distribution
Hypergeometric(M, Lyax, m) [29].

We can now obtain the probability of the adversary achieving measured XEB score below threshold x as

Pr [XEByest < X|L = Linax] = »_ Pr[XEBye < x|1 PT bitstrings in V] - Pr [I PT bitstrings in V|L = Lina,] ~ (1IL19)
=0

éf(mﬂ,m. (x+1))- l(f‘é)”(nl@) (Mn;L?ﬂ . 110

where I is the regularized lower-incomplete Gamma function that, as we discuss in Section III B, gives the distribution of XEB
with a mixture of uniform and Porter—Thomas bitstrings. Here, we remark that Eq. (II1.20) holds when the choice of testing
subset V C [M] of size m is random. When the choice of V is pseudorandom, then Pr [XEBest < X|L = Lmax] is negligibly
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close to Eq. (II1.20). Putting it all together, the probability that an adversary sampling the quantum computer () times attains a
threshold y is

Pr[Q] = Pr [XEBest > X] (r.21)
= Pr[L > Luinax] Pr [XEByest > X | L > Linas] (I11.22)

+ Pr[L < Liax] Pr[XEByest > X | L < Liax] (I11.23)

< Pr[L > Liyax] + Pr[XEByest > X | L < Linax] (1I1.24)
<el+eg, (I11.25)

with €1 and ¢4 as in Eq. (III.18) and Eq. (II1.20), respectively. Here, the last inequality follows from the fact that for alll < Ly,
Pr [XEBiest > x| L =] < Pr[XEBtest = X | L = Lmax], which consequently implies

Pr[L < Liax] Pr[XEBiest > X | L < Linax) = Z Pr[L =] Pr[XEByest > x| L =[] (111.26)
I<Linax

< Y PrlL=1Pr[XEBiest > X | L = Liax] (I11.27)
I<Lmax

= Pr[XEBiest > X | L = Linax] - (111.28)

We summarize this result in the following lemma.

Lemma 2. Let Q) be the event that an adversary, with a classical computational power of A and samples ) out of M samples
on a perfect-fidelity quantum computer, passes the XEB test with threshold x. We have Pr[Q] < €,4v(Q, X) = €1 + €2, for

e (F5) S () () (4790 )

=0

. (I1.29)

b 4 given by Eq. (111.14), and 6 > 0.

Given this lemma, an XEB threshold , and a target e; € (0,1/4), we can compute Qi = arg ming, {€aav (@, x) > 4es},

which allows us to bound the smooth min-entropy of the samples X,; conditioned on side-information fsn = KeeeaS?, the
initial snapshot I, excluding the randomness extractor seed K. The prescription of how to solve for (i, using this lemma
is provided in Section IV F. Formally we have the following theorem:

Theorem 3. Let (2 denote the event where the randomness certification protocol in Figure 4 of Methods does not abort, and let
o be the state over registers XM and I, prior to the randomness extraction phase of the protocol. Given e; € (0,1/4), the
protocol either aborts with probability greater than 1 — 4eg or

7 1
Hf[fin(X]M|ISn)U/\Q Z Qmin(n - 1) — log —

) (I11.30)
€s

where 0 = oy, is the state prior to the randomness extraction stage and Qmin = argming{eaav(Q,x) > 4es} for

€adv(Q, X) as in Lemma 2.
Proof. Denoting the initial snapshot as I, consider the smooth-min-entropy H<%, (X |I,),,, conditioned on the snapshot.
Note that the choice of smoothing parameter ¢ is valid since Tr [O’X ME /\Q] > 4deg and 0 < g5 < 2,/e5 which implies

He (XM |I)gn, < H, 2‘/E(X M| I Ve - The adversary’s strategy is to return quantum samples for @ out of M total samples.

min X min
For any choice of ), we have
He

min(XM|jsn)chz 2 Hrilsin(XQ|jsn)U/\SZ 2 Hrsnsin(XQﬁsn)m (IIL.31)
where the first inequality follows since the registers X are classical and the second from [26, Proposition 10]. Now, since all
of the registers in the last quantity are classical and produced in an i.i.d. manner (once the global event (2 is removed), we can
use [30, Equation 5] to obtain

H

min

~ 1 1
(XQ|ISH)0' > Q ! HQ(X’L‘C’L)U - IOg ; = Q ' (Tl - 1) - log D] (HISZ)

S
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where ¢ is an arbitrary choice of index in [Q)] (since the ) rounds are i.i.d.) and we have noted that the only available side
information in quantum rounds is the choice of circuit C; (computable from I,). Further, Ho(X) := —log}_, p(z)? is the
2-Renyi entropy (or collision entropy), which for the Porter—Thomas distribution is

HACXIC)s = togy | [N 1) 7 ap] =n- 1. (11.33)
0

Given Pr[Q}] . > 4e, the minimum () that any adversary strategy can have is precisely

Qmin = min{Q : £aav(Q, x) = 44}, (I1L.34)

with £,4v(Q, x) defined in Lemma 2. This immediately gives
e M7 1
Hyz (XY L) > Qumin(n — 1) — log —, (IIL.35)
€s

as required. O

E. Proof of Protocol Soundness

Recalling Definition 1, to prove e4,,-soundness for some ey, € (0, 1], we want to show that

lpxrara — Tk @ prosally < €sous (IIL.36)

where (2 is the event that the protocol does not abort, K is the register containing the ¢-bitstring output by the seeded extractor,
and I, is the snapshot, composed of the client’s (uniform and secret) extractor seed Ky, random bitstring Keeq, and the
snapshot of the server’s memory S° (which, by definition, includes both server and the environment). Further, px 7. Aq is the
state at termination of the randomness certification protocol and 7 ® pr, Aq is the ideal functionality of the protocol, which
replaces py with the maximally mixed state 75 = 57 Diefee X

We begin by defining the class of randomness extractors used in our randomness certification analysis: quantum-proof strong
extractors [25, 26, 31-33].

Definition 4 (Quantum-proof strong extractor [25, 31, 32]). A function Ext : {0,1}™ x {0,1}* — {0,1}* is a quantum-proof
strong (K, Eext )-extractor if, for any classical quantum state psg where S is the classical register with dimension 2™ for which
H:: (S|E), > K, it holds that

min

1

”Exr(pSE & TD) — Tk @ Tp & pE”Tr S igext + 255; (HI37)

where Tp, and T are maximally mixed state with dimension 2° and 2° respectively and e, € [07 VTr[psg||. The map Ext acts
on the classical systems S and D. The input on system D is called the seed of the extractor.

In our protocol, the S-register is precisely the M classical registers Xy, ..., X/, and the D register is Ky and contains
the s-bit random seed of the extractor that is private to the client. The output length of the extractor depends on the amount of
entropy of the input as well as ey and the seed length. For example, if we use a 2-universal strong extractor, then we get the
following bound on ¢.

Lemma 5 (2-Universal Strong Extractor [25]). There exist a quantum-proof strong (k,¢Eexs)-extractor Ext : {0,1}"M x
{0,1}* — {0, 1}* with seed length s = nM and { < K — 210g( L )

€ext )

Alternatively we can use strong extractors requiring a shorter seed at the cost of a smaller output.

Lemma 6 (Trevisan Extractor [33]). There exist a quantum-proof strong (k, €ext )-extractor Ext : {0,1}"™ x {0,1}* — {0,1}*
with seed length s = O(log(nM)) and £ < k — 410g(%> —4log ¥ — 6.

In the following, we show that the smooth min-entropy bound provided in Theorem 3 can be used to guarantee €4,,-soundness
when using a strong randomness extractor.
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Corollary 7. Let oy € (0, 1], and suppose that a (k, €son ) -quantum-proof strong extractor is used in the randomness extraction
step in the randomness certification protocol, where

Kk = Qmin(n — 1) — log -2 (I11.38)

6SOU

and where Quin = min{Q : €.av(Q, X) > €sou}- Then, the protocol is o, -sound.
In particular, the protocol is cgon-sound if a two-universal hash function (e.g., Toeplitz hashing) is utilized and the length of
the output satisfies

£ < Qumin(n —1) — 3log

_9. (111.39)

'SSOU

Alternatively, the protocol is soy-sound if a Trevisan extractor is utilized and the length of the output ¢ satisfies

£ < Qmin(n —1) — 5log —4logt — 8. (I11.40)

6\SOU

Proof. We begin by considering the trace distance Hp KKewlr0 — TK O TK o @ Pf Aal 1 Where Iy, is the initial snapshot

Iy, excluding the randomness extractor seed Key. In the case where Pr[(2] p < Esou = 4eq,

1 1
1Pk Ko Founer = T ® TRes @ P71 pally < §HPKKemeAQH1 + §HTK ® T ® Pronall, = Prl0, < esou,  (ILAD)

and soundness is automatically guaranteed. In the case where Pr[()] 0 > esou = 45, Theorem 3 implies

- 1
He (XM ) org = Qmin(n —1) —log — = Quin(n — 1) — log — 9. (I11.42)
E

S 6\SO'IJ

Setting kK = Qmin(n — 1) — log % — 2, Definition 4 of (k, €504 )-quantum-proof strong extractors implies

1
1Pk Koo Fourer = T @ The @ D7 ngllgy < 550w + 260 = Eson, (IT1.43)

provided the length ¢ of the output string K satisfies either

{ <k —2log E L , (111.44)
as per Lemma 5 if a 2-universal extractor is used, or
{ <k —4log —4logl — 6, (I11.45)
sou
as per Lemma 6 if a Trevisan extractor is used. This concludes the proof. O

F. Randomness Expansion

As introduced in Methods, the protocol generally requires some initial randomness, and we ideally like the output of the
protocol (the extracted bits together with the seed used by the extractor) to be larger than the required randomness input. Here,
we examine in detail the amount of randomness expansion of a single protocol run, although the actual expansion rate also
depends on assumptions on the source of initial randomness and the output string K. In the worst case, the expected increase in
randomness can be given by

Loxpand = Pr[Q)({ — |Kext|) — 7 (II1.46)
with the terms being the following:

1. The expected length of random bitstring generated, Pr[{2]¢, noting that the protocol returns K =_1 when the protocol
aborts;
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2. The expected length of the randomness extractor seed utilized, Pr[Q]| Kex|, noting that the randomness extraction is not
performed when the protocol aborts;

3. The length of seed required to generate the circuits and to select the test rounds, . We note that this randomness is utilized
even when the protocol aborts.

The assumptions on the sources of the random string can impact the terms to consider in £expand. For instance, the source
of random strings can be from sources that are not certified, but trusted to be random and inaccessible to the adversary (e.g.,
public randomness beacon announcing random bits after the server’s response). The consideration here would be that the client
sacrifices randomness that the client is unable to certify in order to gain randomness that is certified. Whether this assumption is
suitable depends on the context of the protocol usage.

Separately, we note that the extractor seed cannot be reused in general, unlike in some QKD protocols where the seed is
preshared (not announced). The reason is that the input to the extractor, X, is public and known to the server. Since K
is a deterministic function of X™ and Ky, the usage of K could result in reveal of the seed Koy. If we assume that K is
never utilized in any public manner, in other words, is used only internally by the client for applications that would not leak
K externally, K. remains private and can be reused. This is the assumption we use in the main text of the paper to claim
randomness expansion.

IV. Details of Protocol Implementation

We now provide additional details on the engineering challenges and implementation choices associated with our experiment.

A. Quantum Circuit Simulation by Tensor Network Contraction

A tensor is a collection of indexed numbers, which can graphically be represented by a node with an edge or “bond” leaving
the node for every index. A tensor network is a graph representation of an equation corresponding to the product of many tensors,
where edges/bonds shared between nodes in the graph correspond to dummy indices that are summed over in the product. Open
indices that remain unsummed can belong only to one tensor and typically represent physical degrees of freedom in the context
of quantum simulation. The process of calculating the output of a tensor network by iteratively summing over each dummy
index is called “contraction” of the tensor network.

Tensor networks have a wide range of applications including quantum simulation, quantum computation, quantum control,
and machine learning [34, 35]. In the context of quantum simulation, there are two leading algorithms for simulating random
circuits, and both are based on tensor networks. The first approach constructs a tensor network corresponding to the product of
unitary matrices in the quantum circuit and contracts the network. The second approach constructs an approximate quantum state
using a tensor network and approximately time-evolves it according to the quantum circuit. As shown in Ref. [13], achieving
fidelities and runtimes comparable to the quantum computer used in this demonstration on circuits of the structure we consider
appears to be well beyond state-or-the-art implementations of known algorithms for exact tensor network contraction. Moreover,
one can frustrate approximate tensor-network methods considerably more deeply by slight modifications to the single-qubit gate
set of our circuits, without impacting the verification time. A similar conclusion was reached in Ref. [11] for random circuit
sampling on a two-dimensional grid of qubits. Therefore, in this work we focus on analyzing the first approach and refer the
reader to Ref. [13] for a detailed comparison of simulation techniques.

A quantum circuit has a corresponding unitary matrix that can be expressed as matrix multiplications of individual quantum
gates. One can write the unitary matrix of the quantum circuit as a contraction equation of individual gate unitaries and graph-
ically represent it as a tensor network. If we fix the values of the indices of all input qubits to be zero and output qubits to the
bits in bitstring x, respectively, then contracting the tensor network gives the transition amplitude (x|U|0). The order in which
indices are contracted can change the computational cost of performing the contraction dramatically, since different contraction
orders lead to different intermediate tensor sizes.

1. Index slicing

Even with an optimized contraction path, the dimension of the largest intermediate tensor may be so large that it cannot be
fit into a single graphics processing unit (GPU). As a result, Ref. [36] introduced index slicing, where tensor network indices
are removed from the computation by fixing them to certain values. A sliced tensor network can then be contracted with lower
memory overhead. This process is repeated for all possible values of the removed indices. For example, if two indices are sliced,
we construct four tensor networks that correspond to those indices fixed to {0, 0}, {0, 1}, {1,0}, {1, 1}. Each tensor network is
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GPU type | TFLOPS per GPU (FP32) | Time to simulate one circuit (10° seconds)|Flop count per circuit (10'®)|Efficiency
AMD MI250X 53 3.5 90 49%
NVIDIA V100 14 39 35 64%
NVIDIA A100 19.5 3.0 35 60%

TABLE I: GPU performance of AMD MI250X (Frontier [40]), NVIDIA V100 (Summit [41]), and NVIDIA A100 (Perlmutter
[42] and Polaris [43]). Each AMD MI250X GPU has 2 Graphics Compute Dies (GCDs). Each GCD has a theoretical peak
performance of 26.5 teraFLOPS (TFLOPS) for double and single precision.

called a slice and is contracted before the scalar values are aggregated to give the final result of contraction of the original tensor
network. If only a fraction ® 4 of slices are contracted, the simulation fidelity is approximately ® 4 [22].

2. Trade-off between compute and memory operations

The joint optimization of the contraction order and the choice of which indices to slice have a significant impact on the
total floating-point operations required, the numerical efficiency, and the memory requirement of performing a tensor network
contraction [11, 37, 38]. Moreover, optimizing the tensor network contraction order generally presents a trade-off between these
metrics. Optimization generally aims to minimize the number of FLOPs required, but contraction schemes with low FLOP count
may be highly inefficient. For example, these schemes might involve contractions between a large tensor and a very small tensor.
Such a contraction has low ratio of compute (FLOP count) to data movement (limited by memory bandwidth), which is referred
to as arithmetic intensity. As a result, the optimization is usually performed with respect to some combined objective function
that balances FLOP count with data movement.

3. Simulation algorithm in our experiment

We now present the techniques used to estimate the circuit simulation cost in Sec. IV C and to perform verification in Sec. IV E.
We use the tensor-network optimizer package “CoTenGra” [39] to determine the contraction scheme. We refer the reader to
Ref. [13] for a detailed comparison of various methods, which shows that CoTenGra is one of the best tensor-network optimiza-
tion packages among those that are suitable for single-amplitude contractions. We note that since we are obtaining one amplitude
or one sample per circuit, intermediate tensor caching and reuse does not improve performance.

Within CoTenGra, we perform contraction order optimization using “KaHyPar” as the primary method. We then perform
slicing by interleaving slicing and subtree reconfiguration as well as simulated annealing. This process ensures that the largest
intermediate tensor has 28 indices, to limit the amount of overall memory demanded to store intermediate states of the contrac-
tions.

Each contraction scheme has a certain number of slices with a certain FLOP count. Given a GPU with a known computational
power (FLOPs per second, or FLOPS), the time it takes for a GPU to contract a slice is at least the FLOP count per slice divided
by the theoretical peak performance of the GPU. We denote this ratio the theoretical contraction time. In practice, the actual
time it takes to perform contraction on a GPU differs from the estimate we obtain from the optimized contraction order; the
ratio of theoretical contraction time and the actual contraction time is referred to as efficiency. We observe that the efficiency of
contraction also depends on how much we account for memory operations in the optimization of contraction order. In CoTenGra,
the memory-weighted cost is referred to as “combo-«,” where « is the weighing factor for memory operations. In the limit where
we do not take memory operations into account (o« — 0), the contraction order is optimized to minimize only the FLOP count.
We observe that higher « increases the efficiency at the expense of a potentially higher FLOP count.

To find the best contraction scheme that results in the shortest actual time on GPUs, we optimize the contraction order at
different o and measure the actual contraction time and efficiency on different GPUs. As an example, the a-dependence on
V100 GPUs is shown in Fig. S6. The best contraction orders for different GPUs are different. Overall, we produce a total
of ~ 750k contraction schemes at different v values. For each GPU, we pick the contraction scheme with the lowest time-
to-solution for actual verification. Different GPUs have different optimal contraction schemes with different FLOP counts and
efficiencies, which we report in Table I. In practice, however, the FLOP counts can be higher than the theoretical estimate due to
some additional tensor manipulations. For NVIDIA A 100, the total FLOPs for a single circuit is 36.6 x 10'® when benchmarked
using NVIDIA Nsight Compute, which corresponds to an efficiency of 63%, slightly higher than the 60% efficiency estimated
using CoTenGra FLOP count.
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FIG. S6: Contraction performance, in terms of efficiency (top) and time (bottom), of ten depth-10 circuits on NVIDIA-V100,
as a function of «, the weight parameter in the objective of contraction order. The blue shaded region around blue line (mean)
represents standard error. The vertical dashed line represents o« = 128, chosen for contraction on Summit.

4. Heterogeneous high-performance computing platforms of our experiment

We use four U.S. Department of Energy supercomputers to perform quantum circuit simulation for verification: Frontier and
Summit at the Oak Ridge Leadership Computing Facility, Perlmutter at the National Energy Research Scientific Computing
Center, and Polaris at the Argonne Leadership Computing Facility. The technical specifications needed to calculate the single-
precision theoretical peak performance (number of FLOPS) of the supercomputers are listed in Table II, and we estimate the
time to simulate one circuit as well.

The actual time-to-solution on any given supercomputer depends on numerous factors in addition to the theoretical peak
performance. Some computational tasks may be more compute-heavy and are bottlenecked by the theoretical peak performance,
whereas others may be more memory operations-heavy and are bottlenecked by the memory bandwidth. The device architecture
also affects the ability for the tensor network contraction to utilize caching, reduced or mixed precision, and other techniques.
The software stack may also affect the ability to use just-in-time compilation, efficiency of high-dimensional tensor manipulation,
specialized math libraries, and proprietary quantum simulation software such as cuQuantum by NVIDIA. For example, while
we use CoTenGra for contraction scheme optimization, we use cuQuantum to perform actual contractions on NVIDIA GPU
supercomputers and CoTenGra with the JAX backend on Frontier. As a result, the only reliable way to determine the cost of a
computational task is to profile the actual time-to-solution on the device instead of relying on metrics such as FLOP count or
total data movement cost.

Consider the computational cost of the actual quantum circuits executed on the quantum device to generate certified random-
ness. In Sec. IV C we explain how we chose the circuits. For a unified and simple understanding of the computational budget
and computational power, we convert the overall supercomputing budget on various supercomputers into Frontier node-hours.
The lowest time-to-solution contraction scheme on Frontier, after balancing FLOP count and memory operations, would take
3.5 million seconds to be simulated on a single MI250X GPU. Therefore, simulating a single circuit takes one Frontier node
3.5 x 10%/(4 x 3600) ~ 243 hours. One Frontier node-hour thus corresponds to 1/243 of the cost of a single circuit.

To convert our budget on other supercomputers into Frontier node-hours, we find the lowest time-to-solution contraction
schemes on these supercomputers. We multiply 243 by the number of simulated circuits (1522) to get the effective Frontier
node-hours we have for validation. We estimate a total of approximately 370k effective Frontier node-hours across all of the
supercomputers. This corresponds to 370000 x 3600 x 53 x 102 = 2.8 x 10%? theoretical floating-point operations on Frontier.
The contraction scheme on Frontier corresponds to a FLOP count of B = 102° per circuit and can be executed with an efficiency
of cet = 50%. We remark that a loose upper bound on maximum achievable Frontier efficiency on a realistic application
is provided by the LINPACK performance benchmark used by the TOP500 list [44], on which Frontier achieved only 71.1%
efficiency. We further note that efficiency at full-machine scale that we measure and report in Table III is slightly lower than
single-node efficiency. However, since the efficiency decay is small and comparable across all supercomputers utilized in this
work, we use single-node benchmarking data for the purpose of node-hour conversion and total budget estimation.

We emphasize that we do not perform exactly 2.8 x 10?2 floating point operations. One obvious reason is that the efficiency of
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Compute nodes GPU type |GPUs per node | PFLOPS (FP32)
Frontier 9408 AMD MI250X 4 1994
Summit 4608 NVIDIA V100 6 387
Perlmutter 1536 NVIDIA A100 4 120
Polaris 560 NVIDIA A100 4 44

TABLE II: Supercomputer technical specifications for Frontier [40], Summit [41], Perlmutter [42], and Polaris [43]. All
FLOPS listed are for single precision (FP32). Total performance in petaFLOPS (PFLOPS) is the theoretical peak performance
obtained by multiplying the number of GPUs and the single GPU performance, available in Table I.

Frontier is not 100%. A different reason is that any given contraction scheme on a different supercomputer will have a different
FLOP count and efficiency. Even the same contraction scheme has different efficiencies on different supercomputers. This is
why when computing effective Frontier node-hours, we use only the time-to-solution, and we measure our budget using effective
Frontier FLOP count and use the efficiency on Frontier. Similarly, we report the cost of simulating quantum circuits using the
FLOP count and efficiency on Frontier.

B. Selection of Experimental Parameters

The success of our protocol, outlined in the main text and in the overview in Sec. II, depends on the careful choice of challenge
circuits: classical simulation of these circuits must be difficult enough to preclude fast classical simulation by the adversary and
easy enough such that client-side verification is possible with a supercomputer. Since in practice we have a limited verification
budget, the difficulty of the circuits is inversely proportional to the number of circuits that we can verify, m = |V|. If the difficulty
is too low, then the adversary can simulate the circuits with high fidelity close to the experimental fidelity, making it impossible
to distinguish between classical and quantum samples even for large m. On the other hand, if the difficulty is too high, then m is
too small, and the XEB score has significant fluctuations from experiment to experiment, and we cannot confidently distinguish
between classical and quantum samples either in a given experiment. Therefore, the choice of m is crucial to the success of the
protocol.

When planning the experiment, we first specify a target entropy (or ()) and the soundness parameter £s,,. If the number of
verification circuits m, the cost of simulating one circuit 5, and the classical computational power of the adversary A are given,
we can determine the XEB score y needed in order for the client to guarantee the target () and e, Which allows us to compute
the honest case failure probability pg,;;. However, even in the setting of fixed total verification budget 7, we have the freedom
of choosing m as long as we adjust B appropriately as well, subject to m = |7 /5].

The trade-off between adversary simulation hardness and statistical uncertainties in the XEB score leads to an existence of an
optimal m such that pg,;) is minimal. Therefore, we optimize m to minimize pr,;. Mathematically, this amounts to the following:

minimize ppi(m) = Pr(XEB,, ¢ < X),
such that  £,4v(Q, X, M) = Esou-

The failure probability pg,;(m) is a function of m in a sense that ® 4 in Eq. II1.14 depends on B = 7 /m and the honest
server and adversarial CDFs in Eq. II1.12 and III.20 explicitly depend on m as well. The ® 4 dependence favors small m to
decrease the adversarial classical fidelity. The explicit CDF dependence favors large m to reduce the statistical fluctuations.
With the fixed total verification budget we possessed, with consideration of our circuit hardness and other protocol parameters,
we verified m = 1, 522 circuits.

C. Selection of Challenge Circuits

When choosing a circuit family for the challenge circuits, we must balance two considerations. On one hand, the circuit should
be deep enough to make simulation difficult. On the other hand, the circuit should be shallow enough to enable high-fidelity
execution on the quantum computer. Ref. [13] identifies a circuit family that achieves a high simulation cost while achieving
very high fidelity on the H2-1 quantum processor. In this work we use the same circuit family. We refer the interested reader to
Ref. [13] for a detailed discussion of the hardness of simulation of these circuits.

We specify the challenge circuits as follows. An n-qubit random circuit of depth d, C,, 4, consists of d layers of entangling
gates. Each entangling layer is composed of a random set of n/2 disjoint Uy (7w /2) gates, and each entangling layer is sand-
wiched by layers of random SU(2) gates on all n qubits. Uyy is the native two-qubit gate on Quantinuum hardware. The
arrangement of entangling operations in (), 4 is obtained by solving the edge-coloring problem over a d-regular graph with n
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FIG. S7: Timeline of data collection

nodes, with each node representing a qubit. Assigning each layer to a color, the set of edges colored by a color ¢ € [d] gives the
disjoint qubit-pairings for entangling layer ¢. We refer to the arrangement of entangling pairs across all layers as a fopology.

With a fixed circuit family, we must choose the depth d and a particular d-regular graph specifying the topology. For a fixed
topology, the cost of performing exact tensor network contraction is independent of the choice of single-qubit gates. We generate
numerous topologies with different d and calculate their “combo-128" costs. We then ignore topologies that are obviously too
expensive or too cheap to simulate, and we estimate contraction time for the rest on the types of GPUs we expect to verify the
circuits on. The details of the methods used to estimate the cost of simulation are given in Sec. IV A 3. This approach allows us
to identify a d = 10 topology such that we can simulate close to m circuits with our total verification budget. With n = 56 and
d = 10, these circuits have a total of 10 x (56/2) = 280 entangling gates and 11 x 56 = 616 single-qubit gates. As discussed
earlier, once the circuit is chosen based on estimated costs from preliminary optimizations, ~ 750k contraction schemes are then
generated with different « to identify the scheme with the lowest time-to-solution on each supercomputer. This process lets us
identify a single topology with the desired computational hardness and contraction schemes corresponding to the GPU models
we use.

We generate challenge circuits by randomizing only the single-qubit SU (2) gates over this chosen topology. In practice, this is
achieved with finite randomness by discretizing the continuous group SU (2). Crucially, the seed used to randomize single-qubit
gates is kept secret.

D. Client-Server Interaction

Having fixed a topology, the client maintains a reservoir of circuits, where the single-qubit gates have been randomized using
seeds kept secret from the server. These circuits are generated by using the commonly used library “Pytket” and are subsequently
compiled to a H2-specific file type that spells out ion transport and gating operations necessary to implement the circuit in the
H2-1 machine.

In total, we submit 60,952 circuits in 1,993 batches and receive 30,010 valid samples. The timeline of data collection is shown
in Fig. S7. The tqc for each circuit is taken to be the time interval recorded for that batch, divided by the size of the batch.

E. Verification

As discussed above, the final contraction schemes used by different supercomputers are obtained by choosing the lowest
time-to-solution scheme from ~ 750k schemes obtained by using KaHyPar, subtree reconfiguration, and simulated annealing
provided by CoTenGra. For Frontier, CoTenGra with the JAX backend is used to perform contraction. For other supercomputers,
cuQuantum is used to perform contraction, taking the contraction scheme obtained from CoTenGra as input. The details of
techniques used to perform the exact contraction are given in Sec. [V A 3.

We remark that contraction of each slice is independent from each other, and the task is embarrassingly parallel. In Table III
we show trivial scaling of the verification algorithm on all supercomputers. We also report the cost of contracting a single circuit
in terms of the FLOP count, which is different between GPUs since the lowest time-to-solution contraction scheme is different
between GPUs. Additionally, the full machines of Frontier and Summit were utilized, achieving numerical efficiencies of 45%
and 59%, respectively. This translates to a sustained performance of 897 PFLOPS on Frontier and 228 PFLOPS Summit, which
gives a total of 1.1 EFLOPS of sustained performance across both machines. The resulting time to simulate one circuit is 100.3
seconds on Frontier and 153.5 seconds on Summit.
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Single-GPU | 10 nodes | 100 nodes | 1000 nodes | full-machine
Frontier 49% 45% 44% 45% 45%
Summit 64% 62% 61% 61% 59%
Perlmutter 60% 59% 59% 60% N/A
Polaris 60% 60% 60% N/A N/A

TABLE III: Efficiency of tensor network contraction on different scales. We did not perform full-machine benchmarks on
Perlmutter and Polaris. Additionally, Polaris has fewer than 1,000 nodes.

F. Randomness Extraction

The numbers corresponding to our experimental results are n = 56, M = 30010,T;,; = 64641 seconds, XEBicy =
0.32, and m = 1522. The experiment passes the randomness extraction protocol with abortion thresholds xy = 0.30 and
tehreshold = 2.2 s. For this protocol we first estimate the minimum number of @ ,;,, against an adversary A for various values of
€sou Using Lemma 2 by performing binary search on @) such that €,4(Q, X) = €sou. Since Lemma 2 holds for any § > 0, we
could optimize ¢ to minimize €,q,. In practice, we simply solve for d such that &1 = €,q/2.

We then determine the smooth min-entropy certified by our soundness result (Theorem 3 for @i, samples, with smoothing
parameter € = €g40,/4). Table I in the main text reports the smooth min-entropy rate h = H:= /(M - n). For example, at
€sou = 107% and A = 4 xFrontier, we have h = 0.04.

Having determined the certified entropy present in the M samples, we can pass the raw bits into a randomness extractor. The
length of the extractor output is given by Corollary 7. We feed a total of 56 - M bits into a seeded randomness extractor to obtain
£ bits, which are now expected to be close to the uniform distribution. In this work we use the Toeplitz extractor, which is known
to be a quantum-proof strong extractor [45]. A property of a strong extractor is that the extractor output is independent of the
seed used. If the client uses randomness privately, the net output is the concatenation of the extraction seed and the output of the
extractor. We use the implementation of the Toeplitz extractor from the open-source package “Cryptomite” [33].

V. Details on Outlook for Future Experiments

We would like to understand how improvements in the quantum computer fidelity, average time per sample, and verification
budget improve the protocol performance. We are interested in the change in the resulting smooth-min-entropy as well as
achievable security parameters. For the protocol to be economically viable, only a very small fraction of samples can be verified
(m/M < 1). In the limit of infinite M and finite m, we can lower bound the fraction Q)/M of quantum samples R instead of
the absolute number of quantum samples, and the normalized entropy is h = Rq x (n — 1)/n. The average classical simulation
fidelity is

. Ceff * A- <tthreshold> . Ceff * A- <tthreshold>
(¢p4) = min (1, (- Rq) B ) = min (1, (1= Rq)-T/m ) (V.1)

In the limit of infinite M and finite m, there is no uncertainty in the fraction R of Porter—Thomas bitstrings (as can be seen in
Eq. III.17 since E[L¢] — o), and we have R = Rq + (1 — Rg) - (¢.4). Therefore, the number of Porter-Thomas bitstrings in
the verification set follows the binomial distribution, and we have

Pr (XEBiest < X) = Pr (XEBiest < x|l PT bitstrings in V) - Pr (I PT bitstrings in V) (V.2)

l

> Pr(
1=0
= m\ 5 m—1
Zf(m+l,m~(x+1))-{< )R(l—R) ] (V.3)
1=0
which is the same as the CDF for a finite-fidelity honest server with fidelity R.

Now, we would like to understand the effect of improving the quantum computer fidelity ¢, decreasing the threshold of average
time per sample ¢y eshold, iNCreasing the verification budget 3, and decreasing the adversary computational power A. Further,
as discussed in Sec. III D, tipreshold, B, and A can be treated interchangeably since they only affect the CDF calculations by

entering ® 4 in Eq. I1I.14. For each set of parameters, we can similarly optimize m following the procedure in Sec. IV B. This
allows us to map out the landscape of achievable performance in Fig. 3 of the main text.
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Label Meaning
n Number of qubits
B Cost of simulating challenge circuits
T Total classical computational budget for verification
M Number of successful samples
r Length of the circuit generation seed
Kext Seed for the randomness extractor
T; Bitstring for the ith circuit
xM Client’s classical register of the received M samples
K Client’s output register
b Number of stitched circuits per job, where each stitched circuits is composed of 2 circuits
Ty, cutoft Cutoff time for a single batch of 2b circuits
Tiot Total time for all successful batches
toc Average response time per successful quantum sample
tthreshold Target for average time per successful quantum sample for protocol abort
Tihreshold M - tinreshold
1% The set of indices for circuits used for verification
m The size of the verification set
XEBtest The XEB score of the verification set
X XEB score threshold
m Number of samples used in XEB
10} Expected fidelity of H2-1 on challenge circuits
Dtail Abort probability for an honest server
Esou Soundness parameter
Eaccept Probability of the protocol not aborting when interacting with an adversary
s Min-entropy smoothing parameter
U Client
S Server
= Server controller
Sq Server quantum computer
Sc Server classical computer
Isn Initial snapshot of all classical information of the client and the server
A Adversary classical computational power in FLOPS
Ceff Numerical efficiency of tensor network contraction
Q Number of quantum samples from the adversary
Qmin Minimum number of quantum samples the adversary must generate to pass the XEB test with probability at least €accept
M’ Number of amplitudes to compute for frugal rejection sampling by the adversary
gbi) Adbversary’s classical simulation fidelity of the ith accepted circuit
(o Sum of classical simulation fidelity for an adversary with computational power A
(pA) Average classical simulation fidelity for an adversary with computational power A in the limit of infinitely many samples
U Uniform distribution
H Ensemble of Haar-random states
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