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S1. Selection of my

The selection of mg is an important step of the proposed method. We aggregated weekly email
data from 1999-01-01 until 2001-05-29 (which coincides with the date of the first event). For each of
these aggregated networks, we computed common network properties shown in Fig. 1. The dashed
line represents the date that we used to define my, i.e., 2000-10-01. Note that for the selection of
myo, the network density and modularity reached stationary values.

Figure 2 shows the difference between inter- and intra-community link ratios for different values
of mg based on aggregated networks from 2000-09-15 until 2000-10-14. Fig. 3 shows the classification
results based on ROC for the same values of mg when m = 2. For this value of m, the classification
results tend to be better when myg is around 91 weeks (i.e., reached in 2000-10-01). Note that the
peaks on the proposed measure are closely aligned with the dates of the events for different values
of mg. Figure 4 shows a similar effect for classification results based on PRC. However, PRC results
are sensible to changes in mg. We also explored the effect of mg on the detection performance when
m = 7. Figure 5 shows the results based on ROC. In contrast to Fig. 3, the results in this case are
less sensible to mg. They start to distort for values of mg above 92 weeks (i.e., after 2000-10-04).
These results are consistent with performance changes observed in the classification results based
on PRC in Fig. 6.

*pmoriano@indiana.edu. Corresponding author.



140
120 -
100 |

Nodes

=
o
o
T
L

= = === == = =

o o
(S
T

o o
w »
T

Modularity

oo oo o
o orR N

.
1
. 1
= 568 PO BPOSa o
5 0.4 ,
o
I 0.3 :
0.2 !
$ !
0.1 ,
0 0 L L . L o . L L L L L L L L L 1 L ! ! ! ! ! !
© ~ 0 [=2) o - o~ - o m < n O ~ [ee) (o) o — o~ - o m < n
4 < 4 < = = = < e < 4 4 4 < 4 < = = = < e < < <
(2] [«2] (2] (2] (2] (2] (2] (=] o o o o o o o o o o o — — — — —
=) =) =) =) =) =) =) S S o S S S S S S S S S o o o o o
(o)) o (o)) (o)) (o)) ()] (o)) o o o o o o o o o o o o o o o o o
— ~— — — — - — o~ (o] o~ o~ o~ o~ o~ o~ o~ o~ o~ o~ o~ o~ o~ o~ o~
Date

Figure 1: Time series of network properties for the cumulative graph segment G, .
(a) Number of nodes. (b) Number of edges. (c) Density of the network. (d) Number of com-
munities. (e) Modularity. (f) Difference between inter- and intra-communications. Dashed lines
indicated the final date used to generate the aggregated network Gy for the Enron dataset (i.e.,
2000-10-01).
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Figure 2: Time series of the difference between inter- and intra-community links ratios
for different values of mg. Dashed lines correspond to the events reported for the Enron dataset.
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Figure 3: Performance comparison using ROC for m = 2 and different values of my. (a)
For my representing aggregate networks with final date between 2000-09-20 and 2000-09-29. (b)
For mg representing aggregate networks with final date between 2000-09-30 and 2000-10-09.
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Figure 4: Performance comparison using PRC for m = 2 and different values of my. (a)
For mg representing aggregate networks with final date between 2000-09-20 and 2000-09-29. (b)
For myq representing aggregate networks with final date between 2000-09-30 and 2000-10-09.
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Figure 5: Performance comparison using ROC for m = 7 and different values of my. (a)
For my representing aggregate networks with final date between 2000-09-20 and 2000-09-29. (b)
For mg representing aggregate networks with final date between 2000-09-30 and 2000-10-09.
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Figure 6: Performance comparison using PRC for m = 7 and different values of my. (a)
For mg representing aggregate networks with final date between 2000-09-20 and 2000-09-29. (b)
For mg representing aggregate networks with final date between 2000-09-30 and 2000-10-09.



