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NOTE 1. Natural losses

In this note, we discuss the unfeasibility of eavesdropping on the natural
losses occurring due to the scattering of photons in optical fiber. Here we
explore quantum considerations analogous to those that serve to derive
the Second Law of Thermodynamics *-%'.

In quantum cryptography, the thermodynamic considerations should
focus on the collection of optical states traveling through a lossy fiber.
In the standard telecommunication scenario, with the signal power of
around 10mW and a pulse duration of 1ns, each light pulse contains
about 10® photons, with staggering leaks of about 10° photons per meter
that can be measured outside of the fiber. This scenario implies that the
system is clearly not isolated, and, through the measurement of leaked
photons, Eve can decrease the system’s entropy—a process which, in ac-
cordance with Shannon’s definition of entropy, is equivalent to extracting
information.

On the other hand, in a relatively weak signal region of our choice
with 10* to 10° photons or less (which is still enough for the optical
amplification), the system can be considered quasi-isolated since only
a small number of photons are lost from each pulse. Eve’s attempt to
measure the leaked parts of a signal’s wave function and obtain informa-
tion about the sent bit would decrease the entropy. However, extracting
a substantial amount of information from leaked photons requires Eve to
operate and observe multitudes of degrees of freedom, which, as we will
demonstrate in the next section, is unfeasible.

1.1 Required length of the eavesdropping device
In assessing the feasibility of the potential eavesdropping on the natural
losses, we consider a scheme in which logical bits are encoded into opti-
cal coherent states |yy) and |y,) with different photon numbers py = lyol?
and y; = |y1|2. Let the signal pulses have the duration of 1ns (0.2m
long) and comprise 10* photons on average. The optimal values for yo
and y; on a 1000 km line, as determined by our simulations (see the
main text), are 9000 and 11,000, respectively. To eavesdrop on the ho-
mogeneously spread natural losses, an eavesdropper would be forced to
undertake measurements along various segments of the fiber, possibly us-
ing single-photon detectors. However, as our calculations indicate, such
a method would be impractical in terms of the sheer length required to
successfully determine the value of any given bit.

The natural losses coeflicient of a fiber section of length / can be
calculated as

r=1-10"%, 1)

where ¢ is the decay constant. The number of photons lost from a wave
packet containing , photons is given by:
1O =y @

The lower index E denotes that the photons can be seized by an eaves-
dropper, the upper index a represents the corresponding random bit
value.

The observable (positive operator-valued measure, or POVM) de-
scribing the single-photon detector includes two projective operators cor-
responding to two possible outcomes:
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The probability of the detector’s “click” conditional to the bit value a is
determined by the Poisson statistics of Eve’s coherent state
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According to the measurement outcomes, Eve makes bit decisions. Prob-
ability distribution of measurement results can be considered as Bino-
mial which variance is ¢,(1 — g,). Carrying out N independent measure-
ments of sequential parts of the line, the combined variance is a sum of
variances of each individual measurement. Thus, the expression for the
square root of the variance takes form

6na = VN . %(1 - %) (5)

Bits zero and one produce different distributions, the distance between
the maximums of these distributions can be calculated as
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In order to obtain significant amount of information Eve needs the dis-
tance between the maximums of the distributions to exceed the sum of
their standard derivations, i.e. the notional critical condition can be writ-
ten as

An = ong +on, =
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Then, supposing that each of the detectors covers a piece of fiber of the
length equal to the length of the considered pulses, i.e. [ = 0.2m, and
taking &£ = 0.02km™', which is a common value for the single-mode
optical fiber, the required number of detectors
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Combining all measured pieces, we obtain the total length of the whole
detection device N - [ ~ 10° - 0.2m = 200 m.

Moreover, not all the leakages can be measured in reality: some of
the scattered photons transform to different modes propagating along the
fiber and do not radiate outwards. Along with that, to measure a leaked



part of the signal with the single photon detector, it is necessary to isolate
the measured part of the line from the external radiation and concentrate
the leaked photons to the cryogenic setup. The effects combined reduce
the number of photons available to Eve approximately by an order of
magnitude. These physically motivated assumptions lead to enormous
lengths of detection devices even in the case of higher intensities (for
instance, pp; ~ 10°, which turned out to be optimal for the 40 000 km
line — see Numerical Simulations). It is important to acknowledge that
while the aforementioned attacks utilizing scattering losses are hardly re-
alistic, one can employ methods of protection that can counteract them
as well. These include utilizing specialized cable design enabling the
controlled dissipation of scattering losses (described in Note 2), utilizing
lower numbers of photons in pulses, and implementing advanced encod-
ing schemes that utilize the phase or shape of the pulses.

1.2 Precise estimation of Eve’s information

To estimate the precise amount of information that Eve can get from
the N individual measurements of natural losses with single photon de-
tectors, we calculate the mutual information between Alice’s sent bit
a € {0, 1} and Eve’s measurement results. The conditional probabilities
of obtaining n “clicks” can be written as

Cy-qh-(1—g)"™", )

where C}, = m is a binomial coefficient and g, is the click probabil-
ity in the individual measurement in the case where the sent bit value is
a. The expression for the mutual information is determined by the joint

p(nla) =

probability distribution p(n,a) = p(nla) - p(a):
N 1
HAcED) = 333 - toms (0
ZN:Z 1p(nla) Ing(ﬂ)
iy p(nl0) + p(n|1)
=1-3 nNO (p(al0) + p(aiD)) - 1 (#'Op)(nm). (10)

The dependence of the Eq. (10) on the total length of the detection device
is depicted in Fig. 1. Was the device’s length equal to 200 m, the mutual
information / (A : Ef[]lvd)) would almost reach 0.5, meaning that Eve would
know half of the raw shared key—these results are in a good agreement
with the preliminary estimations from the previous section. While in
the case of more feasible lengths (a couple of meters, for example), the
information Eve can obtain is of the order of 1072 bit. One can note that
the Eq. (10) does not depend on whether phase randomization is applied
or not, since the probabilities are determined only by photon numbers
(for details see Note 4).

1.3 Ideal photon number measurement

Next, we consider collective photon number measurement over the whole
N pieces of the fiber which can be conducted after gathering all the scat-
tered photons at one ideal detector. The corresponding observable in
terms of the POVM effects can be expressed as projectors on the Fock-
states .

=) (nl} (11
The probability of obtaining k photons is determined by the average num-
ber of all scattered photons in a signal corresponding to sent bit a

e (N #g))
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Almost analogously to the previous paragraph, one can calculate the mu-
tual information as

M photon number = {M n

p(kla) = (12)

p(k|0)
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2:0

I
I3

N
»

o
w

I
()

Holevo bound (no PR)
Holevo bound (PR)
Individual measurements
(single-photon detectors)

o
=

Information obtained by Eve

o
o

o

50 100 150
Length of the detection device, m

200

Figure 1| The information Eve can obtain from natural losses as a function
of the overall length of the detection device. The cyan line corresponds to
individual measurements (by single-photon detectors) as determined by Eq. (10).
The orange line depicts Holevo bound with phase randomization (PR) according
to Eq. (18). The black line is for the Holevo bound (no PR) in the absence of PR
Eq. (16).

The only difference from the Eq. (10) is that upper limit of the summation
is now infinity. As depicted in the Fig. 1, the informational advantage of
Eq. (13) over single-photon measurements is insignificant.

1.4 The Holevo bound

To build an upper-bound on the information that Eve may extract from
the scattered photons, we calculate the Holevo quantity, which for an
ensemble of quantum states & = {(1/2 (O)) (1/2 (“)} is defined as
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where S(p) = —Tr(p - log, p) is von Neuman entropy. Without phase
randomization, Eve has to distinguish between pure coherent states of

the form
P = 1NNy (NriNyal - (15)

Since entropy of a pure state is zero, the Holevo quantity is just the en-
tropy of the average ensemble’s state
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where h,(x) = x-log,(x)— (1 —-x)-log,(1 —x) is binary entropy. Applying

phase randomization transforms the ensemble of pure coherent states into
the mixtures of Fock states
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where p(kl|a) is defined in Eq. (12). Now ensemble’s states are diagonal,
thus, quantum entropy is replaced with classical Shannon entropy
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Figure 2 | Cable design. The cable namely includes (i) the inner core for infor-
mation transmission and physical loss control, (ii) dissipative cladding converting
scattering losses from the inner core into heat and completely destructing their
information contents, and (iii) outer core for monitoring line integrity.

Carrying out trivial mathematical transformations, one may conclude
that the Holevo quantity for the phase randomization case Eq. (18) coin-
cides with the information obtained in ideal photon number measurement
Eq. (13). Figure 1 also shows that the Holevo quantity for pure coherent
states Eq. (16) appeared to be much higher than considered photon num-
ber measurements, meaning that Eve may potentially utilize information
about the phase to conduct more effective measurement. It prompts le-
gitimate users to implement phase randomization in their QKD scheme.

NOTE 2. Controlled dissipation of natural losses and
advanced line tomography

In this note, we turn our attention to a particular cable design and
advanced line tomography that transforms scattered photons into heat
in a controlled manner. This method effectively precludes Eve from
exploiting the natural losses.

The cable design transforming scattering losses into heat is sketched
in Fig.2. The inner fiber core carrying the information light pulses is
surrounded by a cladding with a smaller refractive index and then by
the dissipative cladding made out of metal or metal-doped silica. The
dissipative cladding screens the scattering losses escaping the fiber core
since the scattered wave undergoes the inelastic secondary scattering and
transforms into heat. The resulting dissipative thermal losses cannot be
deciphered even in principle. The dissipative cladding is, in turn, coated
by the second standard refractive cladding layer, surrounded by an outer
hollow fiber core and the outside refractive cladding. The outer core en-
ables legitimate users to perform constant reflectometry and transmittom-
etry, thus exercising control over the dissipation of the scattering losses.
To remove the dissipative cladding for collecting the scattering losses or
to create an artificial leakage from the inner core, Eve first needs to get
through the outer core. The action, however, will not go unnoticed be-
cause of the permanent Alice and Bob’s updating of the outer core’s loss
profile. Finally, the structure is surrounded by an outer jacket which may
include a strengthening layer. To mitigate local losses on fiber connec-
tions, they should be made spliced.

Physical loss control allows for a quantitative estimate and localiza-
tion of any damage inflicted upon the outer or inner cores, see an exper-
imentally obtained example of a reflectogram in Fig. 4 of the main text,
presenting the dependence of the backscattered power upon the distance
to the scattering point: the linear regions represent homogeneous scat-
tering along the line, while the sharp peaks or drops correspond to the
local losses at fiber contacts and bends. As opposed to the regular optical
fiber, this specific line design eliminates the possibility of an undetected
collection of scattering losses. Any local intrusion brings Eve a negli-
gible number of scattered photons; then, to collect a sufficient amount
of the scattering losses, she needs to breach a large section of the con-
trolled outer core, and before it is done, the legitimate users terminate
the protocol. Yet, our approach—particularly, the protocol outlined in

the main text—resists a significant signal leakage fraction without the
necessity of terminating transmission at first sight of the channel breach.
Instead, the legitimate users adapt the encoding and post-processing pa-
rameters based on the evaluation of the fraction of the signal possibly
leaked to Eve, the outer and inner cores being monitored separately. Im-
portantly, although the inner core of the line is controlled only at step 1
of the protocol, legitimate users must control the outer core at all steps
of the protocol. The users can count scattering losses that leaked from
the breached outer core region as stolen by Eve and then act accordingly,
i.e., adapt or terminate the protocol. In other words, the scattering losses
escaping the breached outer core region can be equated to the artificial
leakages directly from the inner core. If the outer core is breached at the
same spot where the inner core has an irredeemable local leakage, such
as a bend, the users must take that this leakage is seized by Eve.

NOTE 3. Signal amplification

In this note, we address optical amplification using the formalism of
quantum channels. We develop a mathematical representation of a se-
quence of optical amplifiers, which we later use for modeling a general
beam splitter attack on the transmission. Using this representation, we
calculate the amplification-induced noise.

3.1 Amplification in doped fibers and losses

In Er/Yt doped fiber, the photonic mode propagates through the inverted
atomic medium. To keep the medium inverted, a seed laser of a differ-
ent frequency co-propagates with the signal photonic mode in the fiber
and is then filtered out at the output by means of wavelength-division
multiplexing (WDM). The interaction between the inverted atoms and
propagating light field mode a is given by the Hamiltonian in the rotat-
ing wave approximation

N
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where we enumerate the atoms by index n, with N being the overall num-
ber of atoms in the medium (N > 1), « is the interaction constant. Here,
each medium’s atom is assumed to be a two-level system with its basis
states |0) and |1) denoting the ground and excited states, respectively;
& is the n-th atom raising/lowering operator, while S is the collec-
tive raising/lowering operator, that shifts the number of excited atoms
in the medium by one. To simplify further calculations, we utilize the
Holstein-Primakoff * transformation which provides mapping between
the collective (S ., S _) and boson (b, b) operators

. bib, / b'b
= VN[l = —>b, S_= VNb"y|l - —, 21
. N N 2]
where [[3, BT] = 1. In the regime, where average number of excitations

is much smaller than the number of atoms (b'h) < N, one may use the

approximation
S_~ VNb'.

The initial state of fully inverted atomic medium is [1);®[1), ...®|1) (all
N atoms are in the excited state). The Holstein-Primakoff transformation
maps it to the vacuum |0), (i.e. no excitations in the boson mode b). The
amplifier’s medium with m atoms in the ground state is now described
by the state with m excitations |m), that obeys the standard annihilation
and creation operations

S, ~ VNb, (22)

i’|m>b = ‘/%W— 1,
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With that we have

A ~ ik VN (a'b" - ab). 24
The evolution operator of a propagating photon is given by

Ug — e—iﬂimr/h — eg(a*i;im}), (25)

where g = k VNt/h and t is effective time of interaction between the pho-
tonic mode and atomic medium. Besides considering the channel acting
on the propagating state, we also have to consider a conjugate channel
acting on the creation operator & (it will be needed in the following crypt-
analysis)

Ampglal = U} aU, = cosh(g)a + sinh(g)b'. (26)

In practice, the performance of erbium-doped fiber amplifiers (EDFAs)
suffers from technical limitations, which arise in addition to the ampli-
fication limits on added quantum noise. These limitations are mainly
caused by two factors: (i) the atomic population may be not completely
inverted throughout the media, (ii) there may be coupling imperfection
between the optical mode and the doped fiber section or main part of
the fiber. We will imply that these factors are accounted for in the loss
channel prior to the amplification channel, as shown in Ref. [83]. The
canonical transformation of the loss channel is

Lossylal = UlaUr = VTa+ VI-Té,

(27)
T = cos’ A,

where A is the interaction parameter, T is the proportion of the transmit-
ted signal, the annihilation operator ¢ corresponds to the initially empty

mode which the lost photons go to, and U, = ¢%'¢-4a¢",

3.2 P-function and its evolution under amplification
Consider a single photonic mode with bosonic operators & and &' acting
in the Fock space. To understand the effect of the amplification on the
bosonic mode state, we will use the P-function formalism allowing to
express any density operator as a quasi-mixture of coherent states:
p= f FaP()|) ol 28)
where d*a = dRe(a) dIm(a) and the quasi-probability distribution P(a)
is not necessarily positive. For a given state with the density matrix p the
P-function can be written as

P(a) =tr: 6@ —a): p, (29)

where
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see Ref. [84] for details. Amplification is described by a quantum chan-
nel given by

AMPg_oig P P Ampglp] = tr, [0, p®10) (0, TF],  (31)
where U, 4 1s defined by Eq. (25), g is the interaction parameter character-
izing the amplifier, G = cosh?(g) is the factor by which the intensity of
the input signal is amplified, and annihilation operator b corresponds to
the auxiliary mode starting in the vacuum states. see e.g. [85].

To see how the P-function of a state transforms under the optical
amplification, consider a simple situation where the input signal is in
the pure coherent state |y) (y| with the corresponding initial P-function
Pi(a) = 6(a — ) (delta-function acting on the complex plane). After the
amplification the P-function becomes

P(a,y,9) = tr: 6(a — @) : Ampg [ly) (/1] (32

Bearing in mind the canonical transformation of the amplifier channel
from Eq. (26), we get Eq. (3) from the main text: given a pure coher-
ent input state (with complex amplitude ), the output state is a mixture
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Figure 3| Compositions of loss and amplification channels and their equiv-
alent representations. a Two loss or amplification channels can be reduced to
one. b Loss and amplification channels can be effectively rearranged. ¢ A series
of losses and amplifiers can be reduced to one pair of loss and amplification.

of normally distributed coherent states; the mean complex amplitude is
\/Ey and the standard deviation is (G — 1)/ V2:

o - \/Eylz).

Pla,y,6) = (33)
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3.3 Composition of amplifiers and losses

In our quantum key distribution (QKD) protocol, the amplification
is used to compensate the fiber losses. Long-distance transmission
requires a cascade of amplifiers, in which case the signal’s evolution is
determined by a sequence of multiple loss and amplification channels.
In this section we prove that any such sequence can be mathematically
reduced to a composition of one loss and one amplification channels.

Statement 1. Two loss or amplification channels can be effec-
tively reduced to one.
First, we show that a pair of loss or amplification channels can be

effectively reduced to the one channel (Fig.3a). To that end, let us
consider two consequent loss channels:

(LossT2 o Lossy, ) (&) = VT Toa + Ti(1 = T1ey + 1 =Tty

= V' Tha+ \1-TT2¢, (34

where we defined operator ¢

NIL(L =T + VI =Tty
VI =TT, ’
acting on the vacuum state and satisfying the canonical commutation

relation [¢, 7] = 1. The last expression of Eq. (34) represents the action
of one loss channel with the effective parameter T = 7,7,

(35)
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The same reasoning applies to amplifiers
AmpG2 o AmpGl = AmpG:G]Gz. 37

Statement 2. Loss and amplification can always be represented as a
composition where loss is followed by amplification.

Let us show that the composition of an amplification channel followed
by a loss channel can be mathematically replaced with the pair of cer-
tain loss and amplification channels acting in the opposite order (Fig.3b).
Firstly, let us consider the transformation corresponding to the amplifi-
cation followed by the loss

(Loss» o Ampg,)' [a] = U}, U%,a 0,0,
= VT'Ga+ N1 -T'¢+ \T'(1-G)b'".

(33)



In the case of the opposite order we obtain

(Ampg o Lossy)“[a] = 17;0;& Uglﬁ]l =
= VTGa+ G -T)e + VG - 1b".

(39)

Considered transformations become identical when the parameters are
related as
Lossy» o Amp,;, = Ampg; o Lossy,
G/TI
T=——7—o, 40
(G -DT"+1 (40)
G=(G -DT"+1.

In other words, the two types of channels "commute” provided that the
parameters are modified in accord with these relations. In particular,
the parameters in the equation above are always physically meaningful
G > 1,0 < T < 1, meaning that we can always represent loss and
amplification in form of a composition where loss is followed by
amplification (the converse is not true).

Statement 3. A series of losses and amplifiers can be effectively
reduced to one pair of loss and amplification.

Let us finally show that the sequence of loss and amplification channels
can be mathematically represented as one pair of loss and amplification
(Fig.3¢). Consider the transformation

@y = (Ampg o LossT)°M, (41)

corresponding to the series of M identical loss and amplification chan-
nels, for which we want to find a simple representation. According to
Statement 2, we can effectively move all losses to the right end of the
composition, i.e., permute the channels in such a way that all the losses
act before amplification. Every time the loss channel with the transmis-
sion probability T, is moved before an amplifier with the amplification
factor G(;, the parameters are transformed in accord with Eq. (40):

GyTu
(G(l') - 1)T(,-) +1 ’
Go P~ Gy =Gy — DTy + 1.

T(,') = T(i+1) = (42)

In our sequence we can pairwise transpose all neighboring losses with
amplifier (starting with the first amplifier and the second loss). After
repeating this operation M — 1 times, bearing in mind the Statement 1,
we find that

Dy = AmpG(O) o AmpG(]) 0---0 AmpG(M_])

(43)
OLossT(Mfl) o LossT(AH) 0--:0 LossT(O) = Ampg,_ o Lossr,,

where

M-1 M-1
T, = l—l Ty, Go= HG@, 44)
i=0 i=0
i.e., the series of losses and amplifiers is equivalent to the loss channel
of transmission 7, followed by the amplifier with amplification factor
G,. Note now that the value n = G»T;, = GT cannot be changed by

permutations. Let us define

F(,’) = (G(,‘) - I)T(,') + 1, (45)
and bear in mind that
_ _ (F(,')—l) _ F(;)—l
Fiy = Gay— DTy +1 = ———TG+1 =n|——— [+ 1. (46)
(@) (@)
We can write TG
T(i+1) = F_’ G(i+]) = F(i), (47)
@)
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G, =G F(i), T, = — = . (48)
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Let us find the explicit form of G, and T, by solving the recurrence rela-
tion. Define A, and B, through the relation

A
an = _Vl' 49
D=7 (49
Then (n+ DF, n+ DA B
n+ m — 1 n+ n+1 — 11Dp+1
Foy = = . 50
K F(n) An+] ( )
It follows from Egs. (49) and (50) that B,,; = A, and
An+l = (77 + I)An - an = (77 + I)An - ﬂAn—l- (51)
We see that the solution of this equation has a form
An =c + 0277’1’ (52)

where ¢; and ¢, are the constants, which are determined by Fy = (G —
DT +1: wetake A} = (G — 1)T + 1 and Ay = 1, and obtain
_T-1 - G-DT
“er-10 T Gr-1-
Notably, the product Hﬁ BQF o appearing in the final expression becomes
relatively simple

(53)
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and we have
@), = (Ampg o Lossy)°™ = Ampg_ o Lossr,,
6 - G=DEGN" +G(T - 1)
° GT -1 ’ (55)
M
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The case of TG = 1 is particularly interesting as the average photon
number of the transmitted signal remains preserved (which is different
from the total output photon number as it has the noise contribution). In
the limit G — 1/T we have

G, =GM(1 -T)+T),
B T (56)
TMA-T)+T

o

3.4 Effective model of the line
We consider how Eve performs the beam splitter attack seizing the part
of the signal somewhere along the optical line as shown in Fig.4a. If
the signal intensity incident to the beam splitter is 1, then intensity rg
goes to Eve, and 1 — ¢ goes to Bob’s direction. The proportion of the
transmitted signal on the distance d between two neighbouring amplifiers
is determined by
1
— 107¢4 = _

T=10"%% G= T
where ¢ = 0.02km™' is the parameter of losses typical for the optical
fibers and G is amplification factor of each amplifier. Let Dagag) be the
distance between Alice and Bob (Alice and Eve), then the numbers of
amplifiers before and after the beam splitter M, and M, are given by

M, = Dag/d,
M, = (Dap — Dap)/d.

(57

(5%

According to Statement 3, the scheme can be simplified by reducing the
losses and amplifications before and after the beam splitter to two loss
and amplification pairs with the parameters {7, G} and {T>, G,} respec-
tively (Fig. 4b)

G =GM(1-T)+T) = (10‘“— 1)~ ZAE

- 1
Gy=GMy(1-T)+T) = (104 -1). 222 41, L=
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Figure 4 | Schematic representation of a beam splitter attack. a Alice and
Bob are connected by a quantum channel comprised of the composition of ampli-
fiers and losses. Eve conducts a beam splitter attack seizing a part of the signal
somewhere along the optical line. Thus, she divides the line into two parts. b An
equivalent scheme: the losses and amplifiers before and after the point of Eve’s
intervention are represented by two pairs of loss and amplification channels de-
fined by the parameters {T', G,} and {T,, G,} respectively.

3.5 Fluctuations

Let us calculate the fluctuation of the number of photons in a pulse after
it passes through a sequence of M loss regions and amplifiers. Let |y|* be
the input average photon number; as follows from Eqgs. (28) and (33), the
average number of photons # in the output signal is

n={a'ay =y +G, -1, (61)
where G, is given by Eq. (56). The variance of the output photon number

is

on = y((@'a)*) - (a'a))?

= (MG - MG - 1) + D+ MG -1 + D) (62)
Note that even if |y|> = 0, n and 6n are still non-zero. This particularly
means that on top of the mode of interest, amplification also generates
noise in other modes. Assume that Bob has an optical filter with band-
width Av on which the amplification factor is constant, and the detection
time is 7 > 1/Av. Then, the average number of photons due to noise
from the secondary modes is

Tnoise = 2[GIM(1 =T)+T) — 1]tAv, (63)

where factor 2 is due to two possible polarizations. We will thoroughly
address the issue of noise at different optical filtration regimes in our
forthcoming experimental publication.

In the limit |y|*> > GM > 1 for the ideal optical filter transmitting
only the signal mode we get

VnGM.

Provided that there are no other sources of noise, this quantity deter-
mines the precision of the physical loss control: if the test pulse carries
n photons, the minimum detectable leakage is

""" VMGn/n = \MG/n.

The result coincides with the estimate given in Methods.

on = (64)

(65)

NOTE 4. Photon number encoding

This note is devoted to the detailed description of the photon number
encoding scheme in the context of the beam splitter attack. We derive
the respective amounts of information that the users and Eve know about
the transmitted signal. We also address correlations due to the optical
amplification between Eve’s and Bob’s quantum states.

4.1 Phase randomization

In the photon number encoding, we assume the phase of each signal
pulse being completely random *°, and unknown both to the eavesdrop-
per and the users. The phase alteration between consecutive signal pulses
may be achieved through rebooting the light source after each pulse, or
with an additional randomly acting phase modulator. We take that Bob’s
performs solely the energy measurement of the incoming states without
measuring the phases, so Alice does not send the phase reference. In
this case, Eve cannot measure the phases either, and the combined sys-
tem of Alice’s random bit (A), the signal incident to Bob (S) and Eve’s
seized state (E) can be expressed as a mixture of states averaged over all
possible phases,

e
(), = 55 [ [E
0

x ( f &8 P(B. VI~ re)T2a. G2) - ) <,3Is) ® | Vrea) { Vreal ] (66)

Dla)aly® f d*a P(a, \Tie¥y,,G1)

a=0,1

It follows from Eq.(33) that for any ¢ € R we have P(x, yei“’,z) =
P (xe’i“’, Y, z). We thus can write

(038%), = 3 ) larahr @ [a Pl \TinG)

a=0,1

x f B P (B N~ r) T, Go)

2n

1 . . . .
X o do 1e“B) (e“Pls ® | Vree¥a) (\ree¥alz.  (67)

0

4.2 Bob’s information

We first estimate the mutual information between Alice and Bob, which
is S(A) — S(A|B) in Eq.(6) of the main text. For that purpose, we
trace out Eve’s subsystem and consider a bipartite quantum state shared
between legitimate users right before Bob’s measurement is conducted

(pa), = me (pist™),
< ~—Bob >

X f d*B P (B, (1 = r)Tser, Gz)

Z|a><a|A® fdza P(@, T yuG)

aOl
2r

f dp By (Bels|.  (68)

0

Given that Alice sent bit a € {0, 1}, the probability that Bob’s measure-
ment outcome is b € {0, 1, fail} can be written as

2
2 - VG Thy. 2
p<h|a>=f e o= YOI |]f -
(G, — 1) G -1 (G, — 1)

w V(1 - VE)GzT2(1|
G, -1

]2 fdwﬁeleb By (69)

X exp [—
0

The probability of finding k photons in the coherent state |8¢™) is defined
by the Poisson distribution and depends only on ||

wez

[kige|" = = [(KIB) , (70)



which particularly means that for any b (8¢*| £, |B¢?) = (8| E}, |B). Thus,
the probability of results “0”” and “1” can be expressed analytically

o ) R A0y 2% _le
B\ B ey = BE B = Y Pt
k=p+6, :
_F(,u+04+1,|ﬁlz) T+ 6,.182) o
T Tu+6+1)  Tu+6) an
A C(p—6+1L,18P) T (u—06s18P)
BIEyB) = - (72)

T(u—6, +1) C(u—6s) °
where I'(z) is the Euler gamma function and I'(z;, z,) is the incomplete
gamma function. Turning again to Eq. (69), we can change the integra-
tion order using Fubini’s theorem. The analytical integration over d’a
gives us

y2(1-rp) +00

¢ GG 2EG -1 _ 182
d|ﬁ| |,3| . ¢ C1tG2-gG1-N

p(bla) =

7((G1+G2—2—"E(G1_])).
0
2r
R 2V1 = rey.lBlcos gg
£ P 73
x (Bl E |B) Pp exp(Gl+G2—2—rE(Gl_l) -
0

where ¢ = arg(8). The rightmost integral can be reduced to the modified
Bessel function of the first kind:

2r

fd 2 V1 = reya|Blcos gg
2P G G -2 G - 1)

0

2V1 = reyaBl ) (74)
G +G,-2-re(G - 1)

=2r- IO (
Thus, we have

e
D¢ G176 G —D

G +G,-2-rg(G; - 1)

p(bla) = d|B| 1Bl - B E, 1B)
0

X Iy

291 - % ) = (75)

. ¢ OGO
G1+G2—2—VE(G1—1)

The mutual information between Alice and Bob after the post-selection
can be calculated as

I(A,B)=S(A)-S(AB)=S (A)+S (B)-S (AB)
p<b|0>] [ p<0|a)] plbla) (p(b|a))
=h h , (76)
’ (bzoll ’ c§l 2ps azoll bZO“l 2ps
where hy(p) = —p-log, p— (1 = p)-log,(1 — p) is the binary entropy and

the probability of the successful measurement outcome is

;= % >0 plbla). an

a=0,1 b=0,1

4.3 Eve’s information

To estimate Eve’s information (/(A:E) in the Eq. (6) of the main text), we
find the explicit form of the quantum state owned by Eve after the users
perform post-selection. The density matrix of the joint ABE system is

p fdza P(a, \T1v4.Gy)
b= 2, 5% !
| 2r
X la) (aly ® 1b) blp ® >~ f de |e¥ vrlal) (e Vrglel],
0

x f d*B P (B, (1 = re)Taa, G ) BIESIB) . (78)

For the further calculations it is useful to introduce “conditional” Eve’s

density matrix, i.e., Eve’s density matrix in the case that Alice sent bit a
and Bob got a successful measurement outcome:

PO = trap [(2 lay (@l @1 @ 1) (,a/{BE>¢] . 79

The explicit form of this matrix is
ala) _

= s o Pl Ty G)

X f d*B P (B; (I = re)Taer, Go ) (BIE./B)

2r

1 : .
|3 o 1ot e v,

0

l . (80)

where £, = Ey + E,. To simplify the expression, one can convert in-
tegration into Polar coordinates (@ = |ale*, d*a = |a|d|a|de,), apply
Fubini’s theorem, and carry out integration over ¢, analytically

2 2 exp (_\a\zmﬂ)
- Gi-1 2lely,
fd¢aP(|a|e’%; VT17..Gi) = G -IO(GI _7]), @1)

0

where Ij(z) is the modified Bessel function of the first kind. The same
procedure can be carried out for integration over 8: bearing in mind that

BIE/8) = (BIE118) + (BIEo|8) = f(18]) does not depend on g, we have

21
fd%&? P(lﬁ|ei%; V(I = re)Tha, Gz)
0

B +(1=rp)lal?
P , (zww_l—ram
t 1o

G,—1 G,—1 ) 62)

The rightmost integral in Eq. (80) also can be calculated in the analytical
way and expressed in terms of the Fock states {|n)}<;:

L A 2 & (rela?)”
57 | e e Vrelal) (¢ Vrelal| = e ZOT'"”"" (83)
0 "=

Substituting the results from Egs. (81-83) into Eq. (80), we get

@ _  4/p1a) IczI2+|7a|2) 2laly,
G- NG ) dlo ""'e"p( el L0l beme
>y 2 _ 2
e L e T B T R
2= 2=
0

= lo?)’
X Z exp (—rglalz) (rE:! )

n=0

[n)y<nl. (84)



Note that the resulting density matrix is diagonal in the Fock basis—
which is natural given the phase randomization. The diagonal elements
of the matrix can be expressed as

7
4rg exp (— m)

A(a) |ﬂ|2
R AR N fasrn f('ﬂ')e"p( 1)
+o0 | L
Joereo el 2]
0

<1 2laly, 0 2|8l V1 = rglal
N -1) " G,-1

In order to take integral over || analytically, we utilize the fact that the

main contribution to the integral comes from |a| > 1 which enables us

to use the asymptotic expansion *’:

et 1 1
1+—+0 z€eR.
V2nz ( 8z (| [ ))
Thus, we have

(2|a|7a).1 (ZIﬁIVI —ralal)
G -1)"\" G, -1

). (85)

Iy(z) =

(86)

1 (G = 1)(G, -

7u|/3|V1_rE
1 G -1 G, -1 1

1 —1]. 87

X( +16Ial[ 7 +|ﬁ|\/_1—rﬁ]+0(|a|2)) ®7

Utilizing this form, we get

1) exp(2|a,|( Ya + Iﬁl Vl_rE))

~ 4zlal G-1 G-1

e G I

4Bl Bl £(B)
7 \VdBINT=F5(G1 = D(Ga— 1) %
G -1 N G, -1
Ya |ﬁ| Vl —IE

where we introduced two subsidiary functions %, (|8]) and %, (|8]), n € N:
we define

(nlpi'In) ~

12

_ e
]%n (I,BI)) e 7,

1
X (%n BD+ 1¢ (88)

400

2n
(04 2
%n (Iﬁl) - j‘dlal | I_‘ . E_Ala‘ +Blel

1 B (3B
aeiz (Naga " a
F(l’l+%) 1 BZ
Y 8
T 11(’“L224A)’ 89)

where F(x, y, z) is the Kummer confluent hypergeometric function (for
large values of the third argument we utilize the approximation from
Ref. [87]), and

=6 : 90
G -1 G2—1+rE (90)
2 2|ﬁ| 1- 14
p=Bh= " : 91
(8 o G;—l o)
Function %, (|8]) is defined similarly:
~ a n— B ‘2
#, (1B = fdlaI — . oAl +Blal
J !
L E ) e
4A Filn+ =, =, —
An-172 A = S5
1 B
+ 5 1Fi (n, > 1A )] 92)

For n = 0 the integral from Eq. (92) does not converge—Ilet us address
this case individually. Instead considering two terms of the series in
Eq. (86), we take into account only the first one, which makes the pri-
mary contribution to the sum for large |e/|; thus, we get

+00

~ \/—632/4,4 B ~
%0 (BI) = | dla] e~ Ae = erfc| —], % (8D =0. (93)
y T2vA  \2va
With the beam splitter attack, Eve gets one of two non-equiprobable
quantum states: S\, with probability gy = ”MO) and p\) with ¢; = 2 (/”).

~(0) A(l)

The explicit forms of diagonal p;” and p;;” can be obtalned by substltut-
ing the results from Egs. (89-93) into Eq. (88). Eve’s ensemble & can be

shortly defined as
&= {(av 2"). (a1 5)}-

The maximum information that Eve can obtain about Alice’s bit on aver-
age is bounded by the Holevo quantity y (E):

I(AE) < x (&) = S (90 + @16’) = 008 (") = a1 (p) -

Since ﬁg)) and p,’ are diagonal, Eq. (95) can be simplified by replacing

von Neuman entropy S with the classical Shannon entropy H

94)

95)
A(l)
S (qop + q1py) = ({610<nlﬁg))|n>+q| <nlﬁ§§)ln>}70), (96)

+o0
S () = ({<n|;s:§>|n>} )
n=0
where the Shannon entropy of a probability distribution {w j}/_ is defined
as H({w,-},-) =- Z w;log, (wj).
J

)

4.4 Correlations

Stealing a proportion rg of a coherent signal pulse |y) provides Eve with
a state |4/rgy) uncorrelated with |y), as the state of the joint system is
described by product | ﬁy} ®|+/rey). This is, however, not the case
when the signal pulse is subject to optical amplification, turning a pure
coherent state into a mixture of coherent states: now, by splitting off
same rg-fraction of this mixture, Eve gets a correlated state containing
more information about the sent bit. Therefore, contrary to one’s exe-
cutions, for Eve standing right next to Alice may be less effective than
somewhere further along the line—provided that the noise from the opti-
cal amplifiers does not overweight the benefits of correlations. Assuming
that Eve performs the beam splitter attack, we quantify the correlation be-
tween Eve’s and Bob’s measurement results by calculating the Pearson
correlation coefficient %

<<anE>>

Rgg = ,
O

9%)

where ({...)) stands for irreducible correlator, T is the standard vari-
ance. The values are defined as follows

((npng)) = (MBNE) s — (MB)py * ME)sg » (99)
= (n3),, = w23y —(ng)i.  (100)

Averaging over a density matrix p is denoted here as (... );. As follows
from Eq. (67), the Bob-Eve density matrix can be written as

Pre = fdza P(a, VT17.G)) fcﬂﬁ P(B, NTa(1 = re)er, o)

f— |\/1 — rpae®) \/1 - rEae’“”IB ® | Vreae®) ( rEa/ele,

(101)



pe =trg [Pee],  Pe = trg [Pee], (102)

where the effective amplification coefficients G|, G, and transmission
probabilities T4, T, are defined by Egs. (59) and (60). The average pho-
ton numbers of Bob’s and Eve’s subsystems are

(npYy, = f &a P(a, VT17.G)) f & P (B, VTo(1-rp), Gs) - I8P

=(1-rp)-(WP+Gi-1)+G, -1, (103)

(), = f d*a P(a, \T17,G\) - |Nreal® = re - (0 + G - 1).

(104)
The average product value is
(npneYpy, = 1e(Gy = D) (W2 + G - 1)
+rp(1 = rg) - (2Gy = 1 +4p Gy - D + ). (105)

Hence, the expression for the irreducible correlator depends only on
lyP, rg and G;:

(npng)y = re(1 = rg) - (G = 1) - (2pP + G1 =1). (106)
Here, we utilized the fact that (n)uy = |al*>. In turn, the variances are
obtained using the fact that (nz)‘t,)w = |af* + |af*:

oy = =rg)- (W +Gi—1)-(1+2G, - 1)

+ (=gl - (G = 1) (2 + Gy - 1) +Gy(G, - 1), (107)

o =1 (P +Gi = 1)+ (G = D (2P +Gi - 1). (108)

Substituting Eqs. (106—108) and Egs. (59, 60) into Eq. (98) yields the de-
pendence of Rgg on Dag. Function Rgg (Dag) is monotonically grow-
ing which shows that with Eve approaching Bob, their measurement
results become more and more correlated. As expected, if G; = 1—
corresponding to the case where Eve is right next to Alice—Rgg (Dag)
vanishes, meaning zero correlations.

NOTE 5. Phase encoding

In this note, we study the phase encoding scheme. We perform our
analysis along the same lines as in the case of the photon number
encoding.

5.1 Bob’s information
For self-evident reasons, phase randomization approach is inapplicable

in case of phase encoding-based protocol. The density matrix describing
the tripartite system right before Bob’s measurement is

PR =3 Y e [da Pla TG
a=0,1
<[ [5 P NT=RTaG) By ). 009

Given that Alice sent bit a € {0, 1}, the probability that Bob’s measure-
ment outcome is b € {0, 1} can be written as

_ d’a la — .l
p(bla)—fﬂ(Gl_l) ~eXp(— Gl_l)

B |- VT=reo]
an(cz—l) [ G,—1

] BIE,BY.  (110)

The overlap between coherent state |8) and the state with a particular
value of the §—quadrature is

2
kgl = \/; ~exp (-2 (Rel] - 9)°).

For successful measurement results on the Bob’s side we have

(111)

0 -6

qu e—z(Re[ﬁ]fq)z, <B|E1|ﬂ> qu o 2Relfl-q)” (112)

0 -6

(BIEoIBy =

The expression for conditional probabilities p(bla) can be determined
analytically

ey = Lert 2B DT VT )
PO V26 - D 20— G - D

| V(017 v VTT) )
~ ler . (113)
2 VI+2(G,-D)+2(1-rg) (G - 1)

Since p(V|0) =
is

p(v|1), the mutual information between Alice and Bob

(114)

I(A,B)=S(A)-S(AB) =1 - hz(p(llo)).
v

As aresult, we obtain the explicit form of the expression S (A) —
which we substitute into Eg. (6) of the main text.

S(A|B)

5.2 Eve’s information
The density matrix of the Alice-Bob-Eve system given that Bob obtained
conclusive measurement result is

Phor = 3 Z p( /| @)@ ) 1) (s ® f o P, NTiya, G)

b=0,1

x [ P (6 T =20, Ga) GIEs) | ) (Wil (115)

To estimate the conditional entropy S (A|E) one has to calculate the re-
duced Alice-Eve density matrix by tracing out Bob’s subsystem:

Phe = trs [Plpe| = %ZO:I p(+|a) la) ¢als ® fdza P, \T17..G))

x f @B P(B. N0 = ) T2, Go) BIE.B) | Vrea) { Vrgalg . (116)

It can be rewritten as

Pae = fdza 0,lal-pig lel, 117)
where
Pla; \/T_y,G )
Q/le]= % f d*B P(B; aNJ(1=re)T, G) BIE/IB) , (118)
1
Phelol = 5 D Iy ® |1 Viza) (1) Vel (119)

a=0,1
Mutual information between the eavesdropper and Alice after the post-

selection procedure is

I(A,E)=S(A)-S(AIE)=1-S(A[E). (120)



The lower bound on the entropy S (A|E) may be found by exploiting the
concavity of conditional quantum entropy

SAB)> [da /115, (AE)

:fdza Q,[a].[l —hz[l +’<_‘/falﬁa>|]]

1+ exp (~2rglaf?)

:l—fdza/ Q,[a]~hz( 5

where S P, EM(AIE) denotes conditional entropy for Alice-Eve density

matrix described by Eq. (119). Utilizing Jensen’s inequality,

(ha(X)) < hy (X)),

we bound Eve’s information as

I(A,E) < hy

1+ <exp (—ZrElalz»Q/
2

Straightforward calculations allows us to find

x=0,1

—Zerf

x=0,1

], (121)

(122)

(123)

~2rgly?
exp(1+2rE(G|—1))

¢ VT+2rg(G-T)
([14+2r5(Gi = DI+ (-D*VU -rp)y

8

{' V1+2}’E(G1—1)

" 2p, (1+2rg(Gi - 1))
@, - [1+2rg(G,— )]+ (—1)"\/(1—r5)7)

x Zerf( 2

) , (124)
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where ¢ = /G| + G, +2rg(G; — 1)(G, — 1) = 3/2. By substituting
Eq. (124) into Eq. (123) we obtain the upper bound for Eve’s informa-
tion (/(A:E) in the Eq. (6) of the main text).
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