

Supplementary Materials for

Decrypting Chaotic Visual Ciphers via Hybrid Quasi Quantum Neural Networks (Q²NNs) 

Gokul Manavalan1*, Shlomi Arnon2
1,2Electrical and Computer Engineering Department, Ben-Gurion University of the Negev, Be’er Sheva 8441405. E-mail: gokulm@post.bgu.ac.il1, shlomi@bgu.ac.il2

[bookmark: Tables][bookmark: MaterialsMethods]S1. Pseudocode for chaotic encryption and reconstruction using Q²NN

Input: MNIST image I of size 28×28, Key parameters K = {p, q, iter, x0, µ}
Output: Reconstructed image Î

1: Normalize and reshape I to 28×28
2: Apply Arnold Cat Map on I with (p, q, iter) → I’
3: Generate chaotic sequence C using Logistic Map with (x0, µ)
4: Initialize E[0] = C[0]
5: for i = 1 to length(I’) do
6:     E[i] = ((I’[i] ⊕ C[i] + E[i-1]) ⊕ C[i+1]) mod 256
7: end for
8: Store pair (E, I) in dataset

9: Train CNN autoencoder on (E, I) → output Î_CNN
10: Train QNN (PennyLane) on (E, I):
        a. Reduce E using dense layer
        b. Encode with AngleEmbedding into quantum circuit
        c. Apply entangling layers with RX, RY rotations
        d. Measure Pauli-Z expectations
        e. Post-process via classical dense layers → output Î_QNN
11: Fuse outputs:
        Î = α · Î_CNN + (1 - α) · Î_QNN    (α is learnable)

12: Define loss: L = MSE + 0.8 × (1 - SSIM)
13: Optimize all models using Adam with LR scheduler
14: Evaluate results using MSE, SSIM, RMSE, NPCR, UACI, Entropy
S2. Why Pseudocode Matters in Q²NN-based Chaotic Cipher Decryption

While the main manuscript provides a descriptive algorithm for chaotic encryption and reconstruction using the Quasi Quantum Neural Network (Q²NN), the supplementary pseudocode serves a distinct and essential role. It bridges the gap between conceptual explanation and practical implementation, ensuring that the proposed approach can be replicated and adapted across research groups, programming environments, and application domains.

1. Reproducibility
In high-impact computational research, reproducibility is critical. Pseudocode offers an unambiguous, language-agnostic representation of our method:
· Clear Logic Flow: Explicit ordering of encryption, model training, and reconstruction stages prevents misinterpretation.
· Parameter Transparency: Key parameters such as (p, q, iterations) in the Arnold Cat Map and (x₀, µ) in the Logistic Map are explicitly listed, ensuring consistent replication (1, 2).
· Fusion Mechanism Definition: The formula for combining CNN and QNN outputs is explicitly stated, enabling independent verification.

2. Portability Across Platforms
While our implementation leverages PyTorch and PennyLane, the pseudocode is agnostic to language or framework (3):
· Researchers can adapt the same logic in TensorFlow, JAX, MATLAB, or even hardware-embedded systems.
· Quantum circuit design steps are described independently of backend choice, making it easier to port from simulators to NISQ devices (4).

3. Bridging Classical and Quantum Workflows
Q²NN is a hybrid architecture, and pseudocode is particularly effective in conveying the orchestration between:
· Classical preprocessing/encryption
· CNN-based classical feature extraction
· Quantum variational processing
· Output fusion and post-processing: This clarity is especially important for interdisciplinary teams where cryptographers, classical ML engineers, and quantum algorithm designers must work together.

4. Educational and Training Value
For researchers new to quantum-classical hybrid architectures, step-by-step pseudocode serves as a learning scaffold:
· The modular structure highlights where each technique—Arnold Cat Map, Logistic Map, variational quantum circuits, fits into the broader workflow (1, 2, 5, 6).
· Simplified notation allows readers to focus on core ideas before delving into detailed source code.

5. Foundation for Real-World Implementation
In real-world applications, such as secure transmission of medical imagery, military reconnaissance data protection, and secure IoT camera feeds, deployment teams often cannot directly use academic code due to hardware or compliance constraints. Pseudocode:
· Allows quick reimplementation in compliant environments
· Serves as documentation for security audits
· Helps teams verify that deployed systems match the intended cryptographic and reconstruction pipeline

S3. Q²NN implementation details

· Backend: PyTorch + PennyLane (default.qubit)
· Environment: Google Colab with GPU
· Visualization: Matplotlib
· Metrics: SSIM, MSE, RMSE (scikit-learn, pytorch-msssim)
· Qubits: 16
· Quantum Gates: RX, RY​, entanglers
S4. Implementation Guidelines and Practical Considerations
This section provides a detailed roadmap for implementing the Q²NN–based chaotic cipher decryption system in real-world environments. The guidelines address hardware choices, scalability, parameter tuning, and security considerations to ensure optimal performance.
1. Hardware Recommendations
· Classical Processing Node:
· Minimum: NVIDIA RTX 3060 GPU, 12 GB VRAM, 16 GB RAM, Intel i7 CPU (7).
· Optimal: NVIDIA A100 or equivalent, 40+ GB VRAM for large-batch training.
· Quantum Simulation Environment:
· PennyLane’s default.qubit backend for prototyping (3).
· For experimental quantum hardware deployment, IBM Q or IonQ systems with ≥16 qubits recommended (8–10).
· Edge Devices (for IoT or embedded use):
· ARM Cortex-A72 (Raspberry Pi 4) with optional cloud-based quantum backend access.
2. Software Stack
· Frameworks:
· PyTorch for classical neural networks.
· PennyLane for quantum circuit modeling.
· NumPy, SciPy, and Matplotlib for preprocessing and visualization.
· Deployment Toolkits:
· ONNX for model export.
· Docker for reproducible deployment environments.
· Kubernetes for large-scale distributed inference.

3. Parameter Tuning
· Chaotic Encryption Parameters:
· Arnold Cat Map: Optimal (p, q) values are dataset-dependent; iterative steps ≥3 increase security without excessive distortion (1, 2).
· Logistic Map: Use µ ∈ [3.9, 4.0] for maximum chaotic behavior (2, 11, 12).
· Zigzag Mapping: Apply after permutation–diffusion for maximal spatial decorrelation (13).
· Fusion Coefficient (α):
· Initial α = 0.5 ensures balanced classical–quantum contribution.
· Fine-tune during training for dataset-specific bias.

4. Scalability Considerations
· Dataset Size:
· Q²NN can scale from MNIST to high-resolution datasets (e.g., ImageNet) with increased qubit count and convolution depth.
· Quantum Circuit Depth:
· Avoid excessive entangling layers to minimize quantum decoherence in real hardware.
· Batch Size vs. Latency:
· Larger batch sizes improve throughput in classical components but may increase quantum circuit evaluation latency.

5. Security and Post-Quantum Resilience
· The multi-layer chaotic scheme resists brute-force, statistical, and differential attacks.
· The hybrid learning model obfuscates feature-space mapping, making reverse-engineering impractical.
· With dynamic key generation (discussed in main manuscript), replay attacks and static key exposure are mitigated.

6. Deployment Pathways
· Cloud–Quantum Hybrid:
· Classical pre-processing on edge device → quantum feature extraction on cloud backend → classical decoding.
· Fully Localized Deployment:
· For classified or critical systems, quantum simulations can run on dedicated GPU clusters without external connectivity.
· Interoperability:
· Encryption layer can integrate into existing secure imaging pipelines with minimal modification.
S5. Potential Real-World Applications of Q²NN-based Chaotic Cipher Decryption
[bookmark: _Hlk205713272]The Q²NN architecture introduced in this work is not a purely theoretical construct, it offers a practical, forward-compatible framework for image decryption in high-security environments where traditional models fail. The combination of chaotic encryption and hybrid quantum-classical learning enables secure, resilient, and scalable solutions across multiple domains (4).

1. Secure Medical Image Transmission
Modern telemedicine workflows often involve transmitting sensitive medical scans (MRI, CT, X-ray) over public or semi-secure networks (1).
· Challenge: Standard encryption can be computationally expensive at large scales, and deep learning–based reconstruction often struggles with highly permuted, diffusion-encrypted data.
· Q²NN Advantage: Chaotic encryption ensures high entropy and low spatial correlation, while hybrid learning enables accurate reconstruction on the receiver’s end without key leakage.
· Impact: This allows privacy-preserving diagnostic pipelines compliant with HIPAA and GDPR, even in low-bandwidth or partially secure environments.

2. Military and Intelligence Image Security
Reconnaissance and surveillance imagery often needs to be transmitted under adversarial conditions (4).
· Challenge: Attackers with advanced hardware could attempt brute-force or statistical attacks on conventional ciphers.
· Q²NN Advantage: The multi-layer chaotic cryptosystem, combined with quantum-enhanced feature extraction, drastically increases the computational complexity of unauthorized decryption.
· Impact: Near real-time secure decryption enables mission-critical decision-making while resisting interception or reverse-engineering.

3. Secure Internet-of-Things (IoT) Vision Systems
From smart city cameras to autonomous vehicles, IoT vision systems generate sensitive image data continuously (4, 14).
· Challenge: These systems are often deployed in resource-constrained hardware with limited storage and processing capacity, making standard post-quantum encryption schemes impractical.
· Q²NN Advantage: Chaotic encryption has a lightweight computational footprint, while the receiver can employ hybrid processing on edge or quantum-accelerated nodes for high-fidelity decryption.
· Impact: Ensures both efficiency and resilience against future quantum attacks.

4. Digital Watermarking and Intellectual Property Protection
Creative industries rely on digital watermarking to protect intellectual property in images and videos (8, 15).
· Challenge: Robust watermarks must remain resilient under compression, noise, and intentional tampering, while still being retrievable by authorized parties.
· Q²NN Advantage: The hybrid learning model can retrieve embedded patterns even from chaotically scrambled content, adding a security layer to watermark extraction.
· Impact: Strengthens IP protection for artists, content creators, and media distributors.

5. Satellite and Remote Sensing Data Security
Satellite imagery used in climate monitoring, agricultural assessment, and national security must often be shared with selective parties (4).
· Challenge: Conventional encryption may fail under massive datasets with high-resolution spatial features.
· Q²NN Advantage: Our approach ensures both encryption robustness and reconstruction fidelity, even in noisy transmission environments.
· Impact: Protects high-value geospatial information from unauthorized access.


Q²NN-based chaotic cipher decryption offers a multi-domain, future-proof cryptographic solution that can transition from academic research to operational deployment. Its blend of chaotic systems and quantum-inspired computation directly addresses emerging post-quantum cybersecurity challenges, making it suitable for both civilian and defense-oriented secure imaging pipelines.
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