Supplementary Material

Supplementary A. Example (Partial) Protocol FSM for MQTT (Data-Derived)
To improve reproducibility, we provide an illustrative partial FSM for a representative protocol (MQTT). Consistent with our implementation, this FSM is automatically derived from training traces by mining observed consecutive transitions over header-level message-type symbols (cf. Algorithm 1), and represents a permissive union of compliant behaviors observed in benign traffic. Symbol alphabet. Let  denote the MQTT message-type alphabet used in our parser. Each token  encodes the header-level message type (and direction when applicable). The example below uses common MQTT control packet types:

We additionally use an abstract initial state to represent the start (or reset) of a connection/session.
Data-derived FSM definition: The FSM is represented as , where  is the set of states (here: message-type states plus ), , and is defined whenever a transition is observed in training traces. Specifically, if two consecutive tokens  occur in the training sequence, then the adjacency entry is set as  (see Algorithm 1).

Table S1. Partial MQTT FSM transitions (example).
	Current state
	Allowed next symbols

	INIT
	CONNECT

	CONNECT
	CONNACK

	CONNACK
	{PUBLISH, SUBSCRIBE, PINGREQ, DISCONNECT}

	SUBSCRIBE
	SUBACK

	SUBACK
	{PUBLISH, SUBSCRIBE, PINGREQ, DISCONNECT}

	PUBLISH
	{PUBLISH, PUBACK, PINGREQ, DISCONNECT}

	PUBACK
	{PUBLISH, PINGREQ, DISCONNECT}

	PINGREQ
	PINGRESP

	PINGRESP
	{PUBLISH, SUBSCRIBE, PINGREQ, DISCONNECT}

	DISCONNECT
	INIT



This partial FSM captures common MQTT handshake and steady-state behaviors (publish loops and keep-alive exchanges). In our system, the full FSM is obtained automatically by applying the same mining procedure to the training traces; the mask derived from this FSM is then used to suppress infeasible candidates via the feasibility mask as described in Section 3.3 and Algorithm 1.

