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Supplementary Table 1. Evidence Assessment Frameworks for Digital Health Interventions. Frameworks address either evidence alone or evidence plus 

other domains of assessment. Framework criteria are as follows. A. Leverages established evidence assessment methods that were developed for non-digital 

interventions (eg, GRADE1). B. Addresses evidence quality criteria specific to digital health interventions (See Supplementary Table 2 for details). C. Specifies 

evidence quality criteria requiring increased vigilance for digital health interventions (See Supplementary Table 2 for details). D. Provides evidence-to-

recommendation guidelines.  

 

Evidence Assessment 

Framework for Digital 

Health Interventions 

Year 

Framework Criteria Addresses 

Non-

Evidence 

Domains 

Notes 

Criterion A Criterion B Criterion C Criterion D 

 

1 6-Step Process for 

Evaluating Clinical 

Impact2 

2022 

N N N N Y 

 

2 Digital Therapeutics 

Alliance "Setting the 

Stage" 

recommendations3 

2022 

N Y N N Y 

This document provides information on evidence 

generation strategy for DHIs. It is described as a 

“setting the stage” document; subsequent guidance 

may satisfy additional criteria. 

3 Clinical robustness 

score4 

2022 

N N N N Y 

Authors note that the evidence assessment component 

of this framework may be cursory. Focuses on FDA 

regulatory successes and entries on clinicaltrials.gov.  

4 Multidimensional 

assessment 

framework for 

mobile medical 

apps.5  

2022 

N Y N N Y 

Also referred to as "The DECALOGUE."  

5 Medical Digital 

Solution Scoring 

Tool6 

2022 

N N N N Y 

The evidence assessment component of this framework 

may be superficial. 

6 Mental Health Apps 

Assessment Model, 

Anxiety and 

Depression 

Association of 

America7 2022 N N N N Y 

Assesses for credibility, UX, data transparency 

7 Digital Health 

Assessment 

Framework, ORCHA 

(updated 2022)8 

2022 N N N N Y 

Four assessment domains: data and privacy, clinical 

assurance and safety, usability and accessibility, 

technical security and stability. Evidence assessment 

approach is based on the NICE Evidence Standards 

Framework, which itself was introduced in 2019. 
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8 DTx Value 

Assessment and 

Integration Guide 

2.0, Digital 

Therapeutics 

Alliance9 2022 Y N N N Y 

Evidence quality statements were updated from an 

original draft. Some appear to be taken from GRADE 

assessment criteria but rephrased such that it may not 

be entirely clear what is being communicated. The 

evidence assessment component of this framework 

may be superficial. 

9 App Rating 

Inventory Checklist10 2022 N N N N Y 

 

10 Framework to Assist 

Stakeholders in 

Technology 

Evaluation for 

Recovery (FASTER) 

to Mental Health and 

Wellness, Agency for 

Healthcare Research 

and Quality11 2022 N N N N Y 

Incorporates screening to increase efficiency. The 

evidence assessment component of this framework 

may be superficial.  

11 Review, Assess, 

Classify, and 

Evaluate (RACE)12 

2022 N N N N Y 

Focuses on assessing apps targeting opioid use 

disorder. Authors recommend that an RCT be 

conducted, though no further evidence assessment 

recommendations are provided.  

12 Adapted checklist for 

assessment of mobile 

apps, National 

Library of Medicine, 

NIH.13,14 2022 N N N N Y 

 

13 AppScript Score 

(IQVIA)15,16  

2021 N N N N N 

The evidence assessment component of this framework 

may be superficial. Score based simply on study count, 

design type, and outcome of (published) studies. 

Evidence quality not addressed. 

14 Return on health: 

Moving beyond 

dollars and cents in 

realizing the value of 

virtual care, 

American Medical 

Association17 2021 N N N N Y 

 

15 Review of criteria 

used to evaluate 

health apps.18 2021 N N N N Y 

Meta framework. 
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16 ISO/TS 82304-

2:2021(en) Health 

software — Part 2: 

Health and wellness 

apps—Quality and 

reliability19 2021 N N N N Y 

 

17 Adapted Mobile 

Application Rating 

Scale (A-MARS)20 

2021 N N N N Y 

Adaptation of Mobile Application Rating Scale (MARS) 

for mobile health apps plus other digital health 

technologies. The evidence assessment component of 

this framework may be superficial.  

18 App Quality 

Assessment Scoring 

System (AQASS)21 

2021 N N N N Y 

Adaptation of Mobile Application Rating Scale 

(MARS). Focused on prenatal genetic testing. The 

evidence assessment component of this framework 

may be superficial.  

19 Critical Outcomes 

Report Analysis, 

Validation Institute22 2021 N N Somewhat N N 

This framework eschews peer review. Digital health 

solutions providers pay to be evaluated by this 

method. 

20 Value-Drive 

Framework for 

Evaluating 

Healthcare 

Innovations, U.S. 

Department of 

Veterans Affairs23 2021 N N N N Y 

Effectiveness criteria may be unclear. 

21 ACCU3RATE24 

2021 N N N N Y 

Attempts to automate clinical evidence assessment 

using user reviews and developer product 

descriptions. 

22 Digital Technology 

Assessment Criteria 

(DTAC), NHSx.25  2021 N N N N Y 

 

23 Mhealth Index and 

Navigation Database 

(MIND)26 

2021 N N N N Y 

Includes more than 100 questions. Evidence assessment 

questions address items like the count of studies and 

impact factor of any journals in which trials are 

published. The evidence assessment component of this 

framework may be superficial.  

24 Digital Health 

Indicator, Healthcare 

Information and 

Management 

Systems Society 

(HIMSS)27  2020 N N N N Y 

Pertains more broadly to a digital health ecosystem, 

which may include digital health interventions. 



 

6 

25 Benefit-Risk and 

Value Assessment 

Guide for Digital 

Health, Perakslis and 

Ginsburg, 202028 2020 N N N N Y 

Detailed in article supplement. Suggests a set of 

relevant assessment criteria. 

26 App Quality 

Assessment Tool 

(AQUA)29 2020 N N N N Y 

The evidence assessment component of this framework 

may be superficial.  

27 THESIS Mobile 

Health Application 

Rating Tool30 2020 N N N N Y 

The evidence assessment component of this framework 

may be superficial.  

28 Unnamed guide to 

eHealth intervention 

assessment.31 2020 Y N N N Y 

Incorporates elements of other frameworks 

29 Technology 

Evaluation and 

Assessment Criteria 

for Health Apps 

(TEACH-Apps)32 2020 N N N N Y 

Borrows heavily from the American Psychiatric 

Association App Evaluation Model. 

30 A Framework for 

Evaluation of Mobile 

Apps for Youth 

Mental Health33 2020 Y Somewhat N N Y 

The evidence assessment component of this framework 

may be superficial.  

31 Digital Health 

Applications 

Ordinance - DiGA, 

Federal Ministry of 

Health, Germany.34 

2020 Y N N Y Y 

Encourages reporting of results no more than 12 

months after study completion. Allows non-peer-

reviewed publication. Requires trial registration and 

CONSORT reporting. At least a retrospective case-

control study is required; higher levels of evidence are 

welcome. Evidence assessment practices may be 

inadequate in many cases, failing to account for the 

current "Wild West" state of Digital Health. 

32 Unnamed framework 

for health technology 

assessment of mobile 

medical 

applications.35 2020 Y Somewhat N N Y 

 

33 Unnamed framework 

for selection of 

"credible" mHealth 

apps.36 2020 N N N N Y 

The evidence assessment component of this framework 

may be superficial. Focuses on pediatrics populations. 
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34 Multi-attribute 

decision making 

framework for 

prioritization of 

mobile health 

applications37 2020 N N N N Y 

 

35 National Safety and 

Quality Digital 

Mental Health 

Standards, 

Australian 

Commission on 

Safety and Quality in 

HealthCare38 2020 N N N Y Y 

 

36 A decision-making 

checklist for selection 

of digital health 

technologies39 2020 N N N N Y 

 

37 A digital health 

assessment 

framework from an 

epidemiological and 

legal perspective40 2020 N N N N Y 

 

38 Unnamed set of 

questions for 

assessment of 

mHealth apps41 2020 N N N N Y 

 

39 Evidence Standards 

for Digital Health 

Technologies, 

National Institute for 

Health and Care 

Excellence (NICE)42 2019 N N N Y N 

Evidence assessment practices may be inadequate in 

many cases, failing to account for the current "Wild 

West" state of Digital Health. See in particular the table 

starting on p. 17 of the NICE assessment guide.  

40 App Evaluation 

Model, American 

Psychiatric 

Association43 2019 N N N N Y 

Several alternate versions have been proposed. 

41 Digital Assessment 

Questionnaire for 

Health Apps V2.2, 

NHS Digital.44 2019 N N N N Y 

See Evidence of Outcomes section. This NHS 

framework asks the vendor to report whether there are 

any effectiveness claims. It may be possible to skirt 
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requirements by stating a product is not designed to 

improve an outcome ("Lifestyle Loophole"). 

42 Xcertia mHealth App 

Guidelines45 2019 Y N N N Y 

 

43 Unnamed 

framework, Torous et 

al., 201946 2019 N N N N Y 

Refers to domains of evaluation, not details of an 

evaluation framework. 

44 Digi-HTA47 
2019 N N N N Y 

 

45 Digital Health 

Scorecard48 2019 Y N N N Y 

 

46 Design and 

Evaluation of Digital 

Health Interventions 

(DEDHI)49  2019 N Y N N Y 

Focuses on assessment throughout the product 

lifecycle. 

47 Unnamed framework 

for mHealth app 

assessment.50 

2019 N N N N Y 

This may be an iteration of the APA App Evaluation 

Model. Include screening steps for efficiency. 

Incorporates more clinical assessment questions than 

most. Limited assessment of evidence quality beyond 

asking basics about study design and impact factor of 

journals.  

48 Transparency for 

Trust (T4T) 

Principles51 2019 N N N N Y 

 

49 Unnamed 

framework, Torous et 

al., 201852 2018 N N N N Y 

Overlaps with App Eval Model of the American 

Psychiatric Association. 

50 Unnamed 

framework, Nouri 

201853 

2018 N N N N Y 

Review of mHealth app eval criteria. Far broader than 

clinical evidence. Authors consider clinical evidence a 

subdomain, not a priority. An adapted version54 has 

been proposed for evaluation of apps targeting anxiety 

in pregnancy. 

51 Mobile Health 

Practice Guide, US 

Department of 

Defense55 2018 N Y N N Y 

 

52 Toolkit for e-Mental 

Health 

Implementation, 

Mental Health 2018 N N N N Y 

The evidence assessment component of this framework 

may be superficial.  
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Commission of 

Canada56 

53 Assessment 

Framework for e-

Mental Health Apps 

in Canada57 2018 N N N N Y 

The evidence assessment component of this framework 

may be superficial.  

54 Unnamed set of 

criteria for mHealth 

app assessment.58  2018 N Y N N Y 

Key assessment criteria are listed in Box 3. The 

evidence assessment component of this framework 

may be superficial.  

55 Framework for the 

Effectiveness 

Evaluation of Mobile 

(Mental) Health 

Tools, MindTech 

Healthcare 

Cooperative, 

National Institute for 

Health Research59 2017 Y N N N Y 

 

56 Enlight Evaluation 

Tool for Mobile and 

Web-Based eHealth 

Interventions60 2017 N N N N Y 

The evidence assessment component of this framework 

may be superficial.  

57 ORCHA-24 

Framework61 2017 N N N N Y 

The evidence assessment component of this framework 

may be superficial.  

58 Set of heuristic 

methods for 

evaluation of digital 

health 

interventions.62 2017 N Y N N N 

Proposes several thoughtful, heuristic, practical 

approaches to evidence assessment for digital health 

interventions. Screening approaches are addressed. 

Focuses on deployment of digital health interventions 

in low resource settings. 

59 Pictorial 

identification scehma 

for diabetes self-care 

apps63 2016 N N N N Y 

 

60 Key questions for 

appraisal of digital 

health 

interventions.64 2016 N N N N N 

See Table 1 in the cited article. 

61 Mobile Health 

(mHealth) Evidence 

Reporting and 2016 Y N N N Y 

From WHO mHealth Technical Evidence Review 

Group. Does not address DH-specific criteria. Focused 

on evidence reporting. 
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Assessment (mERA) 

Checklist65 

62 Good Practice 

Guidelines on Health 

Apps and Smart 

Devices66 2016 N N N N Y 

Evidence requirements are addressed but may be 

unclear. 

63 Interactive Mobile 

App Review Toolkit 

(IMART)67 2016 N N N N Y 

 

64 Unnamed set of 

criteria for 

assessment of mobile 

medical applications 

in diabetes.68 2016 N N N N Y 

 

65 Mobile Application 

Rating Scale 

(MARS)69 2015 N N N N Y 

The evidence assessment component of this framework 

may be superficial.  

66 PAS 277:2015 - 

Innovate UK, British 

Standards 

Institution70 2015 N N N N Y 

 

67 Royal College of 

Physicians (RCP) 

Health Informatics 

Unit Checklist71 2015 N N N N Y 

The evidence assessment component of this framework 

may be superficial.  

68 Unnamed adaptation 

of NICE behavior 

change guidance for 

app quality 

assessment.72 2015 N N N N Y 

See Appendix 2 for app quality assessment tool. 

Focuses on adherence to behavior change best 

practices, rather than evidence of effectiveness and 

safety. 

69 Unnamed set of 

questions for 

assessment of mobile 

mental health apps.73 2015 N N N N Y 

 

70 Unnamed set of 

recommendations for 

assessment of mobile 

health apps.74 2014 N N N N Y 

 

71 Unnamed set of 

recommendations for 2014 N N N N Y 
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Abbreviation: PROs, Patient-Reported Outcomes  

 

 

 

 

assessment of mobile 

health apps.75 

72 Evaluating Mobile 

Medical 

Applications, 

American Society of 

Hospital 

Pharmacists.76 2014 N N N N Y 

 

73 PsyberGuide77 
2013 N N N N Y 

 

74 Synopsis for Health 

Apps.78,79 2013 N N N N Y 

 

75 Framework for 

assessment of mobile 

applications for 

cardiac rehab80 2013 N N N Y Y 

Cursory framework reported as part of a broader 

article on cardiac rehab. Randomized controlled trials 

are encouraged. The evidence assessment component 

of this framework may be superficial. 

76 Khoja–Durrani–Scott 

Evaluation 

Framework, PAN 

Asian Collaboration 

for Evidence-Based e-

Health Adoption and 

Application81 2013 ? ? ? ? Y 

Limited information available on framework details. 

Links to detailed framework instructions no longer 

work as of July 2022. 

77 Model for 

Assessment of 

Telemedicine 

applications 

(MAST)82 2012 Y Somewhat N N Y 

Encourages clinical evidence assessment. The evidence 

assessment component of this framework may be 

superficial.  

78 CONSORT-eHealth 

Checklist Extension83 2011 Y Somewhat Somewhat N N 

Checklist to assess manuscripts for peer review. 
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Supplementary Table 2. Checklist of Evidence Quality Criteria for Digital Health Interventions. This checklist is designed to supplement established evidence 

assessment frameworks. Group 1 Criteria are those where adaptations to established criteria are recommended, due to differences between digital and non-digital 

interventions. Group 2 Criteria pertain in both digital and non-digital domains, but increased vigilance is encouraged for DHIs in the current regulatory context.  
 

 Evidence 

Assessment 

Criterion 

Evidence 

Criterion 

Group 

Rationale for Inclusion and Notes Examples Meeting/ 

Not Meeting Criterion 

Recommended 

Actionability 

Level (AL) 

Change if Not 

Met 

Importance 

1 DHI assessment is 

not based solely on 

association with 

eminent individuals 

or institutions. 

Group 2. 

Increased 

vigilance 

recommended 

for DH. 

- Stakeholders may overvalue a DH solutions provider’s association 

with eminent individuals or institutions. Though relevant, none of 

the following is a replacement for evidence: 

- Expert advisors (may have no meaningful role) 

- University collaboration (DHSPs can pay for this) 

- KOL endorsements (they may not evaluate DHIs appropriately 

and often have conflicts of interest)  

- Endorsement by compensated third parties 

- Adoption by reputable clients (DHI assessment standards are 

highly variable, even across reputable organizations) 

Example meeting criterion 

High-quality, peer-reviewed 

evidence shows a mean A1c 

reduction of 0.7, relative to no 

change for randomly assigned 

control participants. 

Example not meeting criterion 

A KOL endorses a DHI’s 

effectiveness based on 

unreviewed, low-quality 

evidence. 

KOL 

endorsement 

should not 

impact AL 

rating. 

Essential 

2 Control condition is 

consistent with 

evaluator priorities. 

Group 1. 

Adaptations 

recommended 

for DH.  

Sham controls are designed to blind participants to trial arm 

assignment and equalize engagement across arms. This approach may 

allow unconfounded attribution of benefit to a DHI. However, “sham 

apps” may mask non-specific risks associated with increased 

smartphone exposure,84 because smartphone use is equal across arms 

in trials employing sham apps. Growing evidence85–90 suggests that 

increased smartphone exposure may harm mental health. 

Usual care (UC) controls (defined elsewhere91) receive no treatment 

from the study. UC controlled trials cannot distinguish specific effects 

(eg, impact of app-delivered health education) from non-specific 

effects (eg, impact of taking time to use an app, which may reduce 

time exposed to stressors). However, UC control conditions should not 

mask the aforementioned non-specific harms, where they exist.  

Advantages and disadvantages of other control condition types, 

including standard of care controls, are reviewed elsewhere.91 Sham 

controls may be appropriate for explanatory trials, where DHI safety 

has been established. UC controls may be appropriate for pragmatic 

trials, where the goal is to generate evidence that guides real-world 

decisions, and where some non-specific mechanism of benefit is 

acceptable.  

Examples meeting criterion 

A high-quality trial with UC 

controls showed clinically and 

statistically significant benefit, 

and evaluators are 

comfortable with the 

possibility of non-specific 

mechanisms of benefit. 

Example not meeting criterion 

A high-quality trial with UC 

controls showed clinically and 

statistically significant benefit. 

Evaluators have stringent 

standards and want to know 

that benefits are mediated 

through specific mechanisms. 

Decrease 

rating by 1 

level if control 

condition is 

inconsistent 

with evaluator 

priorities 

Essential for 

controlled 

studies 
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3 Results are not 

“cherry picked.” 

Group 2. 

Increased 

vigilance 

recommended 

for DH. 

DHSPs may “cherry pick” analyses that show atypical effect sizes. 

Note that a) for any intervention, different patient samples will show 

different effectiveness levels and b) some patient samples may show 

meaningful clinical benefit due to sampling error alone, even when the 

true effect size is zero.92 

Risk for unrepresentativeness increases if studies are retrospective, 

unregistered, registered after start of enrollment, or small in sample 

size.  

Example meeting criterion 

A preregistered, high-quality 

trial shows mean hemoglobin 

A1c reductions of 0.7, relative 

to no change observed for 

controls. 

Example not meeting criterion 

An unregistered, retrospective 

analysis excludes 90% of 

participants and reports robust 

clinical improvements among 

those retained. 

Decrease 

rating by 1-2 

levels. 

 

Essential 

4 Data missingness is 

addressed 

appropriately. 

Group 2. 

Increased 

vigilance 

recommended 

for DH. 

Substantial data missingness is common in DH.93,94 It is often assumed 

implicitly that data are missing completely at random or at random 

(MCAR or MAR), even where these assumptions are implausible. 

This may cause underappreciated bias. 

Missingness should be handled per best practices detailed 

elsewhere.95–100 It is often appropriate to compare baseline scores by 

attrition status; meaningful differences rule out MCAR and MAR 

assumptions.101 Sensitivity analyses should assess robustness of 

findings to “worst case”95,102 and other93,102 degrees of difference 

between missing and observed data. 

Note that poor user experiences may cause attrition of all but the most 

motivated patients. If motivated patients have better outcomes on 

average, then this attrition pattern would paradoxically skew poorly 

designed DH products toward favorable per-protocol results.84  

 

Example meeting criterion 

A trial reports 10% attrition, 

with statistically significant 

differences at baseline 

between completers and non-

completers. However, 

sensitivity analyses reveal that 

study conclusions would hold 

under “worst case” 

assumptions. 

Example not meeting criterion 

A trial reports 40% attrition. 

No analyses address risk for 

biased missingness. 

Decrease 

rating by 1-2 

levels.  

Essential 

5 Intention-to-treat 

(ITT) analyses are 

reported and any 

per-protocol (PP) 

analyses are 

described as such. 

Group 2. 

Increased 

vigilance 

recommended 

for DH. 

ITT analyses should be reported wherever possible. Per-protocol (PP) 

analyses should be described as such, with reporting on the 

proportions of ALL enrolled participants who are included in each PP 

analysis. 

Example meeting criterion 

ITT analyses show mean 

hemoglobin A1c reductions of 

0.7, relative to no change 

observed for controls. 

Example not meeting criterion 

Only PP analyses are reported. 

 

 

Decrease 

rating by 1-2 

levels. 

Essential 
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6 Trials are 

preregistered (eg, 

using 

clinicaltrials.gov) 

and results are 

reported publicly. 

Group 2. 

Increased 

vigilance 

recommended 

for DH. 

Trials should be registered prior to start of enrollment.103 Results 

should be shared within 12 months of trial completion104 wherever 

feasible, and should be published in peer-reviewed journals.  

Registration is not required for some DHI commercialization paths. 

This can increase publication and reporting bias,105 reducing 

replicability of findings. We therefore cannot predict that future DHI 

deployments will be as effective as reported in unregistered trials. 

Note that all interventions show distributions of effect sizes across 

samples. Due to selective reporting and the inconsistency of trial 

registration in DH, many published DHI effect sizes may represent 

only the most favorable sliver of the relevant effect size distributions. 

Example meeting criterion 

A preregistered, high-quality 

trial shows mean hemoglobin 

A1c reductions of 0.7, relative 

to no change for controls. 

Example not meeting criterion 

An unregistered trial shows 

robust reductions in 

hemoglobin A1c. 

Decrease 

rating by 1-2 

levels.  

 

Essential 

7 Conclusions 

regarding safety or 

effectiveness are not 

based on DHSP 

attestation alone.  

Group 2. 

Increased 

vigilance 

recommended 

for DH. 

Some digital health solutions providers (DHSPs) formally self-attest to 

following best practices, often in collaboration with a trade 

organization. This may be helpful, but self-attestation is not a 

substitute for evidence.  

Example meeting criterion 

High-quality, peer-reviewed 

evidence shows a mean 

reduction in hemoglobin A1c 

of 0.7, relative to no change 

for controls.  

Example not meeting criterion 

A DHSP signed a self-

attestation stating that they 

follow best practices.  

Self-

attestations 

should not 

impact ratings.  

Essential 

8 Marketing claims 

are consistent with 

peer-reviewed 

evidence and are not 

misleading. 

  

  

Group 2. 

Increased 

vigilance 

recommended 

for DH. 

In the current regulatory context, misleading and evidence-discordant 

claims are common.28,48,106 

Example meeting criterion 

Reporting in a peer-reviewed 

article is consistent with 

marketing claims. 

Example not meeting criterion 

A DHSP changes patient-

decades (in a peer-reviewed 

article) to patient-years (in 

marketing claims) without 

moving the decimal point, 

causing claims to be 

overstated by an order of 

magnitude. 

 

Decrease 

rating by 1-2 

levels. 

 

Essential 
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9 Evidence is reported 

in peer-reviewed 

journals rather than 

white papers or 

other unreviewed 

materials.  

Group 2. 

Increased 

vigilance 

recommended 

for DH. 

Though peer review is often expected, some DHSPs rely on “white 

papers.” These marketing documents may show levels of rigor and 

transparency that are inadequate for appropriate evidence assessment. 

Evidence published in predatory journals (defined elsewhere107) is also 

inadequate. 

 

Example meeting criterion 

High-quality, peer-reviewed 

evidence shows a mean 

reduction in hemoglobin A1c 

of 0.7, relative to no change 

for controls. 

Example not meeting criterion 

An uncontrolled, retrospective 

analysis for an unreported 

number of patients shows 

robust A1c reductions. 

Evidence is not peer-

reviewed, but rather is 

reported in a white paper.  

Non-peer-

reviewed 

evidence can 

be considered, 

but alone does 

not justify any 

increase in 

actionability 

rating. 

The same is 

true for 

evidence 

published in 

predatory 

journals.  

Essential 

10 Results are clinically 

and statistically 

plausible. 

  

Group 2. 

Increased 

vigilance 

recommended 

for DH. 

Implausible reporting does happen in digital health, even in high-

impact, peer-reviewed journals.  

Example meeting criterion 

All quantitative findings 

reported are plausible.  

Example not meeting criterion 

Reported confidence intervals 

imply a standard deviation of 

45 for hemoglobin A1c, which 

is implausible clinically. 

Decrease 

rating by 1-2 

levels.  

Essential 

11 It is not assumed 

that numerous peer-

reviewed 

publications indicate 

effectiveness or 

safety. 

Group 2. 

Increased 

vigilance 

recommended 

for DH. 

Published editorials may be relevant, but are not a substitute for 

evidence. 

High numbers of published, low-quality studies should not be 

confused with high-quality evidence.  

Example meeting criterion 

High-quality, peer-reviewed 

evidence shows a mean A1c 

reduction of 0.7, relative to no 

change in controls.  

Example not meeting criterion 

A DHSP published editorials 

but not clinical evidence. 

Peer-reviewed 

editorials 

should not 

impact 

evidence 

ratings. 

Low-quality 

evidence 

should not 

justify ALs 

greater than 2, 

even if 

multiple peer-

reviewed 

articles are 

available. 

Essential 
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12 Patients who 

declined to 

participate are not 

used as comparators.  

Group 2. 

Increased 

vigilance 

recommended 

for DH. 

Patients who enroll in health management programs often differ 

meaningfully from those who decline to participate.108 For example, 

enrollees may have stronger motivation to self-manage chronic 

conditions. Matching on demographics does not resolve this. 

Example meeting criterion 

The rate of acute clinical 

events for DHI users is 15% 

lower than that of randomly 

assigned, waitlisted controls.  

Example not meeting criterion 

The rate of acute clinical 

events for DHI users is 15% 

lower than that of 

demographics-matched adults 

who declined to participate.  

Decrease 

rating by 1-2 

levels. 

Strongly 

Preferred 

13 Observed clinical 

improvements are 

not attributable to 

healthy user effects 

or other selection 

biases.  

Group 2. 

Increased 

vigilance 

recommended 

for DH. 

Patients who use health management tools like DHIs may differ from 

those who do not.108 DHI users may have stronger health-related 

motivations and exhibit healthier behaviors. Patients who use DHIs 

may show improved outcomes over time irrespective of intervention. 

It should not be assumed that clinical status would be static without 

intervention. 

For example, a recent RCT109 showed a meaningful 10.6 mm Hg 

reduction in systolic blood pressure for DHI users, but a comparable 

10.1 mm Hg reduction for controls. Without a control arm, it would 

have been easy to misinterpret this as evidence of effectiveness.  

In some cases it is possible to reduce risk of healthy user (and similar) 

biases. Investigators should follow best practices, summarized 

elsewhere,108 to analyze and interpret data where healthy user (and 

other) biases may inflate effectiveness estimates. 

Example meeting criterion 

High-quality, peer-reviewed 

evidence shows a mean A1c 

reduction of 0.7, relative to no 

change for randomly assigned 

controls. 

Example not meeting criterion 

An uncontrolled study shows 

a mean A1c reduction of 0.7. 

Decrease 

rating by 1-2 

levels. 

Strongly 

Preferred 

where 

Relevant 

14 Frequency and 

intensity of 

interaction with 

human personnel 

(eg, mental health 

professionals or 

health coaches) has 

not changed 

following evidence 

generation. 

Group 1. 

Adaptations 

recommended 

for DH. 

As DHI deployment scales up, or as business models evolve, 

intervention components previously implemented by program staff 

may be automated. Reducing human interaction may reduce 

effectiveness in some cases.110 

 

Example meeting criterion 

High-quality evidence of 

efficacy was generated for an 

automated DHI product 

version.  

Example not meeting criterion 

High-quality, peer-reviewed 

evidence was generated for a 

DHI version incorporating 

video chat with a clinical 

pharmacist. After a pivotal 

trial, this intervention 

component was automated. 

No post-automation evidence 

is available. 

Decrease 

rating by 1-2 

levels, unless 

evidence 

shows 

noninferiority 

of an 

automated DHI 

product 

version, 

relative to a 

non-automated 

version. 

Strongly 

Preferred 
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15 Qualifications of 

personnel delivering 

the intervention (eg, 

mental health 

professionals or 

health coaches) 

remain consistent 

following evidence 

generation. 

Group 1. 

Adaptations 

recommended 

for DH. 

As DHI use scales up, if more personnel are needed, minimum 

qualification requirements may be relaxed. 

 

Example meeting criterion 

High-quality evidence was 

generated for a DHI product 

version after relaxing 

minimum qualifications 

required of DHI personnel.  

Example not meeting criterion 

High-quality evidence was 

generated for a DHI 

incorporating video chat with 

a clinical pharmacist. 

Subsequently, pharmacists 

were replaced with “care 

coordinators” who do not have 

clinical training. No evidence 

is available comparing DHI 

versions. 

Decrease 

rating by 1 

level. 

An exception 

should be 

made if 

evidence 

shows 

noninferiority 

of a DHI 

version in 

which 

minimum 

qualifications 

of program 

personnel were 

relaxed. 

Strongly 

Preferred 

16 If the target 

population includes 

underserved 

patients, then study 

samples should have 

included such 

patients. 

Group 1. 

Adaptations 

recommended 

for DH. 

DHIs often require adaptations for underserved patient populations. 

For example, adaptations may be needed to address varying levels of 

literacy, health literacy, numeracy, digital literacy, and broadband 

access.  

Example meeting criterion 

An organization is assessing a 

DHI for use in underserved 

patient communities. The DHI 

has shown effectiveness 

among racial minority 

subgroups as well as 

subgroups residing in low-

SES zip codes. 

Example not meeting criterion 

An organization is assessing a 

DHI for use in underserved 

patient communities. Relevant 

studies investigated high-SES 

patients only. 

Decrease 

rating by 1-2 

levels.  

 

Strongly 

Preferred 
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17 Effect sizes are 

comparable for 

registered and non-

registered trials, if 

relevant.   

Group 1. 

Adaptations 

recommended 

for DH. 

This criterion pertains only to DHIs for which evidence has been 

generated in both registered and unregistered trials. 

Trial registration (eg, through clinicaltrials.gov) is not required for 

some commercialization paths. This may increase publication bias105 

and reduce the likelihood of replicating reported effect sizes. 

We do not expect any two studies to show identical effect sizes. But if 

effect sizes for registered and unregistered trials differ to a clinically 

meaningful degree, this may raise concern for publication bias.  

Consider investigating differences across studies that may explain any 

effect size inconsistencies. Such differences may relate to DHI 

versions, implementation protocols, sample characteristics, or sample 

sizes (small samples increase risk for outlying effect sizes). 

Example meeting criterion 

High-quality, peer-reviewed 

evidence shows mean 

reductions in hemoglobin A1c 

of 0.7 and 0.5, both relative to 

no change observed for 

controls, in registered and 

unregistered trials, 

respectively. 

Example not meeting criterion 

High-quality, peer-reviewed 

evidence shows mean 

reductions in hemoglobin A1c 

of 0.7 and 0.1, both relative to 

no change observed for 

controls, in registered and 

unregistered trials, 

respectively. 

Decrease 

rating by 1 

level. 

Strongly 

Preferred 

where 

Relevant 

18 Distribution of effect 

sizes does not 

suggest meaningful 

uncertainty in 

average level of 

benefit. 

Group 1. 

Adaptations 

recommended 

for DH. 

For some non-digital treatment modalities (eg, drugs), effect size 

inconsistency may suggest uncertainty in average level of benefit. 

However, for DHIs, effect size inconsistency may be due to 

improvements implemented over time. Iterative improvement of DHIs 

is common and should not cause downgrading of evidence 

actionability.  

Some evidence assessment frameworks designed for non-digital 

interventions recommend reducing ratings if effect sizes differ across 

studies of similar patient samples.111 However, if effect sizes for a DHI 

improve over time, this may reflect product improvements. 

Example meeting criterion 

Mean A1c reductions of 0.4 

and 0.8 were observed in 

high-quality studies conducted 

4 and 2 years ago, 

respectively. 

Example not meeting criterion 

Mean A1c reductions of 0.8 

and 0.4 were observed in 

high-quality studies conducted 

4 and 2 years ago, 

respectively. 

Do not reduce 

rating if effect 

size improves 

over time. 

Decrease 

rating by 1-2 

levels if 

unexplained, 

unfavorable 

changes in 

effect size are 

observed.  

Strongly 

Preferred 

19 DHI modifications 

implemented during 

and after trials are 

documented.  

Group 1. 

Adaptations 

recommended 

for DH. 

DHIs are often improved iteratively, through software updates. 

Current versions may have clinically meaningful differences from 

trialed versions.  

DHSPs should report a) the product version in use at the start of a trial, 

b) the dates of product updates, and c) the product changes 

implemented with each update.  

Example meeting criterion 

Software versions used during 

and after a trial are reported in 

a public website. A summary 

of each update is provided. 

Example not meeting criterion 

Software versioning 

information is not reported.  

Evaluators 

should be 

aware of this 

criterion, 

though AL 

adjustment 

may not be 

needed. 

 

Preferred 
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20 Onboarding for trial 

participants is 

comparable to 

onboarding in real-

world deployments. 

Group 2. 

Increased 

vigilance 

recommended 

for DH. 

Lengthy onboarding assessments are common in digital health trials. 

This may select for more motivated participants, on average. After 

DHI deployment, when enrollment may take precedence over 

evaluation, onboarding burden may be reduced substantially. On 

average, this may select for less motivated patients. Thus, average 

clinical benefit may be lower in real-world use. 

 

Example meeting criterion 

Onboarding assessments in a 

previous trial are the same as 

those used following real-

world deployment.  

Example not meeting criterion 

Ten baseline PROs were 

administered in a pivotal trial, 

while two are administered 

following real-world 

deployment. 

Evaluators 

should be 

aware of this 

criterion, 

though AL 

adjustment 

may not be 

needed. 

Preferred 

21 Participant 

incentives are 

comparable in trials 

and real-world 

deployments. 

Group 2. 

Increased 

vigilance 

recommended 

for DH. 

Trial participants may receive payment or other incentives for 

enrolling and meeting engagement targets. Changes in incentives 

between trials and subsequent real-world deployments may change 

who enrolls and how much they engage.  

Stakeholders should be aware that this common scenario may decrease 

external validity of trial evidence.  

Example meeting criterion 

The same incentives are 

provided in a pivotal trial and 

a real-world deployment.  

Example not meeting criterion 

Trial participants are paid for 

high engagement; this 

payment is reduced in real-

world DHI deployment.  

Evaluators 

should be 

aware of this 

criterion, 

though AL 

adjustment 

may not be 

needed. 

Preferred 

Abbreviations: DH, Digital Health; DHIs, Digital Health Interventions; DHSPs, Digital Health Solutions Providers; AL, Actionability Level; KOL, Key Opinion Leader; MAR, Missing at 

Random; MCAR, Missing Completely at Random; PROs, Patient-Reported Outcomes; RCT, Randomized Controlled Trial; SES, Socioeconomic Status; UC, Usual Care 
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Supplementary Figure 1. PRISMA 2020 flow diagram. Prior reviews26,49,53,112 and grey literature searching were used to identify relevant 
frameworks (see Methods for further details). 
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Supplementary Note 1. Framework Counts  

Counts of records screened, excluded, and included are shown in 

Supplementary Fig. 1. A total of 78 eligible frameworks were identified. No 

framework met all 4 of the criteria that the workgroup believed were 

valuable for DHI evidence assessment. Eleven of 78 frameworks (14.1%) 

leverage established evidence assessment methods that were developed for 

non-digital interventions (eg, GRADE1). Just 6 frameworks (7.7%) address 

evidence quality criteria that may be unique to DHIs, while no framework 

flagged evidence quality criteria requiring increased vigilance in digital 

health. In just 3 of 78 frameworks (3.8%), guidelines were provided 

suggesting what levels of evidence quality may justify what degrees of DHI 

adoption. Seventy-two frameworks (92.3%), finally, addressed non-clinical 

assessment domains in addition to clinical evidence.  
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Supplementary Discussion. 

Summary of literature reviewed and conclusions 

The failure of any framework to meet all 4 criteria may underscore the need for a novel 

approach. Few frameworks explicitly recommend use of well-developed, extant 

methods (eg, GRADE1). This suggests that there may be an opportunity to improve the 

quality of DHI assessment in the digital health community, through consistent use of 

mature best practices. Failure of most frameworks to address DH-specific evidence 

quality considerations, and failure of any framework to address areas requiring 

increased vigilance, suggest that the common issues listed in Supplementary Table 2 

may not be addressed adequately in prior frameworks. Finally, the rarity of evidence-

to-recommendation guidelines suggests that prior frameworks may leave the evaluator 

without clear guidance regarding practical implications of assessment findings. For 

example, if a prior framework is applied and yields “moderate evidence” supporting 

safety and effectiveness, it may be unclear what degree of adoption is appropriate. 

Again, this underscores the need for novel approaches to evidence assessment in digital 

health.  

Updating Process for the Evidence DEFINED Framework 

 Given the rapid evolution occurring in digital health, Evidence DEFINED will be 

updated every 6-12 months. Feasibility is a priority in the design of this process. A 

public suggestion form will be posted through the website of the Digital Medicine 

Society (DiMe) no more than 3 months after publication of the Framework. This will 
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mimic a simple form113 posted previously on a Digital Medicine Society website114 to 

gather public feedback for a prior, similar initiative.115 Availability of the form will be 

announced to DiMe members and through public channels.  

 For each update cycle, the text of form submissions will be deidentified and 

compiled in a single document. Leadership from DiMe and the Evidence DEFINED 

Workgroup will summarize each suggestion proposed, and share compiled information 

with the Workgroup for feedback. Live Workgroup meetings may be convened, as 

needed, to address any complex suggestions. Subsequently, the following materials will 

be revised, as appropriate, to reflect approved updates: Evidence DEFINED Overview 

and Quick Start Guide (Figure 1), Supplementary Checklist of Evidence Quality Criteria 

for Digital Health Interventions (Supplementary Table 2), and Evidence-to-

Recommendation Guidelines (Table 2). Updated Evidence DEFINED materials will be 

posted on DiMe’s website. 

 Updating cycles will continue for two years. DiMe and Workgroup leadership 

will then decide whether or not to continue updating the Framework. This will depend 

on the frequency of public suggestions and resource availability. 
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