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1. Supplementary Methods
1.1. GoToCloud system mapping

As shown in Fig. 1b, GoToCloud ensures security of the analysis environment on a
per-research-group basis by utilizing the robust security services provided by default in
AWS. A logically isolated virtual network dedicated to each AWS account can be easily
established using the Amazon Virtual Private Cloud (VPC) service. Additionally, AWS
storage services, such as the Amazon Simple Storage Service (S3), Amazon Elastic File
System (EFS), and Amazon FSx for Lustre (Lustre), do not allow access from the other
AWS accounts without explicit settings, making it easy to guarantee security. By
explicitly allowing access to analysis data only among these isolated virtual networks,
access to the analysis data by other research groups can be prevented.

Each user of a research group is linked to an AWS Identity and Access Management
(IAM) user. Within an AWS account owned by a research group, the access rights for
each IAM user to AWS services are created and set by the AWS account administrator
of the respective group based on the roles assigned to the user. Currently, the default
setting of GoToCloud allows each user to freely create, edit, and delete necessary services
for the creations and deletions of virtual cluster instances through the “AWS
ParallelCluster (pcluster)” service. Nevertheless, it is also possible to restrict user access
rights to allow only use of existing virtual cluster instances without allowing creation or
deletion of instances.

Each project is associated with a Cloud-based integrated development environment
(IDE) called AWS Cloud9 (Cloud9). By using Cloud9, management of the virtual cluster
service, such as creation and deletion of pcluster instances, can be easily performed.

Though it is often crucial to assign access restrictions dedicated to a specific user for a
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particular analysis project, there are cases where it is advantageous for multiple users to
share their analysis works with others. This is particularly beneficial when multiple users
collaborate on the same analysis project as a team. In this case, the project owner can
easily handle this use case by registering the IAM users of other team members on the
shared list of Cloud9 instances for the project.

The information about an analysis environment is mapped to a GoToCloud
configuration (GTC config). Each of the different analysis methods requires a unique
configuration of the analysis environment, including the hardware specifications of the
virtual cluster and the set of required software packages optimal for a given analysis
method. A GTC config contains the descriptions of how to set up the hardware and
software for a given analysis method on a virtual cluster instance upon the creation. The
details of GTC config are described in the next section, section 1.2.

1.2. Multi-account and multi-region support of the GoToCloud shared EFS

The algorithms for Cryo-EM data processing are evolving daily now; new algorithms
are proposed regularly, and existing software packages have been frequently updated. To
use the latest analysis software packages in a sustainable fashion, users need to add new
packages and reinstall each of the existing ones whenever an update becomes available.
However, selecting which software package should be included in the computational
platform for a given analysis method requires specialized knowledge, and one must
always keep track of the updates, such as version upgrades or patch releases. Worse yet,
there are multiple software packages. Therefore, it is an urgent issue to have a system that
can quickly reflect these updates to the analysis platform.

GoToCloud addressed these issues by providing a shared EFS where a set of software

packages required for a given analysis method has already been pre-installed by the



90

91

92

93

94

95

96

97

98

99

100

101

102

103

104

105

106

107

108

109

110

111

112

113

GoToCloud management group who manages and maintains the system (Fig. 1b and
Supplementary Fig. S7). The shared EFS has an additional benefit of reducing the time
required to set up the software environment on the head node of a pcluster instance right
after the instance is created by the Step 2 GTC script (gtc pcluster create.sh)
(Supplementary Fig. S1; see also section 1.4). This script also installs the minimum
number of dependent software components which are required by these analysis software
packages and must be installed on the OS, such as shared libraries and drivers. It
essentially realizes GTC config by generating a “config.yaml” file for the creation of a
pcluster instance from templates prepared by the GoToCloud management group. The
generated config.yaml file contains the uniform resource locator (URL) for the
“post_install.sh” shell script that is stored in S3 bucket owned by the GoToCloud
management group, and the reference to the shared EFS is pre-defined in the
post_install.sh script.

This GoToCloud architecture allows experts to accumulate their knowledge and
experience of software environment setup in the shared EFS. Since all AWS accounts can
share the same EFS in GoToCloud, all users can immediately use the latest analysis
algorithms reflected in an optimal setup of the software environment. This way, all
GoToCloud users are freed from the nuisance requirement of keeping up the software
updates by themselves. Thus, even research groups that do not have sufficient knowledge
and experience in designing and constructing an analysis software environment can
immediately use the latest one prepared by the experts.

While sharing the analysis software environment among multiple accounts, it is still
crucial to ensure robust security at the AWS account level. The AWS VPC peering

(Peering) service can establish a secure connection between two VPCs even if they are in
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two different AWS accounts. To establish a Peering connection between the VPC for the
GoToCloud shared EFS and a VPC in the user’s AWS account (Supplementary Fig. S7),
the GoToCloud management group needs to do the following. (1) Ask the user for the
AWS Region and AWS account number. (2) Add the user-provided information along
with the IP address of the VPC associated with the shared EFS (i.e., the configuration of
the Peering connection) to the AWS CloudFormation template (a YAML formatted text
file). (3) Finally, provide the template back to the user. The AWS CloudFormation
template has descriptions of all the AWS resources and their properties necessary to
create the GoToCloud platform on the user’s account as a stack of the AWS
CloudFormation. By using this AWS CloudFormation template for the initial setup of the
GoToCloud platform in the user’s AWS account, users can easily set up a Peering
connection as well as the Cloud resources for GoToCloud by themselves.

However, there is one practical issue: AWS currently allows only up to 125 Peering
connections per VPC. Furthermore, only Peering connections between two VPCs that
exist within the same AWS Region (a unit of AWS's cloud server data center group) are
free of charge. There are numerous numbers of AWS Regions, which are geographically
separated from each other. In GoToCloud, a mirror EFS of the shared EFS, which is the
master in the GoToCloud management group account, is prepared for each AWS Region
for the Peering to overcome the connection limit and provide a cost-efficient multi-region
support (Supplementary Fig. S7).

1.3. Implementation of the Cryo-EM SPA software environment

In GoToCloud, Slurm is adapted as the job scheduler for pcluster, and RELION!? is

also set up to use Slurm. This allows the actual SPA calculations to be performed on the

virtual compute nodes (or simply “nodes”) of a pcluster instance. We selected m5.xlarge
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for the head node, which is not expected to perform most of the data processing. Instead,
it was set up as a machine with sufficient specifications for displaying Cryo-EM maps
using UCSF Chimera® on a desktop environment connected via NICE DCV
(Supplementary Fig. S2).

1.4. GoToCloud (GTC) scripts

The initial setup of GoToCloud in a user’s AWS account is performed with a template
of AWS CloudFormation which is prepared by the GoToCloud management group, as
described in section 1.2 above. This setup is necessary only once per AWS Region and
per AWS account. The template includes the creation of a default IAM user and a VPC
instance. It configures the default IAM user to have sufficient permissions for the creation
and deletion of pcluster instances, and the VPC to have an access permission to the shared
EFS. This task is performed by the administrator of a user’s AWS account. After the setup,
the administrator can add IAM users using the default TAM user group configuration as
a reference.

To use the GoToCloud (GTC) scripts, the user must first login to the AWS account of
the user’s own research group with the user’s own IAM user from the AWS Management
Console; then, the user must create a Cloud9 environment for a project. Here, only two
tasks are required of the user: (1) providing a project name and (2) selecting the user’s
predefined VPC for Peering connection to the VPC of the shared EFS. Importantly, the
project name must comply with the AWS requirements of non-US standard regions. This
is because the GTC scripts newly create a S3 bucket as well as an EC2 key pair (key pair)
and at least one pcluster instance for each project, and the naming of each S3 bucket must
be globally unique and fulfil the above requirements. To significantly reduce the number

of the input parameters required for the user with the GTC scripts, a naming format "[IAM
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username]-[AWS account ID]-[project name]" specific to the GoToCloud platform is
used as a unified name of all the above service instances in each project.

Once the creation of the Cloud9 environment is completed, the user opens the terminal
in the Cloud9 environment to execute the GTC scripts one by one (Supplementary Fig.
S1). The Step 1 GTC script (gtc_setup _gotocloud environment.sh) prepares the creation
of pcluster instances. This script performs the following 8 setups altogether: (1) mounting
the shared EFS, (2) installing the pcluster library, (3) installing dependencies (e.g., jq and
Node.js), (4) checking for the existence of the necessary role for managing spot instances
startup (i.e., EC2Spot Role), and creating it if it does not exist, (5) setting the Cloud9 tags
for cost management (see Supplementary Table S4), (6) creating an S3 bucket for
uploading the input cryo-EM dataset and long-term storage for the analysis outputs, (7)
generating an EC2 key pair for SSH connection to the head nodes of pcluster instances,
and (8) creating the pcluster configuration file (“‘config.yaml”) tailored to a default
analysis method (Cryo-EM SPA with RELION4.0.1). Currently, the Linux distribution
of this plucster instance is set to Ubuntu 20.04 LTS (Long Term Support) in the pcluster
configuration file. For the standard usage, there are no parameters that the user must
specify in this script. A project specific S3 bucket is created in this step, and the input
dataset (e.g., a set of micrograph movie files) can be uploaded to this bucket. As examples,
the averages of times to transfer a 1.0 terabyte (TB) input dataset (EMPIAR-1058) for
three times (i.e., n=3 independent data transfers) were as follow: (1) 77.91 &+ 1.39 minutes
from KEK (Tsukuba, Japan) to S3 buckets in the Tokyo AWS region using “time aws s3
sync” command on an on-premise computer at KEK, (2) 235.18 £ 2.48 minutes from
KEK to the US East (Northern Virginia) AWS Region using the same method as (1), and

(3) 90.26 £ 1.90 minutes from a S3 bucket to the Amazon FSx Lustre filesystem within
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the US East (Northern Virginia) AWS region using “time cp -’ command on the header
node of the pcluster associated to the FSx. The reported time (3) is averages of the
execution time differences between the copy command before preloading (148.43 = 1.90
minutes) and after preloading (58.17 + 0.00 minutes).

The Step 2 GTC script (gtc_pcluster create.sh) creates a new pcluster instance for the
project. This process takes about 15-30 minutes. As in the case of the previous script, the
user does not need to specify any parameters under normal usages. Once the instance is
created, the contents of the S3 bucket associated with Lustre mounted on this pcluster
instance are automatically synchronized. The script also automatically mounts the shared
EFS on the head node, and then sets up the system environment for pre-installed software
packages in the shared EFS.

The final Step 3 GTC script (gtc_pcluster dcv_connect.sh) obtains the URL of the
NICE-DCYV remote desktop environment on the head node of the pcluster instance created
in Step 2 (Supplementary Fig. S2). Additionally, it is possible for the user to connect to
the head node via SSH using another GTC script (gtc_pcluster ssh.sh). Currently, GUI
applications cannot be used with SSH connections since X-Forwarding is not supported
by the Cloud9 environment.

When the user wishes to pause analysis work and does not plan to use this GoToCloud
platform instance for a while, it is recommended that the user delete the pcluster instance
to stop billing for the relatively expensive Lustre and head node. The Step 4 GTC script
(gtc_pcluster delete.sh) is prepared for this purpose. It automatically exports the data of
the Lustre to the S3 bucket before deleting the pcluster instance. The deletion process
usually takes about 15-30 minutes depending on the amount of data that needs to be

exported. Again, this script does not require any parameters to be specified by the user.
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To resume the analysis work, the user goes back to Step 2. By repeating the steps from
Step 2 to Step 4 during a project, the user can reduce the total cost for the project.

When the user has completed the project and no longer needs to use the GoToCloud
platform  instance, the user <can use the Step 5 GTC script
(gtc_aws delete s3 and key pair.sh) to delete the associated S3 bucket and key pair.
Upon execution, all the data stored in the S3 bucket is forcibly deleted, so the user must
make sure to archive any necessary data for later usage to another storage location before
executing this script. Finally, the user deletes the Cloud9 for the project from the AWS

Management Console.
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219 2. Supplementary Tables

220  Supplementary Table S1. Information of EMPIAR datasets

Nitrite Reductase Streptavidin
EMPIAR-10581 EMPIAR-10641
EMD-0731 EMD-30913
Data collection
Microscope Talos Arctica G2 Titan Krios G3i
Voltage (kV) 200 300
Detector Falcon 3EC K3 Bioquantum
Energy filter - GIF Bioquantum (15¢V slit)
Electron dose (e/A?%) 49.0 70.0
Pixel size (A/pixel) 0.880 0.400
Estimated defocus range (um) -0.5t0-3.0 -0.3 to -2.6
Dataset size 1.0 TB (MRC) 373.1 GB (TIFF)
Micrographs 694 2,277
Extracted particles 176,256 (Not reported)
Reconstruction
Main software RELION4.0 RELION3.1
Final particles 89,513 19,045
Theoretical weight (kDa) 110 75
Symmetry Cs D;
EMD map resolution (A) 2.85 1.93
221
222

11
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Supplementary Table S2. Specification of AWS EC2 instance types used for NiR

benchmark tests

EC2 Instance | GPUs| GPU |vCPUs|Memory|Instance| Network| EBS |On-Demand
Type Memory (GiB) | Storage| Band- | Band-|Price/Hour™

(GiB) (GB) | width | width| (USD)

(Gbps) |(Gbps)

G5: NVIDIA A10G Tensor Core GPU, AMD EPYC 7R32 CPU
(2nd generation AMD EPYC processors)

g5.48xlarge |8 192 192 768 2x3800%100 19 $16.288
g5.12xlarge |4 96 48 192 1x3800%40 16 $5.672
g5.4xlarge 1 24 16 64 1x600" |~25 8 $1.624
g5.xlarge 1 24 4 16 1x250" |~ 10 ~3.5 [$1.006

G4dn: NVIDIA T4 Tensor Core GPU, Intel Cascade Lake P-8259L CPU
(2nd Generation Intel Xeon Scalable processors)

g4dn.metal |8 128 96 384 2x900" {100 19 $7.824

g4dn.12xlarge|4 64 48 192 1x900" |50 9.5 $3.912
g4dn.4xlarge |1 16 16 64 1x225" |~25 475 |$1.204
g4dn.2xlarge |1 16 8 32 1x225" |~25 ~3.5 |80.752

Cé6i: Intel Ice Lake 8375C CPU
(3rd Generation Intel Xeon Scalable processors, 3.5GHz)

c6i.32xlarge [N/A [N/A  [128 [256 |[EBS |50 40 [$5.440
* NVMe SSD (Non-Volatile Memory express Solid-State Drive).
** The listed prices of EC2 instance types are for the us-east-1 (Northern Virginia) AWS

Region. Note that these prices vary depending on AWS Region and may also vary

depending on the period of use.

12
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Supplementary Table S3. Input parameters of RELION jobs in the NiR benchmarks

Refine3D Class3D Class2D Polish

Rescaled box size [pixels] 352 64 64 352
Rescaled pixel size [A/pixel] 1.17 33 33 1.17
Original box size [pixels] 468 240 240 468
Original pixel size [A/pixel] 0.88 0.88 0.88 0.88
Mask diameter [A] 164 120 120 -
Particles 129,298 129,298 176,256 129,298
Symmetry C3 C1 - -
Classes - 4 200 -
Use fast subset - No No -

13
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Supplementary Table S4. AWS service tags in the GoToCloud platform

Tag Key

Tag Value

Tag Value Examples

gtc:account

AWS account number

327610663674

gtc:iam-user IAM user ID kek-gtc-user01
gtc:project Project name empiar-10581
gtc:method Method name cryoem

14




237 3. Supplementary Figures

Once Step 1: Set up GoToCloud environment on Cloud9
per project *Mount GoToCloud Shared Amazon EFS
-Install AWS ParallelCluster .
e -Create Amazon S3 bucket $ gtc_setup_gotocloud_environment.sh

-Create Amazon EC2 key pair
-Create config file of AWS ParallelCluster instance

Once
per day Step 2: Create AWS ParallelCluster instance
-Create AWS ParallelCluster instance $ gtc_pcluster_create.sh
> *Install and set up Cryo-EM software on the instance

RELION 3.1/4.0-beta/4.0, CTFFIND4, Topaz, crYOLO, UCSF Chimera, UCSF ChimeraX

Step 3: Connect to master node of AWS ParallelCluster instance

*Connect with NICE DCV $ gtc_pcluster_dcv_connect.sh
OR
-Connect with SSH $ gtc_pcluster_ssh.sh
[[ “Ready-To-Use” ]]

Step 4: Delete AWS ParallelCluster instance
-Export analysis outputs to Amazon S3 bucket $ gtc_pcluster_delete.sh

*Delete AWS ParallelCluster instance

\ 4

Step 5: Delete GoToCloud environment from Cloud9
-Delete Amazon S3 bucket $ gtc_aws_delete_s3_and_key_pair.sh
-Delete Amazon EC2 key pair

\ 4

238  Supplementary Figure S1. GoToCloud (GTC) scripts

239 A set of scripts allowing the user to construct a ready-to-use Cryo-EM SPA computing
240 platform in just three steps with GoToCloud. Steps 1 to 3 require approximately 30 to 60

241 minutes.
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Current: [032; Refine3D/job032] visploy: (IS r6i-vcpul28-gpud-spot infinite idle~ réi-vcpul28-gpue-spot-dy-réi-32xlarge-spot-[1-16]
-vcpu192-gpud infinite idle~ c7i-vcpul92-gpud-dy-c7i-48xlarge-[1-16]
-vcpu192-gpud-spot infinite idle~ c7i-vcpul92-gpud-spot-dy-c7i-48xlarge-spot-[1-16]
%-vcpu192-gpud infinite idle~ m7i-vcpul92-gpud-dy-m7i-48xlarge-[1-16]
031: LocalRes/job031/ 032: Refine3D/job032/ 024: CtfRefine/job024/ infinite Idle~ m7i-vcpul92-gpuo-spot-dy-m7i-48xlarge-spot-[1-16]
030: PostProcess/job030/ 019: Refine3D/job019/
029 Refine3D/job029) | - - infinite idle~ r7i-vcpul92-gpue-dy-r7i-48xlarge-[1-16]
028: Polish/job028/ - - infinite idle~ r7i-vcpul92-gpu@-spot-dy-r7i-48xlarge-spot-[1-16]
027: Polish/job027/ i X
026 Postprocessfoh - A R e fsx/reliondo_tutorial$ squeue
024: CtfRefine/job024/ JOBID LARLLTLON N L
023: CifRefine/job023/ 4dn-vcpu Refine3D ubuntu R
022: CtfRefine/job022/ ubuntu@ip-10-16.
021: PostProcessfjob021/
020: MaskCreate/job020/
019: Ref, o

Finished jobs Running jobs Input to this job

Expectaton teration 1

A\laragmg Vel reconsiructions up £ 53113 Angetrom Fesclutio to prevent diverging orlentations
Note that only for higher resolutions the FSC-values are according to the gold-standard!
Calculating gold-standard FSC
Maximization

A2 cor ~ it~

Currently Loaded Modulefiles
1) relion/4.0.1-pc3.7.0/intel_amd-gcc-intelmpi-gpu(default) 2) intelmpi

242  Supplementary Figure S2. NICE-DCYV screen
243  User interface of GoToCloud. (a) GUI windows of RELION and UCSF Chimera. (b)

244  Selection of a Slum partition through RELION GUI application.
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Supplementary Figure S3. CPU- vs GPU-optimized executions in NiR dataset
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optimized executions, the RELION executable EXE02_CPU in Supplementary Data 1
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253
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257

258

259

260

261

262

263

264

and c6i.32xlarge (black) from the C6i instance type group (triangles) were used. For
comparison, the results of the AWS EC2 instance type including the configuration that
achieved the globally optimal cost performance for each RELION job type in Fig. 2b, 3b,
and 4b are also shown as the representatives of GPU-optimized executions. The GPU-
optimized executions showed clearly better cost performances with all the RELION job
types, but the difference in the Class2D benchmark was much smaller compared with the
other jobs. In particular, the comparison between the optimal settings of the two execution
types (outlined) shows that the process time and the total cost of the CPU-optimized
execution relative to the GPU-optimized one increased approximately 1.76 and 2.45 times
for Refine3D, and 2.56 and 2.45 times for Class3D, respectively. On the other hand, with
Class2D, the process time was slightly shorter (0.88 times), but the total cost was higher
(1.23 times). The axes, colors, marker symbols, and marker labels of GPU-optimized
executions are the same as in Fig. 2b, 3b, and 4b. The marker labels of CPU-optimized
executions are the same as in Fig. 5b. The raw data are provided in Supplementary Data

2.
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265 Supplementary Figure S4. NiR dataset benchmark result of Class2D with the
266 VDAM algorithm

267  The bar graph and scatter plot of the result of Class2D with the VDAM algorithm. The
268 same RELION executable and AWS EC2 instance types were used as in Fig. 2. Since the
269 VDAM algorithm does not support MPI, the effect of the number of GPU cards used
270  within a single EC2 instance type was investigated here. (a) Bar graph demonstrating that
271  the scalability was saturated at 4 GPUs settings. (b) Scatter plot showing that the
272  configuration of 4 GPUs settings with g5.12xlarge achieved the best cost performance.
273  Interestingly, not only the process time but also the total cost of the 8 GPUs settings were
274  almost identical to those of 4 GPUs with both g5.48xlarge and g4d.metal. The axes, colors,
275  bars, marker symbols, and marker labels are the same as in Fig. 2. The raw data are

276  provided in the Class2D_VDAM sheet of Supplementary Data 2.
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277  Supplementary Figure S5 Spot instance vs on-demand executions in NiR dataset
278  benchmarks
279  The Scatter plots comparing the cost performances between spot instance executions
280  (unfilled) and on-demand executions (filled) of (a) Refine3D, (b) Class3D, (c) Class2D,
281  and (d) Polish in the NiR dataset benchmarks. For the spot instance executions, the AWS
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282

283

284

285

286

287

288

289

290

291

292

293

294

295

296

EC2 instance types including the configuration that achieved the globally optimal cost
performance for each RELION job type in Fig. 2b, 3b, 4b, and 5b were used. For
comparison, the on-demand execution results of the same EC2 instance types from these
figures are also shown. The best cost performances were all achieved by the configuration
with spot instances: 4 nodes of g4dn.metal (30 GPUs total) for Refine3D, 16 nodes of
g5.12xlarge (62 GPUs total) for Class3D, 16 nodes of g4dn.12xlarge (62 GPUs total) for
Class2D, and 4 nodes of c6i.32xlarge with 4 MIPs/node settings (256 vCPUs total) for
Polish. The double asterisks (**) indicate these optimal configurations, and their
distances from the origin are indicated by the additional dashed-dotted arcs. Regardless
of REION job types and the configurations, the process times of spot instance executions
remained almost the same, but the costs became much lower relative to the costs of on-
demand executions in general. As a result, the optimal configurations tended to shift
toward a larger computer resource side (i.e., more GPUs or vCPUs) with spot instances.
The axes, colors, marker symbols, and marker labels are the same as in Fig. 2b, 3b, 4b,

and 5b. The raw data are provided in Supplementary Data 2.
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297  Supplementary Figure S6. CUDA_ARCH=75 vs CUDA_ARCH=86 build executions
298  Scatter plots comparing the cost performance of CUDA ARCH=75 vs
299 CUDA_ARCH=86 build executions of (a) Refine3D, (b) Class3D, and (¢) Class2D in
300 the NiR dataset benchmarks. For the CUDA ARCH=86, the RELION executable
301  EXEO04_GPU in Supplementary Data 1 and g5.48xlarge (deep blue rhomboid) and
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302

303

304

305

306

307

308

309

g5.12xlarge (deep orange rhomboid) were used. For the CUDA ARCH=75 build
execution, the data are the same as the ones of g5.48xlarge and g5.12xlarge in Fig. 2b,
3b, and 4b. The CUDA ARCH=86 build executions showed clearly better cost
performances with Refine3D, slightly better with Class3D. The improvements become
more pronounced as the number of nodes increases. On the other hand, cost performance
is almost the same or slightly worse with the Class2D. The axes, colors, marker symbols,
and marker labels are the same as in Fig. 2b, 3b, and 4b. The raw data are provided in

Supplementary Data 2.
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Supplementary Figure S7. Multi-account and multi-region support of the
GoToCloud shared EFS

A diagram describing the implementation of the multi-account and multi-region support
of the GoToCloud shared EFS. The AWS account (red rectangle) of the GoToCloud
management group (“GoToCloud AWS Account”) at left top has a VPC (green rectangle,
“Master VPC”) for securing the master of the GoToCloud shared EFS (“Master of Shared
EFS”) in an AWS Region (blue dotted rectrangle, “A Region™). The contents of the
master EFS are maintained from a dedicated pcluster by the management group; the
pcluster is placed inside another VPC (“Dev VPC”) in the same AWS Region, and the
setup of this VPC is customized for the maintenace purpose. Any updates made in Master
of Shared EFS are synchronized to a mirror EFS (e.g., “MirrorAl of Shared EFS”)
through the AWS DataSync service (blue dotted arrows). The mirror EFS is placed within
its own VPC (e.g., “MirrorA1 VPC”). In each of the user’s AWS accounts at right (from
“User001 to Userl25 AWS accounts™), a VPC (e.g., from “User001A to Userl25A
VPCs”) is created and connected to the mirror VPC by a VPC Peering connection (purple
dotted arrows). Consequently, the entire contents in Master of Shared EFS are accessible
from the environments of all users, realizing the multi-account support. As a workaround
for the 125-connection-limits of the AWS VPC Peering service as well as the other
practical issues described in section 1.2, the architecture design of GoToCloud permits
the creation of multiple mirror EFSs. These additional EFSs are again placed in their own
VPCs (e.g., “MirrorA2 of Shared EFS” in “MirrorA2 VPC” as the second set) within a
single AWS Region (e.g., A Region). In this way, more than 125 users can be supported
(e.g., “User126 AWS account® having “User126A VPC”). Furthermore, a pair of mirror

EFS and VPC (e.g., “User001B VPC” in “User001 AWS Account”) can be created in the
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335 user’s preferred AWS Region (e.g., “B Region”) and connected to the GoToCloud
336  management group’s VPC (e.g., “MirrorB1 of Shared EFS” in “MirrorB1 VPC”) in the

337 same AWS Region by a VPC Peering connection, to implement the multi-region support.
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