Supplementary Information
Experimental device-independent certified randomness generation with an
instrumental causal structure

Iris Agresti, Davide Poderini, Leonardo Guerini, Michele Mancusi, Gonzalo
Carvacho, Leandro Aolita, Daniel Cavalcanti, Rafael Chaves, and Fabio Sciarrino



Supplementary Note 1. NPA METHOD APPLIED TO THE INSTRUMENTAL SCENARIO

In order to estimate the randomness generated in our experiment, we will adopt a similar strategy to that used in
the Bell scenario (see [I]). We assume that there exists an external observer, called Eve, that whats to predict the
measurement outcomes (a, b) of the instrumental test. The system used in the protocol is assumed to be quantumly
correlated to a system held by Eve. In this scenario, the randomness in the outcomes (a, b) is given by the min entropy
of Eve’s guessing probability (the probability that Eve correctly predicts the outomes).

In order to make this idea rigorous, let us first define the correlations that can be observed the quantum instrumental
scenario. Without loss of generality [2] [3], these can be expressed by the Born rule:

Pngt(Ch b‘x) = Tr(Ma\a: ® Nb\y:apAB)’ (1)

where M|, and Ny, define proper quantum measurements (M, > 0, > Mgz = 1,Ny),, > 0, > Ny, = 1) and pap a
bipartite quantum state (pap = 0 and Trpap = 1). Indeed, the observed correlations, of the form p(a, b|z,y = a), are
given by local projective measurements on a bipartite state. In the randomness analysis, we assume that additionally
to systems AB there exists a third party, Eve, that is trying to guess the outcomes a and b. The full picture is
described by a tripartite state |¥ 4pg), onto which local measurements are performed (notice that the state can be
assumed to be pure since the dimension of the systems are considered arbitrary). The statistics obtained is then
evaluated on an instrumental functional Z (e.g. the left-hand-side of inequality 1 of the main text), which allows us to
calculate Eve’s maximum guessing probability. Eve is assumed to know |¥ 4pg) and the measurement implemented
at AB.

In this case, the maximum probability that Eve guesses correctly (a,b) for a fixed setting = j, and given that
T = [, can be written as follows:

max Z<\IJABE|Ha|x:j & Hb|y:a 02y He:(a,b) |\IJABE>
a,b

s.t. P(a,b|x) = <\I/ABE|H0,\$ ®Hb|y:a & HE|\DABE>a
Va, b,z I({P(a,blz)}) =B,

where the maximization is taken over all possible tripartite states ¥ 4p and local measurements {I,), }, {ITy), }, {I1c}.
In other words, we want the maximum probability that Eve’s outcome e equals (a,b), among all tripartite quantum
correlations satisfying Z = . The amount of randomness (in bits) is given by Hoo (A, B|E,z = j) = — 108y (Pguess(z =
J)), where Pguess(2 = j) denotes the solution of the previous optimization problem.

This optimization problem is computationally intractable, as it considers quantum systems of arbitrary dimension.
A way out is to upper-bound its value by using the Navascués- Pironio-Acin (NPA) hierarchy [4]. The NPA hierarchy
is a numerical tool used to generate a sequence of sets of correlations Q1 D Qs D ... Q, that converges to the set of
quantum correlations of any bipartite system in the Bell scenario, defined as those that can be written as

Pgell(a’ b|x,y) = Tr(Ma\a: X Nb|ypAB)a (2)

where, as previously mentioned, M, |, and Ny, define proper quantum measurements pap a bipartite quantum state.

Notice that, by definition, P$*(a,blz) = Pge“(a,b|m,y = a). We can now use the NPA hierarchy to define the
following optimization problem that upper bounds the guessing probability of Eve in an instrumental scenario:

Ploe(@=j)=_ max Y P(a,be=(ab)|z=jy=a) (3)
a,b

_P(a,b,e|w,y)
st. {P(a,blz,y,e =eg)} € Qy, Veo
TS Pla,by ey = a)}) = 6

This problem maximises the probability that Eve’s outcome e equals (a,b), among all of the possible correlations
achieving the observed instrumental violation value 8 and for which the conditional correlations within the systems
AB, conditioned to Eve’s outcomes, belong to Q. Note that no constraints are imposed on the untested terms
p(a,b|z,y # a). This implies that the optimization will be carried out on a larger set than the one corresponding to a
scenario where all the combinations were tested. Hence, in general, the resulting min-entropy will be lower, accounting
for any eventual advantage that an eavesdropper could get, by exploiting the fact that some probability terms are
not well defined. On the contrary, on the tested terms, we imposed the same constraints that would be used in a
Bell-like scenario, i.e. normalization, }_, , p(a,blz,y = a) = 1, no-signalling, p(b|z,y) = p(bl2’,y), and commutation



between Alice’s and Bob’s operators. Furthermore, since for every k the set of correlations over which we perform
our optimization is bigger than the quantum one, P¥ . (z = j) > Pgyess( = j), the solution of (3)) provides a lower
bound to the randomness obtained. In our implementation, we used Z as the left-hand-side of inequality (1) of the
main text, and k = 2.

The optimal value of the above problem is used to define f,—;(Z) = —logy(P¥ (z = j)) in the lower bound

guess
Ho(A,B|E,x = j) > fz=;(Z) mentioned in the main text.

Supplementary Note 2. ENTROPY ACCUMULATION THEOREM IN THE INSTRUMENTAL
SCENARIO

In order to make our protocol secure against general quantum adversaries, we adapt the techniques developed by
[5] to our scenario. This method, as mentioned in the main text, resorts to the “Entropy Accumulation Theorem”
(EAT), in order to deal with processes not necessarily made of independent and identically distributed (iid) runs. This
tool ensures that our protocol is secure, even if an adversary has access to the devices and introduces a (quantum)
memory inside, making each run possibly depend on the previous ones. In this paragraph, we briefly recall the EAT
and then explain in further details how we applied it to our case.

The EAT provides a lower bound on the smooth min-entropy of any process that can be described as a sequential
application of n “EAT channels”. Hence, it will hold also in our case, if we show that our protocol consists in the
sequence of such channels. This bound is polynomial in the number of runs n and, when the number of runs grows,
it tends to that obtaining assuming iid. The i-th EAT channel (M;) can be described as follows: it outputs two
registers O;, which are given to the honest parties Alice and Bob and that represent the information that should be
kept secret, another system .S; constituting some side-information leaked by the channel, and a memory R;, which is
passed as input to the next map (M;11). Also a system E is considered in the model, representing any additional side
information correlated to the initial state. Hence the systems O are the ones in which the entropy is accumulated,
conditioned on S and E. We also consider, for each round, a classical value C; which is evaluated from O; and S;.
Hence, M, : R;_1 — R;0;5;C; for i € [n]. A subset ¢} € C™, where C™ is the space of all possible n-bit sequences,
defines an event Q and we indicate with € the empirical statistics of ¢f', i.e. Q = {freq(c})|¢} € Q}.

The conditions that a EAT channel must fulfil are the following (for a formal definition, see the Methods section of

[5]):
e (; are classical systems of finite-dimension (random variables), while O;, R;, and S; are quantum registers. do,
is the maximum dimension of O;;

e for any input state or,_, r/, where R’ is isomorphic to R;_1, the output state og,0,5.c;r = (M; @ Ig/)oR,_, R/
has the property that C; can be evaluated from op,s, without changing the state;

e (Markov chain condition) for any initial state p%UE, the final state ponsrcnp = Trpe (M, @ My—1.. M1 ®
I1g)p%, g fulfils the Markov chain condition O]' «» S{'E « S; for each i € [n]. In other words, I(O{™" :
Si|S*~1E) = 0, so the previous outcomes Oi_l are independent of future side information Si, given all the past
side information S~ 'E.

Now, we state the EAT, as in [5]:
Entropy Accumulation Theorem (EAT). Let M; : R;_; — R;0,5;C; be the for i € [n] be EAT channels, p be
the final state, {2 an event defined over C", po the probability of {2 in p, and po the final state conditioned on

and let € € (0,1). For fuin a tradeoff function for {M,}, Q = {freq(c})|c} € Q} convex and any ¢ € R, such that
Jmin(freq(ct)) > t for any ¢t € CT for which P(cf),, >0,

Hipin(O"S"E™) > nt — vy/n (4)

where t(Z)|z,,, represents the Von-Neumann entropy, which depends on the extent of the violation that would be
obtained from an honest implementation of the protocol, i.e. with no adversary, Ioxp. On the other hand, v depends
on ||V fmin||co, on the smoothing parameter € and on ega, which can be interpreted as the error probability of the
entropy accumulation protocol.

In order to adapt the protocol of [B] to our case, we first of all need to build a fuin(p(a,blz)) function for the
instrumental process and evaluate the smooth min-entropy bound according to inequality . In order to perform
the required derivatives, we fit the data computed via SDP (see previous section), as shown in Supplementary Figure
The obtained fits f,.(Z), for x = 1,2, 3, are the following:

fi=u —wlI—z1m (5)
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Supplementary Figure 1: Lower bounds of f,(Z). In this plot, we present the f,(Z) min-entropy lower bounds
obtained fitting the numerical data given by the techniques of [T, 4]. The red dots correspond to = 2,3, while the

blue ones to = 1. The grey curves represent the lowered best fit functions f] = v} — w,Z — 21V 1 +2v2 T

(lowest curve) and f5 = f§ = ub 3 — w2 3T — 223V 1 + 2v/2 — T (highest curve). We have
(u}, w1, 21) = 3.062,0.542,1.579) and (uj 3, w2 3, 22,3) = (3.735,0.657,1.942).

and

fo=fs=u23 — w23l — 223 1+2V2-7 (6)

where (u1,wq,21) = (3.067,0.542,1.579) and (us3,w2.3,223) = (3.740,0.657,1.942). To ensure that we will not
overestimate the min-entropy, we lower these curves along the y-axis, in order to give a lower bound on the numerically
evaluated min-entropies (see Supplementary Figure [1). Hence, the parameters v} and u); that we will use in our
calculations will be respectively v} = 3.062 and uh; = 3.735.

Then, we can implement the protocol, as follows: we group our experimental runs in k blocks, with no fixed length;
at each run, a binary variable T is evaluated, in particular, it is 1 with an arbitrary probability v. Each block ends
either when T'= 1, or when T = 0 for Spax times in a row (this parameter is set by the user). So, after n runs, we
will have k blocks, each one containing at most 1 test run. Each of these blocks corresponds to a EAT channel M;
and we consider that O; — A;B; and S; — X;T;, where A; and B, are classical registers containing the string that
Alice and Bob get throughout the i — th block; on the other hand, X; and T; are the strings of Alice’s inputs and of
the T values for the same block. In the end, C; is the tuple (a;, b;, ;), obtained still in the ¢ — th block, for T = 1,
i.e. in the test run.

The length of the blocks (as well as that of A;, B;, X; and T;) is not fixed, but the expected value is the following:
g = 1z Now, let us check whether the aforementioned channel M; : R;,_1 — R;A;B;X;T;C;, is indeed an

EAT chanzlel.

e C; € {{0,1,-},{0,1,—1},{0,1,2,—}} for any i € [1,k], where {—, —, —} is the case in which the i — th block
ends with no test run, and dp, < 6%max.

e (; is evaluated by the classical registers A;, B;, X; and T;, so it does not modify the marginals on those
registers.

e the Markov chain condition holds, provided that the inputs are chosen independently at each round. In this
case, the condition Ay ;,_1B1.. -1 < X1 i1T1. 1 F < X,T; trivially holds.

Hence, the min-entropy in the i-th block will be bounded as follows:
H(A;,Bi|X;, Ty, E) > (s" = 1).f3 5(Z) + f1(T) (7)

Note that, since our protocol consists in the sequential application of EAT channels, the demonstration of Eq. @ is
analogous to the one in the Methods section of [5]). In the inequality , we are considering that, for x = 2,3 and
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Supplementary Figure 2: Tradeoff function f,;,. In this plot, we show the construction of the min-tradeoff
function fuin(I; (p(a,b,z, T = 1))). To ensure that its derivative does not explode, we cut the function in an
arbitrary point and glue it to a linear function.

2 = 1, the bounds are different. Hence, in the accumulation rounds, we consider fs 3, while, for the test round, we take
f1, i.e. the lowest bound. The relation holds when the min-entropy is evaluated on a state conditioned on the event
2 that, in our case, consists in obtaining an instrumental violation value higher than the treshold oy, throughout the
test runs. In other words, given the input x; of the i — th test run, the outputs (a; and b;) follow the joint probability

distribution P(a,blz,T = 1) = %, with corresponding violation Z( ip_(?lb_i)T;{()) =3 1(_1’((1“’_175;2:)) = Txp-

Let us note that Za,b SD(a bz, T=1)=1— (1 —~)smex,
At this point, we define

9(Z") = (s" = 1).f2.5(Z) + f1(T) (8)
and, substituting and @ in , we obtain:

I*

9(T7) = (uh+ (= D) =3(wr + (' = Duaad) T oo

_(z1+(8/—1)Z2,3)\/1+2\f2—31_ " (9)

(1 — 'y)smax

The fumin convex tradeoff function will be defined as: f,in(Z*(a,b,2,T = 1),Z)) = g(Z*), for3 I*(p(a,b,z, T =
1)) T—(1—~)°max €(0,Z¢)

d g(T*) T T Ty oo U (p(a,b,z, T =1)) A e @ 112D Concatenating the function g(Z*) to a linear
3z}
T-(1—y)smax>

which contributes to the right term of inequality 7 does not explode.
In the end, for a given Zeyp,, as proven in [5], the protocol either aborts with probability higher than 1 — ega, or it
gives at least the following smooth min-entropy:

function in a given point Z, = as shown in Supplementary Figure ensures that the derivative of fuin,

n
;Uopt(@ €EA) (10)

where n(I*, I}, €,egA) = fumin(I*, I}) — \/s/n2(log(1 + 2 x 65™2%) 4 4||dgd(11:) l[1:)1/1 — 2log(eepa) and nop (€, €Ea) =
maz (L1 — (1 —*m)) /3 — 40", I}, €, €rn)))-

The 7op¢ bound is plotted in terms of the expected violation of the instrumental inequality, for different parameter
settings in Supplementary Figure

The protocol described above is a (e, €;) —secure protocol, where €. and ¢ indicate, respectively, the “completeness”
and the “soundness” of the protocol, which are defined as follows [5H7]:

e Soundness: in its implementation the protocol either aborts or returns an m—Dbit string Z € {0,1}™, which is
characterized by (1 — P(abort))||pzre — pu,, @ pu, ® pe|| < €s where R is the input randomness register, E is
the adversary system, and py, and py,, are completely mixed states on the appropriate registers.
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Supplementary Figure 3: Smooth min-entropy lower bound given by EAT. In this plot, we show the lower
bound, guaranteed by the EAT, on the smooth min-entropy, in terms of the expected instrumental violation ley, for
the different (e, ega, 0’, n) parameters’ choices. The red curve is obtained with (1076, 1076, 1073, 108), the golden

curve is obtained with (107¢, 1076,1073, 107) and the blue curve is obtained with(10~°, 1072, 10~2, 105). The
dotted curve represents the iid bound for = = 2, 3, while the dashed one is for z = 1.

e Completeness: there exists an honest implementation which aborts with probability less than e,

In our case, €, and e are quantified as follows. €5 is made of several contributions [BH7], in particular we have
to take into account 3 terms: (i) the €eys, which is the internal error of the classical extractor, described in Par.
“Randomness Extractor” of this supplemental material, (ii) the parameter € characterizing the smooth min-entropy
¢ in and (iii) the probability of the protocol not aborting (ega). Hence €5 = ega + Meéext + 5. In our experimental
condition, the resulting soundness amounts to e; ~ 107!, On the other hand, the completeness can be evaluated by
the Hoeffding’s inequality [8] (since it refers a iid honest implementation), as P(abort) < e=2m"” = ¢ so it depends
on the experimental uncertainty on the violation. In our case, €. ~ 10737,
Note that, if v # 1, both the soundness and completeness get an extra-contribution, given by the maximum statistical
distance between the distribution of the drawn {T},...,T,,} from the ideal one, i.e. that of n iid random variables
drawn according to the Bernoulli distribution, with parameter -, if the “interval algorithm” [9] is adopted.

Supplementary Note 3. RANDOMNESS EXTRACTOR

Quantum correlations can be exploited to generate random numbers, whose randomness can be device-independently
certified. However, in real experimental conditions, quantum correlations are inevitably mixed with classical noise,
which could be controlled and used by an adversary (Eve) to gain partial information about the output random bits.
This is the reason why there is the need to apply a post-processing procedure to filter the true randomness out of
the raw bits generated by a Quantum Random Numbers Generator (QRNG). This procedure is called “randomness
extraction” and it involves the use of classical algorithms known as “randomnmess extractors” [10, [I1I]. The aim of
these algorithms is to obtain a bit sequence, following an almost uniform distribution, up to an error parameter €qy¢,
which can be made arbitrarily small. The inputs of a randomness extractors are the following: a weak random source,
constituted by the raw bits and characterized by a min-entropy of at least k, and a seed of length d, not necessarily
uniform [I2]. The accuracy of the extractor can be increased, for a given min-entropy k, by reducing the number of
extracted bits and by injecting a longer seed.

A deterministic function which takes as inputs the source and the seed and achieves these goals is called (k, €oxt) —
extractor. The optimum situation, therefore, would be to have m, the number of extracted bits, as close to k as
possible, meaning that all the available min-entropy has been extracted (indeed k — m is the “entropy loss”), and the
seed, of length d, as small as possible, to minimise the amount of additional randomness.

Recently, an important and promising randomness extractor, Trevisan’s extractor [13], has aroused considerable
theoretical interest, since it has been proven to be secure against quantum adversaries [I2]. This algorithm requires a
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Supplementary Figure 4: Length of the sub-seeds produced by the weak design depending on the error
per bit. This plot shows how the sub-seed’s length produced by the weak design, i.e. the small sets into which the
weak design algorithm divides the seed, changes in terms of the error per bit €qx. It can be noted that in semi-log
scale, the sub-seed’s length ¢ is a step function and decreases linearly as the error per bit €.y increases.
Furthermore, the greater the input n, the greater the length of the single sub-seed created by the weak design. This
plot refers both to the Standard weak design [I7] as well as the Block weak [16] design (which we adopt in our
paper) algorithms.

seed that scales polylogarithmically in the input size, giving an advantage over extractors adopting (almost) universal
hashing, whose seed grows polinomially with the length of the input. Furthermore, Trevisan’s extractor is also proven
to be a strong extractor [14], i.e. the seed can be concatenated to the extracted string and used as a part of the result,
being nearly independent from the output string. Two implementations of this extractor were made by Ma et al. [15]
and Mauerer et al. [16].

Trevisan’s construction, in a few words, is a recipe to build a randomness extractor combining two elements: (i) the
“weak design”, that divides the initial seed into smaller blocks of random bits of length ¢ (“sub-seeds”) and (ii) the
“one bit extractor”, which extracts a single random bit from the random source for each block. In the “weak design”,
the blocks {51, ...,9;} into which the seed is divided should be nearly independent to ensure that the maximum
amount of entropy is extracted. Hence, a family of sets Sy, ... S, C [d] is a weak (m, t, r, d)-design if
1. For all 4, |S;| =t
2. For all 7, Z;;ll 215i05i1 < rm, where the parameter r is the so-called “overlap” of the weak design.

Each of the S; is fed into a one bit extractor and they are all in the end concatenated into a final random string.

In our work, we adopt the so-called “Block weak design”, which is a variation of another algorithm, which we
will refer to as the “Standard weak design”. The latter is a refined version of Nisan and Wigderson [I7], whose
effectiveness was proved by Hartman and Raz [18], under the parameters choice given by r = 2¢ and d = 2 with
t = 2[logn+210g 2/€oxt |, where n is the number of runs. The “Block weak design”, on the other hand, was developed

by Ma and Ta [19] modified by Mauer et al. [16] with 7 = 1 and d = (I +1)¢?, where [ := max{1, [loﬁfgz;;i)lgng,(:;/)]}
and r’ = 2e. In comparison, the “Block weak design” requires a seed’s length exceeding that of the input weak random
source’s string, but it allows to extract more bits from the source, due to a smaller r, with respect to the “Standard
weak design”. The one-bit extractor is realized by an error correcting code, which is constructed by concatenating a
Reed-Solomon code with an Hadamard code. Hence, as a preliminary step, we fix the following three parameters: (i)
2n (input length), (ii) o (min-entropy per bit, certified by the experimental instrumental violation) and (iii) €qxt (error
per bit). After that, we derive the seed length, the total min-entropy k = H¢,;,, and m = (k —4log i —6)/r. As we
can see, fixing the lenght m of the output string and the error per bit €y, the required min-entropy increases with
the overlap of the sets {S;}. In Supplementary Figures we show the behaviour of our extractor’s parameters.
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Supplementary Figure 5: Length of the sub-seeds produced by the weak design depending on the input
length of the source. In this figure is represented how the sub-seed length ¢, i.e. the small sets into which the
weak design algorithm divides the seed, varies as a function of the input length n, plotted for different error per bit
€ext parameters. We can see that in semi-log scale the sub-seed length is a step function and increases linearly with
the input. Furthermore, the greater the error per bit, the smaller will be the length of the single sub-seed created by
the weak design. This plot refers both to the Standard weak design [17] as well as the Block weak [16] design (which
we adopt in our paper) algorithms.
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Supplementary Figure 6: Ratio between the output length of the extractor and the error per bit
parameter. This figure shows linear dependence in semi-log scale of the output length m (multiplied by a constant
factor r) as a function of the error per bit €qx. Output length increases with the error and the greater the
min-entropy k, the greater the output length. This plot refers both to the Standard weak design [I7] as well as the
Block weak [16] design (which we adopt in our paper) algorithms.
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Supplementary Figure 7: Final random string length in terms of the min-entropy of the source. It can be
noted that the output length m (multiplied by a constant factor r) is a linear growing monotone function of the
min-entropy of the source k = H¢,;, and it also increases with the error per bit ecxt. This plot refers both to the
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Supplementary Figure 8: Dependency of seed length for the Standard weak design from the error per
bit. Here different graphs of the seed length d as a function of the error per bit €. are plotted, for different input
source length in semi-log scale. These functions are step functions and, with the same error, the seed increases with

the size of the input n. This plot refers to the Standard weak design algorithm [I7].
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Supplementary Figure 9: Comparison between seed length and the input length of the source. In this
figure is represented the seed length d vs the input length n in semi-log scale, plotted for different error per bit €eyt
parameters. The seed is a step function of the input length, it increases with n and, with the same input length, the

seed length is greater for lower errors. This plot refers to the Standard weak design algorithm [I7].
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Supplementary Figure 10: Relation between the seed length of Block weak design and the input length
of the source. The seed length d as a function of the input length n is plotted for different values of min-entropy
per bit o and the error per bit €. parameter is fixed at €. = 1077, d is a monotone increasing function of n and it
increases also with . Both the axes are in logarithmic scale. This plot refers to the Block weak design algorithm,
which was used in our paper, [16].
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Supplementary Figure 11: Seed length of Block weak design depending on the error per bit. For different
input length of the source, the seed length d as function of the error per bit €y is plotted. d is a descending step
function of €qyt, but it increases with n. The min-entropy is fixed at o = 0.4 and both the axes are in logarithmic

scale. This plot refers to the Block weak design algorithm, which was used in our paper, [16].
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