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1. Overview Cyber Risk Assessment Approaches 

	ID
	Title
	Author

	1
	5g cybersecurity: Risk assessment and incident response in the healthcare industry
	(Teh et al. 2021)

	2
	A Bayesian network approach for cybersecurity risk assessment implementing and extending the FAIR model
	(J. Wang et al. 2020)

	3
	A Bayesian networks-based security risk analysis model for information systems integrating the observed cases with expert experience
	(Feng and Xie 2012)

	4
	A Bayesian-network-based cybersecurity adversarial risk analysis framework with numerical examples
	(Wang and Neil 2021)

	5
	A causal model for information security risk assessment
	(Kondakci 2010)

	6
	A checklist based evaluation framework to measure risk of information security management systems
	(Mortazavi and Safi-Esfahani 2019)

	7
	A collaborative process based risk analysis for information security management systems
	(Karabacak and Ozkan 2010)

	8
	A comparative analysis on risk assessment information security models
	(Jouini and Ben Arfa Rabai 2016)

	9
	A comparative review of information security risk assessment methodologies for health care
	(Roelfzema 2011)

	10
	A comparative study for risk analysis tools in information security
	(Zabawi et al. 2015)

	11
	A comparative study on information security risk analysis methods
	(Agrawal 2017)

	12
	A comparative study on nuclear power plant cyber security assessment models based on risk assessment standard guideline
	(Kwon et al. 2023)

	13
	A comparison of existing risk analysis methods used in information security system audits and the potential for their development
	(Kuraś et al. 2023)

	14
	A comprehensive study of security and cyber-security risk management within e-Health systems: Synthesis, analysis and a novel quantified approach
	(Ksibi et al. 2022)

	15
	A conceptual framework for threat assessment based on organization’s information security policy
	(Mbowe et al. 2014)

	16
	A conceptual framework of info structure for information security risk assessment (ISRA)
	(Shamala et al. 2013)

	17
	A critical study of information security risk assessment using fuzzy and entropy methodologies
	(Kiran and Reddy 2012)

	18
	A cyber security risk assessment of hospital infrastructure including TLS/SSL and other threats
	(Millar 2016)

	19
	A cybersecurity risk analysis methodology for medical devices
	(Jagannathan and Sorini 2015)

	20
	A cybersecurity risk assessment
	(Petrova 2021a)

	21
	A cybersecurity risk assessment framework that integrates value-sensitive design
	(Alvarenga and Tanev 2017)

	22
	A cybersecurity risk assessment method and its application for instrumentation and control systems in nuclear power plants
	(Y. Tian et al. 2022)

	23
	A cyber-security risk assessment methodology for medical imaging devices: The radiologists' perspective
	(Mahler et al. 2022)

	24
	A cybersecurity risk assessment of electric vehicle mobile applications: Findings and recommendations
	(Muhammad et al. 2023)

	25
	A cybersecurity risk assessment process for model-based industry 4.0 development
	(Kern et al. 2019)

	26
	A cybersecurity vulnerability management system for medical devices
	(Sappal and Prowse 2021)

	27
	A data-driven security risk assessment scheme for personal data protection
	(Cha and Yeh 2018)

	28
	A decision hierarchical model of cyber security risk assessment
	(Petrova 2021b)

	29
	A dynamic simulation approach to support the evaluation of cyber risks and security investments in SMEs
	(Armenia et al. 2021)

	30
	A formal approach for secured risk analysis in information security management
	(Zenitani 2022)

	31
	A formal methodology for enterprise information security risk assessment
	(Bhattacharjee et al. 2013)

	32
	A framework and tool for the assessment of information security risk, the reduction of information security cost and the sustainability of information security culture
	(Govender et al. 2021)

	33
	A framework for comparing different information security risk analysis methodologies
	(Vorster and Labuschagne 2005)

	34
	A framework for estimating information security risk assessment method completeness
	(Wangen et al. 2017)

	35
	A framework for integrated risk management process using survival analysis approach in information security
	(Samy et al. 2010)

	36
	A framework for modeling cyber attack techniques from security vulnerability descriptions
	(Binyamini et al. 2021)

	37
	A fuzzy DRBFNN-based information security risk assessment method in improving the efficiency of urban development
	(L. Yang et al. 2022)

	38
	A fuzzy safety/cybersecurity risk analysis approach for more safe/secure industrial systems
	(Houssein Abdo et al. 2018)

	39
	A graphical adversarial risk analysis model for oil and gas drilling cybersecurity
	(Vieira et al. 2014)

	40
	A holistic risk analysis method for identifying information security risks
	(Spears 2005)

	41
	A human factors vulnerability evaluation method for computer and information security
	(Kraemer and Carayon 2003)

	42
	A hybrid AHP-TOPSIS for risk analysis in maritime cybersecurity based on 3D models
	(Putra et al. 2023)

	43
	A hybrid approach for information systems security risk assessment in electronic business
	(Feng and Li 2010)

	44
	A hybrid information security risk assessment procedure considering interdependences between controls
	(Lo and Chen 2012)

	45
	A hybrid model for information security risk assessment
	(Haji et al. 2019)

	46
	A hybrid threat assessment model for security of cyber physical systems
	(Sheikh and Singh 2022)

	47
	A markov-based model for information security risk assessment in healthcare MANETs
	(Das et al. 2017)

	48
	A mechanism on risk analysis of information security with dynamic assessment
	(Kuo et al. 2011)

	49
	A method for information security risk assessment based on the dynamic Bayesian network
	(Wang et al. 2016)

	50
	A method of cyber security vulnerability test for the DPPS and PMAS test-bed
	(Kim et al. 2017)

	51
	A method of information security risk assessment using fuzzy number operations
	(Fu et al. 2008)

	52
	A model and method of information system security risk assessment based on MITRE ATT&CK
	(He and Li 2021)

	53
	A model for user-centric information security risk assessment and response
	(Alohali 2019)

	54
	A model-based approach for aviation cyber security risk assessment
	(Kiesling et al. 2016)

	55
	A model-based information security risk assessment method for science gateways
	(Mouw et al. 2013)

	56
	A model-data integrated cyber security risk assessment method for industrial control systems
	(Peng et al. 2018)

	57
	A modern approach to cyber security analysis using vulnerability assessment and penetration testing
	(Shah and Mehtre 2013)

	58
	A multi-layer security scheme for mitigating smart grid vulnerability against faults and cyber-attacks
	(Chen et al. 2021)

	59
	A new approach that considers cyber security within industrial risk analysis using a cyber bow-tie analysis
	(H Abdo et al. 2017)

	60
	A new cyber security risk evaluation method for oil and gas SCADA based on factor state space
	(Yang et al. 2016)

	61
	A new evaluation model for information security risk management of SCADA systems
	(Lin 2019)

	62
	A new hybrid risk assessment process for cyber security design of smart grids using fuzzy analytic hierarchy processes
	(Canbolat et al. 2023)

	63
	A new information security risk analysis method based on membership degree
	(Chen et al. 2014)

	64
	A new information security risk assessment method in power production system based on rough sets and Bayesian network
	(Dai et al. 2014)

	65
	A new look at cyber security for nuclear power plants: The cyber hazards analysis risk methodology (CHARM)
	(Wheeler et al. 2016)

	66
	A new methodology for information security risk assessment for medical devices and its evaluation
	(Mahler et al. 2020)

	67
	A new security and privacy risk assessment model for information system considering influence relation of risk elements
	(Tianshui and Gang 2014)

	68
	A novel approach for information security risk assessment maturity framework based on ISO 27001
	(Abazi 2020)

	69
	A novel approach to information security risk analysis
	(Karabacak and Sogukpinar 2004)

	70
	A novel intelligent assessment method for SCADA information security risk based on causality analysis
	(Yang et al. 2017)

	71
	A novel robust algorithm for information security risk evaluation
	(Lee and Lee 2012)

	72
	A novel security risk assessment method of enterprise information system based on the correlation of equipments
	(Liu et al. 2009)

	73
	A novel security risk assessment model for information system
	(Lv 2010)

	74
	A novel security risk evaluation for information systems
	(Gan et al. 2007)

	75
	A practical security risk analysis process and tool for information system
	(Chung et al. 2006)

	76
	A practical solution to the information security risk evaluation problems in power systems
	(Ye et al. 2014)

	77
	A privacy security risk analysis method for medical big data in urban computing
	(R. Jiang et al. 2019)

	78
	A probabilistic estimation model for information systems security risk analysis
	(Feng et al. 2009)

	79
	A proposed framework for ranking critical information assets in information security risk assessment using the octave allegro method with decision support system methods
	(Prajanti and Ramli 2019)

	80
	A proposed taxonomy of assets for information security risk assessment (ISRA)
	(Shamala and Ahmad 2014)

	81
	A qualitative information security risk assessment model using machine learning techniques
	(Eminagaoglu 2018)

	82
	A quantitative assessment method of network information security vulnerability detection risk based on the meta feature system of network security data
	(Lin et al. 2021)

	83
	A quantitative CVSS-based cyber security risk assessment methodology for IT systems
	(Aksu et al. 2017)

	84
	A quantitative risk assessment framework for the cybersecurity of networked medical devices
	(Van Devender and McDonald 2023)

	85
	A quantitative security assessment of modern cyber attacks. A framework for quantifying enterprise security risk level through system's vulnerability analysis by detecting known and unknown threats
	(Munir 2014)

	86
	A review of cyber security risk assessment methods for SCADA systems
	(Cherdantseva et al. 2016)

	87
	A review of risk assessment for cyber physical system with novel algorithm for intrusion detection and security robustness
	(Sudeep and Rao 2020)

	88
	A risk analysis framework for cyber security and critical infrastructure protection of the U.S. Electric power grid
	(Baggott and Santos 2020)

	89
	A risk analysis model to reduce computer security risks among healthcare organizations
	(Warren 2001)

	90
	A risk recommendation approach for information security risk assessment
	(Chu et al. 2013)

	91
	A safety/security risk analysis approach of industrial control systems: A cyber bowtie – combining new version of attack tree with bowtie analysis
	(H. Abdo et al. 2018)

	92
	A SCADA testbed for investigating cyber security vulnerabilities in critical infrastructures
	(Tesfahun and Bhaskari 2016)

	93
	A scenario-based approach for industrial cyber security vulnerability analysis
	(Baybutt 2004b)

	94
	A scenario-based information security risk evaluation method
	(Ban and Tong 2014)

	95
	A security risk analysis method for information system based on information entropy
	(Fu et al. 2015)

	96
	A security risk analysis model for information systems
	(In et al. 2005)

	97
	A security risk analysis model for information systems: Causal relationships of risk factors and vulnerability propagation analysis
	(Feng et al. 2014)

	98
	A simulation framework for automotive cybersecurity risk assessment
	(Jayaratne et al. 2023)

	99
	A software defined network information security risk assessment based on Pythagorean fuzzy sets
	(Deb and Roy 2021)

	100
	A strategic modeling technique for information security risk assessment
	(Misra et al. 2007)

	101
	A study of information security evaluation and risk assessment
	(Li et al. 2015)

	102
	A study on implementations of information security risk assessment: Application to chlorine processing systems of water treatment plants
	(Huang et al. 2014)

	103
	A study on information security management system evaluation — assets, threat and vulnerability
	(Farn et al. 2004)

	104
	A subjective network approach for cybersecurity risk assessment
	(Al-Hadhrami et al. 2020)

	105
	A survey of quantitative security risk analysis models for computer systems
	(Meriah and Rabai 2018)

	106
	A survey on power grid cyber security: From component-wise vulnerability assessment to system-wide impact analysis
	(Huang et al. 2018)

	107
	A survey on the evolution of risk evaluation for information systems security
	(Zhiwei and Zhongyuan 2012)

	108
	A synthesized risk evaluation model of information security
	(J. Zhao et al. 2009)

	109
	A systematic literature review on the application of multicriteria decision making methods for information security risk assessment
	(Maček et al. 2020)

	110
	A systematic review of information security risk assessment
	(Pan and Tomlinson 2016)

	111
	A systematic risk assessment framework of automotive cybersecurity
	(Y. Wang et al. 2021)

	112
	A systems approach for cybersecurity risk assessment
	(Meshkat and Miller 2022)

	113
	A taxonomy framework based on ITU‐TX‐805 security architecture for quantitative determination of computer network vulnerabilities
	(Mohammadi et al. 2012)

	114
	A tempest vulnerability prediction method for cyber security practitioners
	(Martin et al. 2023)

	115
	A threat-based cybersecurity risk assessment approach addressing SME needs
	(van Haastrecht et al. 2021)

	116
	A threat-vulnerability based risk analysis model for cyber physical system security
	(Ledwaba and Venter 2017)

	117
	A two-phase quantitative methodology for enterprise information security risk analysis
	(Bhattacharjee et al. 2012)

	118
	A VIKOR technique based on DEMATEL and ANP for information security risk control assessment
	(Ou Yang et al. 2013)

	119
	A vulnerability-driven cyber security maturity model for measuring national critical infrastructure protection preparedness
	(Karabacak et al. 2016)

	120
	Abridged cyber-physical security risk assessment–NIST
	(Czekster 2020)

	121
	Addressing cyber security vulnerabilities and initiatives in Malaysia maritime industry
	(Noor 2022)

	122
	Addressing the cybersecurity vulnerabilities of advanced nanogrids: A practical framework
	(Hueros-Barrios et al. 2022)

	123
	AHP–TOPSIS integration extended with Pythagorean fuzzy sets for information security risk analysis
	(Ak and Gul 2018)

	124
	Algorithm of information security risk assessment based on fuzzy-multiple approach
	(Yevseiev et al. 2019)

	125
	An adaptive neuro-fuzzy inference system for assessment of risks to an organization’s information security
	(Glushenko 2017)

	126
	An adversarial risk analysis framework for cybersecurity
	(Rios Insua et al. 2021)

	127
	An AI-driven VM threat prediction model for multi-risks analysis-based cloud cybersecurity
	(Saxena et al. 2023)

	128
	An analysis of information security management strategies in the presence of interdependent security risk
	(Shim 2012)

	129
	An analysis of security vulnerabilities in container images for scientific data analysis 
	(Kaur et al. 2021)

	130
	An application of extreme value theory to e-government information security risk assessment
	(Imamverdiyev 2013)

	131
	An approach for information security risk assessment in cloud environments
	(Bruma 2020)

	132
	An approach to perform quantitative information security risk assessment in IT landscapes
	(Romanov et al. 2010)

	133
	An approach to support information security risk assessment
	(Genchev 2020)

	134
	An assessment of opportunity-reducing techniques in information security: An insider threat perspective
	(Padayachee 2016)

	135
	An assessment of users’ cyber security risk tolerance in reward-based exchange
	(Zhan et al. 2018)

	136
	An efficient data flow material model (DFMM) for cyber security risk assessment in real time server
	(Mofareh Alghamdi and Rastogi 2021)

	137
	An efficient security data-driven approach for implementing risk assessment
	(Shameli-Sendi 2020)

	138
	An environment-specific prioritization model for information-security vulnerabilities based on risk factor analysis
	(Reyes et al. 2022)

	139
	An examination of the security implications of the supervisory control and data acquisition (SCADA) system in a mobile networked environment: An augmented vulnerability tree approach
	(Tanu and Arreymbi 2010)

	140
	An expert system for risk assessment of information system security based on ISO 27002
	(Sihwi et al. 2016)

	141
	An hierarchical asset valuation method for information security risk analysis
	(Tatar and Karabacak 2012)

	142
	An improved information security risk assessments method for cyber-physical-social computing and networking
	(Senyu Li et al. 2018)

	143
	An information security risk assessment algorithm based on risk propagation in energy internet
	(Hong et al. 2017a)

	144
	An information security risk assessment method based on conduct effect and dynamic threat
	(Hong et al. 2017b)

	145
	An information security risk assessment method for cloud systems based on risk contagion
	(Z. Li et al. 2020)

	146
	An information security risk assessment model based on Bayesian network and fuzzy inference system
	(Beken and Emİnağaoğlu 2019)

	147
	An information system security risk assessment model based on fuzzy analytic hierarchy process
	(Liu and Yang 2009)

	148
	An information systems security risk assessment model under uncertain environment
	(Feng and Li 2011)

	149
	An initial insight into information security risk assessment practices
	(Wangen 2016)

	150
	An investigation of organizational information security risk analysis
	(Jourdan 2010)

	151
	An overview of methodologies for cybersecurity vulnerability assessments conducted in nuclear power plants
	(Peterson et al. 2019)

	152
	Analysis and research of computer software security vulnerability technology based on COQ
	(Zhang 2023)

	153
	Analysis of financial data risk and network information security by blockchain technology and edge computing
	(Liu et al. 2024)

	154
	Analysis of religious court information security risk management using the Octave Allegro method (case study of Kediri city)
	(Risquna et al. 2022)

	155
	Analysis of risks and security of e-commerce by using the novel concepts of complex cubic picture fuzzy information
	(Gwak et al. 2022)

	156
	Analysis of the information security risk assessment mechanism based on the power system
	(J. Li et al. 2020)

	157
	Analyst intuition inspired high velocity big data analysis using PCA ranked fuzzy k-means clustering with multi-layer perceptron (MLP) to obviate cyber security risk
	(Teoh et al. 2017)

	158
	Application of a financial quantitative risk model to information security risk assessment
	(Pan 2018)

	159
	Application of Bayesian network to data-driven cyber-security risk assessment in SCADA networks
	(Huang et al. 2017)

	160
	Application of GB/T20984 in electric power information security risk assessment
	(Hou 2010)

	161
	Application of probabilistic risk assessment to cyber security of a nuclear power plant
	(Park and Lee 2018)

	162
	Application of rank-weight methods to blockchain cybersecurity vulnerability assessment framework
	(Gourisetti et al. 2019)

	163
	Application research of optimized FCE method in information security risk evaluation model
	(Yao 2018)

	164
	Apply transfer learning to cybersecurity: Predicting exploitability of vulnerabilities by description
	(Yin et al. 2020)

	165
	Applying fuzzy expert system to information security risk assessment - a case study on an attendance system
	(Chang and Lee 2013)

	166
	Applying the methods of regression analysis and fuzzy logic for assessing the information security risk of complex systems
	(Kozlov and Noga 2021)

	167
	Armor PLC: A platform for cyber security threats assessments for PLCs
	(W. Zhang et al. 2019)

	168
	Artificial immunity-based model for information system security risk evaluation
	(Liu et al. 2010)

	169
	Assessing access control risk for mHealth: A delphi study to categorize security of health data and provide risk assessment for mobile apps
	(Moura et al. 2020)

	170
	Assessing computer security vulnerability
	(Alves-Foss and Barbosa 1995)

	171
	Assessment of information security risk management system based on ISO/IEC 27005 in the independent high electoral commission: A case study
	(Alazzawi 2021)

	172
	Assessment of the cybersecurity vulnerability of construction networks
	(Mantha and García de Soto 2020)

	173
	Asset identification in information security risk assessment using process mining
	(Yunizal et al. 2022)

	174
	Asset identification in information security risk assessment: A business practice approach
	(Shedden et al. 2016)

	175
	Association analysis-based cybersecurity risk assessment for industrial control systems
	(Qin et al. 2021)

	176
	ASVC: An automatic security vulnerability categorization framework based on novel features of vulnerability data
	(Wen et al. 2015)

	177
	Attack tree based information security risk assessment method integrating enterprise objectives with vulnerabilities
	(Karabey and Baykal 2013)

	178
	Automated expert system knowledge base development method for information security risk analysis
	(Čenys et al. 2020)

	179
	Automated extraction of vulnerability information for home computer security
	(Weerawardhana et al. 2015)

	180
	Automated knowledge-based cybersecurity risk assessment of cyber-physical systems
	(Phillips et al. 2023)

	181
	Automated security risk identification using AutomationML-based engineering data
	(Eckhart et al. 2022)

	182
	Automatic cyber security risk assessment based on fuzzy fractional ordinary differential equations
	(Z. Wang et al. 2020)

	183
	Automotive cybersecurity vulnerability assessment using the common vulnerability scoring system and Bayesian network model
	(Wang et al. 2023)

	184
	Big data for cybersecurity: Vulnerability disclosure trends and dependencies
	(Tang et al. 2019)

	185
	BISRAC banking information security risk assessment and compliance model
	(A. Gupta et al. 2021)

	186
	Business process-based information security risk assessment
	(Khanmohammadi and Houmb 2010)

	187
	Calculated risk? A cybersecurity evaluation tool for SMEs
	(Benz and Chatterjee 2020)

	188
	Campus network information security risk assessment based on FAHP and matter element model
	(Geng and Ruan 2017)

	189
	Cassandra's calling card: Socio-technical risk analysis and management in cyber security systems
	(McEvoy and Kowalski 2019)

	190
	CBR (case-based reasoning) evaluation modeling for security risk analysis in information security system
	(Bang et al. 2008)

	191
	Challenges and opportunities for model-based security risk assessment of cyber-physical systems
	(Rocchetto et al. 2019)

	192
	Challenges and research directions for heterogeneous cyber–physical system based on IEC 61850: Vulnerabilities, security requirements, and security architecture
	(Yoo and Shon 2016)

	193
	Challenges and vulnerability evaluation of smart cities in IoT device based on cybersecurity mechanism
	(Almagrabi 2023)

	194
	CIIP-RAM-A security risk analysis methodology for critical information infrastructure protection
	(Busuttil and Warren 2004)

	195
	Classified information system security risk assessment model of the research
	(Peng and Shao 2015)

	196
	Collective information structure model for Information Security Risk Assessment (ISRA)
	(Shamala et al. 2015)

	197
	Combination of D-AHP and grey theory for the assessment of the information security risks of smart grids
	(Dong et al. 2020)

	198
	Combined safety and cybersecurity risk assessment for intelligent distributed grids
	(Thorsèn et al. 2022)

	199
	Combining information security risk management and probabilistic risk assessment
	(Padur and Matulevicius 2019)

	200
	Communicating cybersecurity vulnerability information: A producer-acquirer case study
	(Hell and Höst 2021)

	201
	Comparative analysis of risk assessment during an enterprise information security audit
	(Alimzhanova et al. 2022)

	202
	Comparative framework for information security risk assessment model
	(Dixit et al. 2022)

	203
	Comparative study of information security risk assessment models for cloud computing systems
	(Jouini and Ben Arfa Rabai 2016)

	204
	Complex vs. simple asset modeling approaches for information security risk assessment: Evaluation with MAGERIT methodology
	(Fernandez and Garcia 2016)

	205
	Compliance risk assessment measures of financial information security using system dynamics
	(Kim et al. 2012)

	206
	Comprehensive cyber security vulnerability analysis for manufacturing plants
	(Baybutt 2005)

	207
	Comprehensive information security risk assessment model for transportation industry
	(Deng et al. 2021)

	208
	Comprehensive multilevel security risk assessment of distributed information systems
	(Kotenko and Doynikova 2013a)

	209
	Comprehensive security risk factor identification for small reservoirs with heterogeneous data based on grey relational analysis model
	(Feng et al. 2019)

	210
	Computer security economics based on risk analysis of multilevel authentication design for access control
	(Gaol 2011)

	211
	Conceptual approach to the risk analysis of information technology security
	(Anosov et al. 2021)

	212
	Confidentiality and privacy information security risk assessment for android-based mobile devices
	(Asnar and Hendradjaya 2015)

	213
	Construction of information security risk assessment model in smart city
	(Hui 2020)

	214
	Consumer UAV cybersecurity vulnerability assessment using fuzzing tests
	(Rudo and Zeng 2020)

	215
	Container based analysis tool for vulnerability prioritization in cyber security systems
	(Walkowski et al. 2019)

	216
	Context-sensitive information security risk identification and evaluation techniques
	(Ionita 2014)

	217
	Control prioritization model for improving information security risk assessment
	(Al-Safwani 2014)

	218
	Covariate software vulnerability discovery model to support cybersecurity test & evaluation (practical experience report)
	(Sorrentino et al. 2022)

	219
	CPS information security risk evaluation based on blockchain and big data
	(Fu et al. 2018)

	220
	CPS information security risk evaluation system based on Petri net
	(Fu et al. 2017)

	221
	Critical data security model: Gap security identification and risk analysis in financial sector
	(Huamán et al. 2022)

	222
	Cvss-bert: Explainable natural language processing to determine the severity of a computer security vulnerability from its description
	(Shahid and Debar 2021)

	223
	Cyber and physical security vulnerability assessment for IoT-based smart homes
	(Ali and Awad 2018)

	224
	Cyber Operations Rapid Assessment (CORA): A guide to best practices for threat-informed cyber security operations
	(Skorupka and Boiney 2016)

	225
	Cyber risk analysis for a smart grid: How smart is smart enough? A multiarmed bandit approach to cyber security investment
	(Smith and Pate-Cornell 2018)

	226
	Cyber risk case analysis in wearables and medical devices: Developing a cyberbio security risk framework
	(Griffy-Brown et al. 2022)

	227
	Cyber security analysis using vulnerability assessment and penetration testing
	(Shinde and Ardhapurkar 2016)

	228
	Cyber security and risk analysis in power systems
	(Haghnegahdar and Wang 2018)

	229
	Cyber security in industrial control systems (ICS): A survey of rowhammer vulnerability
	(Aydin and SertbaŞ 2022)

	230
	Cyber security maturity model for risk assessment using risk register for threat intelligence
	(Prasanna and SaidiReddy 2021)

	231
	Cyber security risk analysis for a virtual assistant G2C digital service using FAIR model
	(Dreyling et al. 2021)

	232
	Cyber security risk analysis model composed with activity-quality and architecture model
	(Shin et al. 2013a)

	233
	Cyber security risk analysis model of I&C system using Bayesian network
	(Shin et al. 2013b)

	234
	Cyber security risk analysis of physical protection systems of nuclear power plants and research on the cyber security test platform using digital twin technology
	(Guo et al. 2021)

	235
	Cyber security risk assessment factors of enterprise infrastructure system
	(Balamurugan and Sudalaimuthu 2021)

	236
	Cyber security risk assessment for industrial automation platform
	(Zheng and Zheng 2015)

	237
	Cyber security risk assessment for SCADA and DCS networks
	(Ralston et al. 2007)

	238
	Cyber security risk assessment for seaports: A case study of a container port
	(Gunes et al. 2021)

	239
	Cyber security risk assessment for the continuing airworthiness
	(Klim et al. 2019)

	240
	Cyber security risk assessment in autonomous shipping
	(Tusher et al. 2022)

	241
	Cyber security risk assessment in the bulk electric system
	(Merrell and Stevens 2009)

	242
	Cyber security risk assessment method for SCADA of industrial control systems
	(Poletykin 2018)

	243
	Cyber security risk assessment of a DDoS attack
	(Wangen et al. 2016)

	244
	Cyber security risk assessment of communication network of substation based on improved grey clustering
	(Gao et al. 2014)

	245
	Cyber security risk assessment of solar PV units with reactive power capability
	(Teymouri et al. 2018)

	246
	Cyber security risk assessment on industry 4.0 using ics testbed with ai and cloud
	(Matsuda et al. 2019)

	247
	Cyber security risk assessment using an interpretable evolutionary fuzzy scoring system
	(Hsieh et al. 2015)

	248
	Cyber security risk evaluation of a nuclear I&C using BN and ET
	(Shin et al. 2017b)

	249
	Cyber security risk evaluation research based on entropy weight method
	(Hamid et al. 2016)

	250
	Cyber security risk identification in power internet of things system
	(A. Zhao et al. 2020)

	251
	Cyber security vulnerabilities for outdoor vehicular visible light communication in secure platoon network: Review, power distribution, and signal to noise ratio analysis
	(Shaaban and Faruque 2020)

	252
	Cyber security vulnerability analysis: An asset‐based approach
	(Baybutt 2004a)

	253
	Cyber security vulnerability assessment for smart substations
	(Jiwen and Shanmei 2016)

	254
	Cyber security vulnerability detection using natural language processing
	(Singh et al. 2022)

	255
	Cyber security: Study on attack, threat, vulnerability
	(Parikh and Patel 2017)

	256
	Cyber-physical energy systems security: Threat modeling, risk assessment, resources, metrics, and case studies
	(Zografopoulos et al. 2021)

	257
	Cyber–physical security of powertrain systems in modern electric vehicles: Vulnerabilities, challenges, and future visions
	(Ye et al. 2021)

	258
	Cyber-physical security risk assessment for train control and monitoring systems
	(Rekik et al. 2018)

	259
	Cyber-physical systems security based on a cross-linked and correlated vulnerability database
	(Y. Jiang et al. 2019)

	260
	Cybersecurity and privacy risk assessment of point-of-care systems in healthcare—a use case approach
	(Jofre et al. 2021)

	261
	Cyber-security and social media risks assessment by using the novel concepts of complex cubic T-Spherical fuzzy information
	(Akram et al. 2022)

	262
	Cybersecurity applications in software: Data-driven software vulnerability assessment and management
	(Yin et al. 2022)

	263
	Cybersecurity assessment for a manufacturing company using risk registers: A teaching case
	(Marquardson and Asadi 2023)

	264
	Cybersecurity decision support model to designing information technology security system based on risk analysis and cybersecurity framework
	(Razikin and Soewito 2022)

	265
	Cybersecurity for SMEs: Introducing the human element into socio-technical cybersecurity risk assessment
	(Boletsis et al. 2021)

	266
	Cybersecurity information sharing: Analysing an email corpus of coordinated vulnerability disclosure
	(Sridhar et al. 2021)

	267
	Cyber-security of connected vehicles: Contributions to enhance the risk analysis and security of in-vehicle communications
	(Karray 2019)

	268
	Cybersecurity resiliency of marine renewable energy systems‐part 1: Identifying cybersecurity vulnerabilities and determining risk
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