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The below table provides an overview of the articles discussed in the literature review. Below is a short explanation of how to read this overview.

Functionality
An electronic patient record (EPR) can have many functions but sometimes an article discusses only one of these functionalities. An article, for example, may discuss the opportunities and challenges associated with sharing medical information with courts for legal purposes. The author of that article may acknowledge that the primary use of an EPR is the improvement of care but chose to discuss the use of EPRs by courts. This column indicates the particular functionality or purpose discussed in the article regardless of other possible functionalities.

Type of user
Similarly to the above, an EPR can be used by a variety of users. This column identifies the users as discussed in the article. Take for example an article which discusses ethical issues around the use of clinical records for research purposes. The main users of the EPR for this purpose are researchers, which does not exclude the possibility that the main users of the same record in a clinical setting would be healthcare professionals. The type of users only indicates the users discussed in the article.

Ethical issue:
The main normative point in the text is condensed to one sentence or a few values to provide a short overview of what this text aims to convey.

Rights and Duties:
The header ‘rights’ identifies the stakeholders the article has identified whose rights need to be protected. An article may mention patients as the stakeholder group whose rights need to be protected. Similarly, the column with the header ‘duties’ contains the stakeholder group who is responsible to protect the rights. So an article may argue that the patients (in the column ‘rights’) needs protection and the clinicians (in the column ‘duties’) need to protect these rights. Cells in the table are sometimes left blank: we have left these blank because the source did not specify the actor. For example, an article may argue that patients have rights to privacy without specifying the stakeholder responsible for ensuring these rights.
	Author
	Functionality
	Type of user
	Ethical issue
	Rights
	Duties

	(1)
	Genomic information into the electronic medical record
	Clinician
	Main value is privacy - who should be informed about genetic findings? How to communicate these findings to patients?
	Patient
	Multi-faceted and interdisciplinary approach 

	(2)
	clinical data exchange - sharing with patient
	Clinician
	Tensions between the qualitative, unstructured nature of medical language and the logical, structured nature of EHR technology
	Patient
	Unspecified

	(3)
	clinical data exchange - sharing with court
	Clinician
	Confidentiality and patient control over content for legal purposes and the clinicians duty to accurately populated the record
	Patient
	Clinician

	(4)
	clinical data exchange - clinical decision making systems (genomic data)
	Clinician
	Confidentiality issues around improper use of EPR. Unjust economic or population-based barriers to treatment arising from genomic data from EPRs. 
	Patient
	Ethics boards or other governance bodies

	(5)
	Clinical record
	Developers/IT structure
	Privacy and security in technology design
	Patient
	Developer

	(6) 
	Training/education
	Clinicians/Patients
	Deskilling of students in capturing information. Data management skills for students needed.
	Patient/ students
	Interdisciplinary

	(7)
	Clinical record and other functionality
	Clinicians/other such as insurers
	Balancing of public good and individual interests and rights in privacy and confidentiality
	Patient/ Society
	Patients/ Society

	(8)
	Clinical record/ research
	Developers
	Privacy and confidentiality regarding research
	Patient
	Developers

	(9)
	Clinical record
	Clinicians (Psychologists)
	Psychologists practicing in a hospital or academic medical settings have complex relationships and work in multidisciplinary teams while they need to maintain confidentiality and consent.
	Patients/team member
	Psychologists

	(10)
	Clinical record
	Researchers
	Biases in EHR data research and the consequences for health equity
	Patients
	Researchers

	(11)
	Clinical record
	Clinicians
	Rights and duties around safe and secure EHR technology
	Patients
	Unknown

	(12)
	Clinical record
	Clinicians (Primary care)
	EMR changes workflows, privacy issues becuase access to EMR by support staff and IT support, and a lack of appropriate governance
	Clinicians
	Uncleare

	(13)
	Clinical record
	Clinicians (geriatrician)
	Geriatricians should do good and avoid harm and therefore thoroughly vet EMR technology
	Patients
	geriatrician

	(14)
	Clinical record
	Clinicians/Patients
	The challenges around sharing EPRs with patients: concerns about cost and security concerns, the assigning of responsibilities and rights, and tensions between access to data and access to physicians
	Patient
	Platform developers 

	(15)
	Clinical record
	Clinicians
	Addressing privacy obstacles to create usable but privacy safe EPR technology
	Patients/ clinicians
	Policymakers

	(16)
	Clinical record
	Clinicians
	Functionality which enables carelessness and harmful shortcuts rather than reap the timesaving benefits 
	patients
	Developers/Clinicians

	(17)
	Clinical record
	Clinicians
	Tension between the rights of the patient to control the access to their EHRs’ data and the needs of healthcare professionals for complete and accurate health data to make the best treatment decisions for their patients
	Patients/healthcare professionals
	healthcare professionals

	(18)
	Educational
	Academic hospitals
	Ethical framework for tracking for educational purposes: considers privacy and consent vs the benefit for students. 
	Students: Benefits
	Academic hospitals

	(19)
	Educational
	Academic hospitals
	Conflicts between medical education and patient privacy.
	Patient: Autonomy, privacy, security Students: benefits. Society: public good
	Academic hospitals

	(20)
	Research
	Researchers
	A biobank-specific Ethics Committee to guarantee access controls and security measures and avoid breach of privacy and of stigmatization
	Patients/healthcare providers
	Policy

	(21)
	Clinical record
	Clinicians
	Trust from patients and doctors requires adherence to legal, ethical and social values
	Patients
	Technical, legal, ethical barriers in implementing technology

	(22)
	Data analytics
	Researchers
	Balancing the rights of patients (following the Belmont principles: autonomy, justice, beneficence) with the public good
	Patient
	 researchers and ethical review boards 

	(23)
	Educational
	Dentists
	The use of EHRs by dental schools and concerns around the doctor-patient relationship, privacy and professional conduct and the management of ethical issues.
	Patients
	Dental schools

	(24)
	Clinical record
	Clinicians
	A human will always need to be in the loop even with automated processes as automation can never adequately substitute virtue
	Patients
	Clinicians

	(25)
	Clinical record
	Clinicians
	Threats to privacy and confidentiality, patients should opt-in and give informed consent regarding information about metal health. 
	patients
	psychotherapist

	(26)
	Clinical Record
	Clinicians
	EMRs will transform how clinicians think, write, and speak about patients. The narrative style of recording information will be lost. 
	Clinicians
	Clinicians

	(27)
	Patient portal functionality
	Patients/Clinicians
	Benefits of patient access to data against the risks of possible misinterpretation and stress of hearing results without adequate clinical guidance. Issues around timing of information.
	Patients
	Clinicians

	(28)
	Clinical Record
	Clinicians
	the loss of skills and knowledge by reducing patients to sets of data points, shift of power to administrators, deprivation of professional autonomy, increased workload for clinicians, too much attention for institutional priorities 
	Clinicians/Patients
	Unclear

	(29)
	Clinical Record
	Clinicians
	Applications of EHR and social media for
diabetes surveillance and issues around privacy, biases and completeness
	Clinicians/Patients
	Development of EHRs

	(30)
	Clinical Record
	Clinicians
	Public and clinicians believe that EHRs will have a positive impact on health and quality of care. Although they could be a burden on clinicians’ time, resources, and workflow. Clinicians are more restrictive concerning access than patients. Clinicians are in favour of more centralized EHR systems.
	Patients
	Unspecified

	(31)
	Clinical record
	Clinicians
	Selection of challenges associated with EHRs in developing countries: privacy, security breaches, system Implementation and poor fit with workflow or poor user interface design, data inaccuracies
	Patients
	physicians, technology professionals, ethicists, administrative personnel, and patients

	(32)
	Unspecified
	Unspecified
	A moral approach to EPRs based on: beneficence, non-maleficence, autonomy, justice
	Patients
	Unspecified

	(33)
	Clinical record
	Clinicians
	EHR can affect the physician-patient relationship: secondary uses may affect trust negatively but EHR can promote trust through transparency and communication enhancements
	Patients
	Physicians

	(34)
	Clinical Record
	Clinicians
	Stresses the value of participation, solidarity, and community ownership in the development of EHR technology. 
	Patients
	Development of EHRs/clinicians

	(35)
	Learning health system
	Clinicians
	EPRs move the national health economy towards a learning system
	Public good
	Patient population/healthcare sector

	(36)
	Patient participation
	Clinicians/Patients
	National EPR systems need: clarification of key ethical concerns, interests stakeholders in those concerns, and consensus on addressing key ethical concerns. Key concerns are privacy and a conflict of interests
	Patients
	Government/developers

	(37)
	manage patient care
	Clinicians/Patients
	A set of privacy specific heuristics aimed at patient control over access to data
	Patients
	Unspecified

	(38)
	streamline care
	Clinicians/Patients
	Policymakers to become familiar with the intentions of the multiple stakeholders before starting with digitalisation
	Patients
	Policy-makers

	(39)
	Improve public healthcare
	Clinicians/Patients
	EPRs improve public health and clinicians and patients therefore have a moral obligation to support EPRs
	public healthcare
	Patient/Clinicians

	(40)
	Improvement healthcare and healthcare management
	Clinicians/Patients
	Balance between challenges and opportunities of EPR: Challenges such as privacy, system and data entry error and opportunities such as improvement in the quality of care, and support of research and compliance
	public health, physicians, patients
	policy makers

	(41)
	Clinical record
	Clinicians
	Identify burdensome IT changes to the clinician which lower quality of patient care; and methods for clinicians to become more IT aware 
	Clinician/ patient
	Educate clinicians

	(42)
	Clinical record
	Clinicians
	Implementation of genomics requires a balance between improving healthcare and reducing potential harms to patient autonomy, equity and confidentiality
	Patients
	Physician/ healthcare systems

	(43)
	Clinical record
	Clinicians
	Challenges around data capture such as data entry errors, bias, focus on administration rather than clinical uses
	public health
	public health researchers and surveillance authorities, public health community

	(44)
	Research
	Researchers
	Suggestion to use data of deceased patients and description of ethical ways to create this type of research platform
	public health
	

	(45)
	clinical record
	Healthcare providers
	Building trust in the design of a national EHR system analysis roles while focusing on privacy concerns
	
	

	(46)
	clinical record
	Healthcare providers
	Defines requirements for confidentiality, integrity, and patient control over data.
	patients
	systems

	(47)
	medical research
	Clinicians/Patients
	A broad range of ethical, legal and technical barriers towards mining EHR data.
	patients
	all stakeholders

	(48)
	data mining, and secondary use
	unspecified
	Selling data and the opportunities for healthcare and costs and challenges such as confidentiality, transparency and consent. 
	patients
	Policy

	(49)
	Clinical record
	Clinicians
	Challenges from security breaches: uphold trust in the patient-physician relationship, to prevent harms to patients, and to respect patients’ autonomy
	patients
	physicians, medical practices, and health care institutions

	(50) 
	Clinical record
	health information professionals 
	Electronic patients records require a paradigm change from property model to something more suitable for the digital age based on fair information principles
	Patients/ clinicians
	Policymakers

	(51)
	Clinical record
	health information professionals 
	Electronic patients records require a paradigm change from property model to something more suitable for the digital age based on fair information principles, privacy and confidentiality
	Patients/ clinicians
	Policymakers

	(52)
	clinical record
	health information professionals/health organisations
	Code of professional ethics for Health Information Professionals
	patients
	health information professionals

	(53)
	clinical record
	Health Information Professionals
	Patient have a right to informed consent, and the professionals and institutions have a duty to ensure this right. However, right to informed consent is limited. An appropriately structured security architecture will recognise these limits
	patients
	Trusted authority

	(54)
	unknown
	unknown
	The limitations of requiring informed consent for secondary usage: values at play are autonomy and beneficence
	patients, researcher, public good
	Policy maker

	(55)
	Clinical record
	Health information professionals
	Development of uniform, ethical and internationally enforceable standards for EPRs and healthcare information professionals.
	Patients
	Health Information Professionals

	(56)
	Clinical Record
	Clinicians
	A call to arms for the identification of relevant ethical principles, and the development of regulations 
	Patients
	Ethicists

	(57)
	Clinical record
	Clinical
	Clinicians have an ethical obligation to consider cost and effectiveness when introducing new medications, diagnostic procedures, and other techniques
	Unspecified
	Clinicians

	(58)
	EMR/EHR/PP
	Patient, healthcare professional, organisation
	Weighing of privacy and security breaches, costs, data inaccuracies and implementation barriers against benefits to public health
	Patients/public good
	Healthcare organisations, Patients right to public health

	(59)
	Clinical record
	Clinician/researcher
	Transformation of clinical photography brings new ethical, legal, and social concerns, such as privacy, informed consent, standardisation for quality photos,  security, and humiliation and shame around explicit photography
	Patients
	Healthcare staff

	(60)
	Clinical record
	Clinician/researcher
	Conflicts among the ethical principles of beneficence, autonomy, fidelity, and justice resulting from EHRs
	unspecified
	unspecified

	(61)
	Patient portal to radiology
	Patients/Clinicians
	Benefits of patients reviewing their own radiology reports: improved understanding of their own health, patient-physician communication, and shared decision-making promote,. Challenges may be patient anxiety and longer patient-physician interactions.
	unspecified
	radiologists/investments

	(62)
	Clinical
	Healthcare professionals 
	Benefits and challenges of using EHR for research and health services: quality improvement and learning health system. Other challenges include data validity, harms from undesirable use, patient, biases, and the necessity of ethics training for personnel. 
	Patients/public good
	Clinicians/researchers, policy makers

	(63)
	Clinical
	Healthcare professionals 
	Rawlsian model: risk selection by health insurers is morally impermissible
	
	Policy maker

	(64)
	Unknown
	Unknown
	A first step towards framework for an integrated approach to ethics and privacy
	Patients
	Systems

	(65)
	Clinical record
	Radiologists
	Physician’s professionals is needed for the benefits to outweigh the harms. Harms are to time and resource drains, transparency, confidentiality, direct advertisements of new drugs, and the quality of outsourced radiology readings. 
	Patients
	physicians’ professionalism 

	(66)
	Secondary use
	Researcher
	Types of consent, opting out or anonymisation, and duties to benefit others with the use of data for health research. 
	Patients/public good
	Researchers

	(67)
	Clinical record
	Clinical
	The EPR should provide benefits to primary user, i.e. clinicians should not be burdened by EPR developed for secondary research. The technology should be conceptualized as a tool for clinicians and adjusted to the needs of clinicians instead of being overly structured.
	Clinicians
	Design system

	(68)
	Clinical record
	Clinical
	Behavior of machines toward human users, and perhaps other machines as well should be ethically acceptable.
	Human Users
	Design system

	(69)
	Research
	Researchers
	The ethical tensions between advancing biomedical research and protecting patient privacy
	Patient/Society
	Patients/ healthcare professionals

	(70)
	Clinical record
	Nurses
	Ethical challenges using EPRs in nursing practice
	Nurses
	Multidisciplinary approach

	(71)
	Clinical record
	Clinical
	What to capture on medical charts and what to show patients and challenges arising from these questions: timing of information, clinician’s freedom to ask difficult questions without scrutiny, the importance of timing when relaying information for the clinician patient relationship, and education for students and clinicians about these issues
	Patients
	procedural and technological mechanisms

	(72)
	Research
	Researchers
	Challenges when sharing genomic data with researchers and institutions. Processes to protect privacy and security and prevent discrimination.
	HCPs and policy makers
	Unspecified

	(73)
	Clinical record
	Clinical record
	Policies to protect confidentiality, privacy, and security of genetic/genomic test information
	Patients
	policy developers and health care professionals

	(74)
	Educational
	Students
	Privacy and confidentiality issues associated with the use of clinical EPR data by students for the purposes of learning
	Students
	Educators

	(75)
	Clinical (linking data)
	Clinical
	Shared EHR can lead to unethical disclosure of personal health information: issues around confidentiality, consent and the involvement of the private sector are examined
	patients
	policy

	(76)
	Clinical record
	Clinical
	Confidentiality should be presumed, when a patient is incapable to provide consent because of the sensitivity of EPR data.
	patients
	policy

	(77)
	Health platform
	providers and insurers/patients/researchers
	Granular control to apply ethical principles including respect for autonomy, beneficence, non-maleficence and justice
	patients
	tool design

	(78)
	clinical encounter
	clinicians
	Ethics should guide the design of electronic health records: respect for autonomy, beneficence, non-maleficence, and justice
	patients
	clinicians

	(79)
	clinical encounter
	Nurses
	The role of nurses for protecting privacy and confidentiality and ensure benefits when using EPRs
	patients
	Nurses

	(80)

	clinical encounter
	clinicians
	Ways for care providers to protect patient confidential and only share information with the authorisation of the patient
	patients
	Institutions

	(81)
	clinical encounter
	clinicians
	Confidentiality and security
	Patients
	Health providers

	(82)
	clinical encounter
	clinicians
	Pediatric population with mental health issues and risks related to EHR access, confidentiality, privacy and professional collaboration
	patients
	professionals and organizations

	(83)
	Educational
	health information professionals
	EPR software to educate students becoming health information professionals
	patients
	health information professionals

	(84)
	clinical encounter
	health information professionals
	Familiarity with guiding ethical principles was important to create patient centric EPRs in Singapore
	patients
	health information professionals

	(85)
	clinical encounter
	clinicians
	Beneficence dictates that benefits of adoption should significantly outweigh burdens and current standards do not sufficiently guarantee that
	patients/ clinicians
	System, policy makers, clinical users

	(86)
	clinical encounter
	clinicians
	Concerns about the benefits because of errors with data entry, privacy, and patient - clinician interaction.

	patients
	Clinicians and healthcare organisations

	(87)
	clinical encounter
	clinicians
	Cultural challenges required before integration EPRs
	Patients
	Unspecified 

	(88)

	Clinical record
	Clinicians
	A human centred or value centred design is required to ensure patients are presented appropriate, and have agency and identity.
	Patients
	Unspecified (those responsible for the design of EPRs)

	(89)
	clinical encounter/ write your own record
	Clinicians/patients
	Patient’s access to information without context, the patients’ responsibility for modifying health record
	health professionals and patients
	health professionals and patients

	(90)
	predictive analytic (e-HPA) applications
	Unknown
	Ethics as part of framework to guide predictive algorithms based on EPRs
	patients
	developers of EHR

	(91)
	clinical encounter
	nurses
	Templates in EPR systems may erode respect for humanity and affect the nurse–patient relationships
	patients
	nurses

	(92)
	clinical encounter
	Clinicians
	Ethical access control mechanisms for electronic patient records are required and should be published
	Patients
	Unspecified (those responsible for publishing algorithms)

	(93)
	clinical encounter
	clinicians
	EMRs unlikely to reveal the kind of sensitive mental health information required for some patients with mental health issues. Cost savings insufficient justification for injustices and privacy breaches mental health patients will suffer.
	patients
	clinicians

	(94)
	clinical encounter
	clinicians
	The Hippocratic oath established privacy and confidentiality but needs to be reformulated regarding because of EHRs, as privacy concerns and the clinician-patient relationship has changed. More responsibilities for patient to maintain control of health  
	patients/public health
	clinicians

	(95)
	clinical encounter
	clinicians
	Compelled authorizations: in current form insufficient to protect patient privacy
	patients/public health
	clinicians

	(96)
	clinical encounter
	clinicians
	Guidelines for breaches of electronic medical records 
	patients/public health
	clinicians

	(97)
	unknown
	unknown
	Ethics and culture are part of human centered design:  privacy a component when designing EMRs
	Patients
	Design of EHR

	(98)
	clinical encounter
	clinicians
	Chart notes within EHRs system (EPIC) to improve understanding of ethical concepts
	Patients/Staff
	CE consultation services

	(99)
	clinical encounter
	clinicians
	Clinicians should prevent breaches of the EHR and, respond appropriately to breaches if necessary
	patients
	clinicians

	(100)
	clinical encounter
	clinicians
	EHR issues need to be addressed globally to protect ethical concerns such as confidentiality and consent
	Patients
	EHR System/Policy makers

	(101) 
	clinical encounter
	clinicians
	Institutional model setting access limitations to protect patient confidentiality
	patient
	institutional

	(102)
	clinical encounter
	clinicians
	Incorporating genetic data into EHRs: ethical issues can be summarised as duties to maximize good and minimise harm and respect autonomy.
	patient
	developers

	(103)
	clinical encounter
	clinicians
	Pediatric records: the sale of records and ownership and re-identification issues, access of parents to records of adolescents, and matching records across institutes
	Patient
	Policy (setting up a national forum)

	(104)
	clinical encounter
	clinicians
	Protection of a minor's right to privacy in the South African healthcare context
	Minor
	Law makers

	(105)
	clinical encounter
	clinicians
	Students/pediatric psychologists should become familiar with confidentiality beyond the American Psychological Association’s ethical guidelines, understand their legal duties and determine what takes precedent.
	Patients
	students/pediatric psychologists

	(106)
	clinical encounter
	Researchers
	Ethical concerns around Learning Health System and a need for transparency: even though research is conducted with de-identified data some patients find consent required and breaches pose a risk 
	
	

	(107)
	clinical encounter
	Pediatricians
	Pediatricians should take responsibility for the accuracy and timeliness of data and use technology to change care
	minors
	Pediatricians

	(108)
	clinical encounter
	Clinicians
	Nationwide personal EHR: ethical questions that need to be addressed 
	patients
	Policy

	(109)
	clinical encounter
	Clinicians
	Critical theory to understand and address possible ethical issues such as power, ownership, legitimacy and justification of action, emancipation, the good life and other implications for the individual
	patients
	NHS

	(110)
	clinical encounter
	Clinicians
	Human relationships should be improved instead of impoverished when using EMRs. EMRs should not lead to conveyer belt 
	Patients
	Clinicians

	(111)
	clinical encounter
	Clinicians
	Concerns around designing and implementing EHR technology in hospitals: Nurture the everyday knowledge of nursing staff and the patient
	nurses/patients
	System design

	(112)
	Primarily billing, administrative, and regulatory elements. Patient and physicians stories seondary 
	Clinicians
	The patient should be prioritised. The impact of EHRs on the patient–physician relationships, time pressure, human skills, critical thinking,  accurate complete information, patient privacy/confidentiality, access to information, the digital divide
	patient–physician
	system

	(113)
	improving healthcare
	Clinicians/patients
	EHR technology allows for enhanced doctor/patient experience. Medical errors and breaches of patient privacy should be avoided
	healthcare
	

	(114)
	clinical encounter
	Clinicians
	Neuropsychologists will face ethical issues around confidentiality and privacy: they will need to anticipate ethical issues, avoid, address and aspire
	Patients
	Administration

	(115)
	clinical encounter
	Clinicians
	Ownership of the computerized medical record, access to medical information, medical record brokering, confidentiality, and research and development
	Patients
	System

	(116)
	clinical encounter
	Clinicians
	Nurses need to protection patient privacy they need to evaluate, educate, and monitor end users
	patient
	nurses

	(117)
	clinical encounter
	Clinicians
	Scribes may be a solution for physicians, but patients’ confidentiality should not be protected.
	patients
	physicians

	(118)
	clinical encounter
	Clinicians
	Benefits and risks around capturing content in EHR through technology: improvement and enhanced efficiency care and communication but copying can also cause data errors and diminish trustworthiness
	patient
	clinicians

	(119)
	clinical encounter
	Clinicians
	A lack of understanding of EHR data places certain patients at a disadvantage: There may be an impact on equality and equity generally
	patient
	clinicians

	(120)
	clinical encounter
	School nurses
	Confidentiality, privacy and control of information in a tradeoff between free and paid EHR offerings
	school nurse
	clinicians

	(121)
	clinical encounter
	Clinicians
	Understanding best practices for adolescent health care services prescribe allows an adoption of EHR that respects confidentiality 
	adolescents
	clinicians

	(122)
	Health research
	Clinicians
	Dynamic consent model to maintain public trust to leverage data for research
	
	

	(123)
	Patient participation; promoting communication and data use
	Patients
	Balancing patient interest with vendor interests. Benefits may not be distributed equitable. EHR may take up much valuable time of patient and doctor. Balancing the doctors want for accurate information with the patient’s want to control the information. Patient’s ability to assume responsibility for an EHR.
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