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	No
	Proposed Attribute/ Sub-attribute
	Cardinality
	Description

	
	CONSENT

	1
	Affiliation (Organization)
	1..*
	Institution or organization with which the researcher is connected. This could be a university, research institute, or any entity that supports the research work.

	2
	After study, tech service access
	0..*
	The length of time participants will have access to the digital technology provided by the study

	2.a
	Cost
	0..*
	Whether participants will incur any costs to continue using the service after the study ends, including details on payment requirements or subscription fees

	3
	Alternative procedures
	1..*
	A disclosure of appropriate alternative procedures or courses of treatment, if any, that might be advantageous to the subject.

	4
	Benefits
	1..*
	Description of any benefits to the subject or to others that may reasonably be expected from the research.

	5
	Compensation
	1..*
	Payment or non-monetary reward given to subjects as remuneration for time and inconvenience of participation, as well as an incentive to participate.

	6
	Consent
	1..1
	Agreement to participate in study.

	7
	Cost
	1..*
	Any additional costs to the subject that may result from participation in the research.

	8
	Data owner
	0..*
	Entities owning the data collected from digital health technology

	9
	Date/time
	1..1
	Date and time when the consent is granted

	10
	Description of technology usage
	1..1
	Details on how the digital health technology will be used in the study including instructions on how to install, configure, and use the study-related digital health technology

	10.a
	Data collection method
	1..*
	Details on how participants will be required to interact with the technology to perform data collection (e.g., inputting data, turning it on) including data collection without active participation (e.g., steps, heart rate, location)

	10.a.1
	Frequency
(frequency of using technology by participant)
	1..*
	Details on how frequently participants data will be collected, such as daily, weekly, 24/7

	10.b
	Non-study data
(Collected additional information by technology)
	0..*
	Any additional information that the digital health technology may collect or display outside the study's defined parameters.

	10.c
	Sync frequency
(shared/sync frequency of collected data by technology)
	1..*
	Frequency of data shared or synced with the study team

	10.d
	Type of data
(type of collected data by technology)
	1..*
	Specific types of data the technology will collect

	11
	End-user agreements
	1..*
	Information about what participants need to agree to the standard terms and conditions and terms of service of the digital health technology as part of their participation in the study

	11.a
	Data use notice
	0..*
	How participants data will be used in accordance with the agreements

	11.b
	Documents link (or) attachment
	1..*
	Hyperlinks or attachment o relevant end user agreements, terms and conditions, and terms of service documents that participants must review and accept

	11.c
	Controller
	1..*
	Who can modify or control digital technology's privacy policies, clarifying the boundaries of the study team's control over participant data privacy.

	11.d
	Updates (or) changes notice
	0..1
	Chance of updates to software, privacy policies, or terms of service during the study period, including the potential risks associated with these updated

	11.d.1
	Risk of update
	0..*
	Potential risks impacted from updates to software, privacy policies, or terms of service during the study, including communication sent to participants about update on study's risk profile

	12
	Funding source
	0..*
	Entities that provide financial support for research-related activities.

	13
	Grantee
	1..1
	Who is granting rights according to the policy and rules.

	14
	Grantor
	1..1
	Recipient of investigative activities in a study, who agrees with the consent policies and rules.

	14.a
	Relationship to participant
	0..1
	The relationship between the grantor, as representative/guardian, and the underage participant

	15
	Investigator
	1..*
	The individual who conducts the clinical investigation. The clinical investigator is responsible for the overall conduct of the study at the clinical site, including directing the administration or dispensing of the investigational product to the subject and ensuring that data are collected and maintained in accordance with the protocol and applicable regulatory requirements. When a team of individuals conducts the investigation, the clinical investigator is the responsible leader of the team.

	16
	Language
	0..*
	Language used for the consent.

	17
	Number of participants
	1..1
	Approximate number of subjects involved in the study.

	18
	Participant termination (by the investigator)
	1..*
	Description of anticipated circumstances under which the subject's participation may be terminated by the investigator without regard to the subject's consent.

	18.a
	Criteria for termination
	0..*
	Criteria and time frames for identifying non-adherence, such as a specified period of inactivity (e.g., 30 days of no interaction) that triggers follow-up actions or terminates participation

	18.b
	Non-adherence protocol
	0..1
	What protocol must be followed including ethical considerations that are met before formally withdrawing participants who do not explicitly request to drop out but show complete lack of adherence to required study activities

	19
	Privacy and security risk
	1..*
	Identified data privacy and security risks associated with the use of digital health technologies, such as unauthorized access to location data

	19.a
	Data breach
	0..1
	Potential risks associated with breaches of participant study data, detailing the possible consequences for participants if their information is leaked

	19.b
	Data access and linking technologies
	0..*
	Inform participants of how using multiple technologies impacts data access and privacy.

	19.c
	Mitigation
	0..*
	Actions taken to minimize potential privacy risks, such as data anonymization, restricted access protocols, and regular security audit and how the risks can be communicated and mitigated by the study team and participants

	19.c.1
	Participant role in data protection
	0..*
	Information about the role participants can play in protecting their own confidentiality and private information, including guidance on how to manage their data-sharing preferences and communication with the study team.

	19.d
	Non-participant data collection
	0..*
	Risks related to the collection of information on other individuals, particularly those who may not be aware their data is being collected.

	20
	Post-study risk
	0..*
	The potential risk associated with ongoing data collection after the study has concluded

	21
	Shared access risk
	0..*
	Information about risks of privacy and confidentiality when using digital health technology that can be accessed by other parties

	22
	Project description
	1..1
	Detailed narrative of the study.

	23
	Project duration
	1..1
	Length of time a specific project will take to complete.

	24
	Project title
	1..1
	Summarizes the main idea/s and/or purpose of the study.

	25
	Re-identification risk
	0..*
	Potential risks of re-identification as capabilities evolve to link digital health data with various data sources, highlighting concerns about how this may affect individual participants also including the mitigation procedures

	25.a
	Notification
	0..*
	Communication sent to participants about re-identification risks associated with their information

	25.b
	Privacy and confidentiality notice
	0..*
	Implications of re-identification on participants' privacy and confidentiality, detailing how their personal information might be exposed or misused

	26
	Risks
	1..*
	Description of any reasonably foreseeable risks or discomforts to the subject.

	27
	Study goal
	1..*
	The outcomes that are aimed to be achieved by conducting research.

	28
	Study ID
	1..1
	A unique number or unique combination of letters, numbers, and/or symbols used to identify a research. Also known as a unique study code.

	29
	Study methods
	1..*
	Systematic and structured approach taken to conduct a research study.

	30
	Study place
	0..*
	Geographic area for the study.

	31
	Study team contact information
	1..1
	Contact details of individuals or groups involved in a study or research project.

	32
	Study withdraw
	1..*
	Study withdraw may happen when a subject chooses to withdraw from an ongoing research study.

	33
	Technology damage (or) loss recovery
	1..*
	Protocols about damage, loss or stolen, faulty, or maintenance of the technology provided to participants.

	33.a
	Cost
	0..*
	Any potential financial implications for recovery or replacement of the technology

	34
	Technology details
	1..*
	Information about technology used, such as name, brand name, description

	34.a
	Approval status
	1..1
	Regulatory, such as FDA, approval progress; whether it is still registered, in review, certified

	34.a.1
	Source of approval
	1..*
	Institution who publishes/regulates the approval

	34.a.2
	Efficacy statement
	0..1
	Whether the efficacy of the technology is currently being evaluated as part of the study

	34.b
	Proprietary technology
	1..*
	Manufacturers, developers, research team, or entity that is proprietary to the technology intellectual property

	34.b.1
	Disclosure of relationships
	0..1
	Relationship (e.g., financial, board position, advisor) between investigators and the company that owns the digital health technology used.

	34.c
	Specifications
	1..*
	An outline of specific technological capabilities necessary for the participant to use the digital health technology

	35
	Technology discontinuation
	1..*
	Details on when and how participants should return any study-provided devices or cancel software subscriptions, and other things related to technology use discontinuation

	35.a
	App removal
	1..1
	Clarification whether a software must be uninstalled when leaving or ending participation in the study

	36
	Technology integration risk
	1..*
	Potential risks associated with integrating the digital health component with a participant's existing technology, such as compatibility issues, interference with the functionality of other devices or applications, and any impact on the participant's overall user experience

	37
	Technology regulatory status
	1..1
	Regulatory, such as FDA, approval progress; whether it is still registered, in review, certified

	38
	Technology risk (or) discomfort
	1..*
	Reasonably foreseeable risks and/or discomforts associated with digital health technologies use

	39
	Technology use
	1..*
	How the digital health technology will be used and type of technology used in the study, classified based on the guideline (wearable device, sensor technology, application)

	39.a
	Duration of use
	1..*
	The expected duration for which the digital health technology will be used during the study

	39.b
	Mandatory status
	1..1
	A statement indicating if the use of the digital health technology is required for participation in the study

	39.c
	Additional requirements on personal device
	0..1
	Whether participants will be required to connect hardware or install software on their personal digital devices as part of the study

	39.d
	Technology provider for the study
	1..*
	Entities who will provide the technology

	39.e
	Purpose
	1..*
	Reason why this technology is used

	39.f
	Study-specific use
	0..*
	Outlines how the use of the digital health technology in the study differs from its general use by the public, including any unique features, settings, or data collection methods specific to the research.

	40
	Technology use protocol
	1..*
	Guidelines and procedures participants must follow when using the technology provided in the study. It includes expectations for proper usage, compliance with study requirements, and any relevant instructions for operating the technology effectively to ensure accurate data collection and participant safety

	40.a
	Notification for connecting
	0..*
	Indicates whether participants will receive notifications or messages from the digital health technology, such as reminders, alerts, or automated feedback, and describes the nature of these interactions

	40.a.1
	Frequency
	0..*
	How often participants will receive notifications or messages from the digital health technology, including regular intervals or event-based triggers

	40.b
	Activity impact of use
	1..*
	How using the digital health technology may influence participants' regular routines, such as wearing or interacting with devices, responding to notifications, or modifying behaviors. Specifies any expected interruptions or accommodations and provides guidance on managing any discomfort or disruption to daily activities.

	40.c
	Instruction of use
	1..*
	Instruction for installing, configuring, and using the study-related digital health technology

	40.d
	Participants restrictions
	0..*
	Specific actions or behaviors participants should avoid during the study, avoiding certain activities that may interfere with data collection

	41
	Technology-related compensation
	1..*
	Any part of the study reward is contingent upon the participant's usage of the digital technology. It captures the relationship between participants engagement with the technology and the reward they may receive, clarifying how participation behavior may impact their rewards

	42
	Technology-related cost
	1..*
	Various costs associated with using mobile technology and applications. This includes charges for: Cellular data, Subscription, and/or In-app costs

	42.a
	Device and connectivity costs
	0..*
	Information about whether participants are expected to use their personal devices and the associated costs for cellular or internet service required for data transmission, also any limitations or caps on reimbursement to manage expectations and reimbursement processes that participants can expect

	42.b
	Device maintenance
	0..*
	Guidelines on how to handle device issues such as breakage, loss, theft, or general maintenance needs

	42.c
	In-app paid features
	0..*
	Details on what specific in-app features will be included as part of the study’s offerings, financial responsibilities regarding these features, also which costs are covered by the study and what participants are expected to pay for themselves

	42.d
	Subscription duration
	0..*
	the length of time participants will have access to any paid digital technologies provided by the study

	43
	Technology-related direct benefit
	0..*
	Anticipated direct benefits related to the use of digital health technologies during the study.

	44
	Test article
	0..*
	Any drug (including a biological product for human use), medical device for human use, human food additive, color additive, electronic product, or any other article subject to regulations.

	45
	Unforeseeable risks
	0..1
	Unforeseeable risks to the subject (or to the embryo or fetus, if the subject is or may become pregnant) caused by treatments or procedures performed during the study.

	46
	Voluntary participation
	1..1
	The subject is free to join a research study. Refusal to participate will involve no penalty or loss of benefits to which the subject is otherwise entitled, and the subject may discontinue participation at any time without penalty or loss of benefits to which the subject is otherwise entitled.

	47
	Witness
	0..*
	An individual who observes the consent process and attest that the oral presentation of information made by the investigator is consistent with the disclosures made in the informed-consent document.

	
	GRANTEE PERMISSIONS

	48
	After study, data access
	0..*
	Individuals or entities obtain permission to use, analyze, or retrieve data collected for future research studies

	48.a
	Purpose
	0..*
	The purpose for which the permission is given.

	48.b
	Additional consent
	1..1
	Indicate if additional consent is needed for further data usage

	49
	Commercial profit
	0..1
	The use of the subject's study results (even if identifiers are removed) for commercial profit.

	50
	Data retention
	1..1
	Information whether data will be stored or kept and use after study ends or a participant withdraws

	50.a
	Duration
	1..*
	Length of time data will be retained for the study

	51
	During study, data access
	0..*
	Individuals or entities obtain permission to use, analyze, or retrieve data collected as part of the study.

	51.a
	Data source
	0..*
	The origin or system where the data collected, for instance Electronic Health Records (EHRs), mobile devices, wearable technology, or other relevant platforms

	51.b
	Frequency
	0..*
	How often the data being accessed by study team for research

	51.c
	Purpose
	0..*
	The purpose for which the permission is given; how the data will contribute to the study also the detail circumstances or reasons why participant’s data being shared; why the data is essential for the study.

	51.d
	Recipient
	0..*
	Participant or object which is the recipient of data collected during a study.

	51.e
	Type of data
	0..*
	The recorded factual material commonly accepted in the scientific community as necessary to validate research findings.

	52
	Procedure
	0..*
	A set of actions related to the research purpose.

	52.a
	Lab test
	0..*
	A laboratory (lab) test checks a sample of your blood, urine, or other body fluid or tissue to learn about your health.

	52.b
	Result notification (or) sharing
	0..*
	Communication sent to inform the relevant parties about the outcome of a research study.

	52.b.1
	Recipient
	0..*
	Participant or object which is the recipient of investigative procedures in a study.

	52.c
	Treatment
	0..*
	The use of technology to cure or mitigate a disease, condition, or injury.

	53
	Recontact
	0..*
	Re-contact participants in existing studies to recruit for future studies, to obtain additional information, or attempt to re-establish adherence participation

	53.a
	Purpose
	0..*
	The purpose for which the permission is given.

	53.b
	Recontact method
	0..*
	Method used (e.g., email) to recontact research subjects who participated in existing studies to recruit for future studies, or to obtain additional information or clarification related to their participation in the existing study.

	53.c
	Time constraints
	0..1
	The period in which the permission is active.

	54
	Third party sharing
	0..1
	The data may be sold or shared to third parties without explicit participant consent

	
	GRANTEE OBLIGATIONS

	55
	After study, result sharing
	0..1
	Availability of the study results for the subject and others. It will not include information that can identify the subject. At most, it will include a summary of the study results.

	56
	Commercial profit sharing
	0..1
	Grantor’s participation in commercial profit resulting from use of their data/specimens.

	57
	Data storage
	1..*
	How participant data is stored

	57.a
	Inquiry (or) support contact
	1..*
	Contact information for the entity or institution who stores the data

	57.b
	Storage location
	1..*
	Where the data is stored (e.g. physical storage, cloud)

	57.c
	Storage protocol
	1..*
	Explanation about how participant data is stored and managed by the study team and others involved in the research

	58
	Direct data access
	0..1
	Information about participants access on collected digital health technology data

	58.a
	Access method
	0..*
	Procedure to access the collected data

	58.b
	Frequency
	0..*
	How often participants will be able to directly access this data

	59
	During study, result sharing
	0..1
	Sharing of significant new findings developed during research, including subject’s research studies, which may affect the subject's willingness to continue participation.

	60
	Information confidentiality
	1..*
	Information on whether data collected by digital health technologies includes confidential, identifiable information or carries potential stigma relates to the researcher’s agreement with the participant on handling, managing, and sharing such private information.

	60.a
	Access controls
	1..*
	The specific controls and safeguards designed to prevent unauthorized access to participant data

	60.b
	Access permissions
	1..*
	A list of who has access to participant data, including specific roles within the study team, third-party collaborators, and any external organizations involved in data analysis or management.

	60.c
	Certification (or) Regulatory compliance (or) Legal basis
	0..*
	The legal foundation or authority upon which a certain action, permission, or obligation is based.

	60.d
	Information de-identification
	1..*
	All direct personal identifiers are permanently removed (e.g., from data or specimens), no code or key exists to link the information or materials to their original source(s), and the remaining information cannot reasonably be used by anyone to identify the source(s).

	61
	Injury risk
	0..1
	Indication that the research involves more than minimal risk.

	61.a
	Injury compensation
	0..1
	Monetary compensation in case an injury occurs.

	61.b
	Injury treatment
	0..1
	Medical treatments available if injury occurs.

	62
	Opt-out protocol
	0..*
	Procedures to stop the collection and/or sharing of their data with the study team

	63
	Participant disenrollment
	1..*
	Researchers’ obligations resulting from the subject withdrawing from all components of a research study.

	63.a
	Data removal limitations
	1..*
	Limitations of data removal when a participant withdraws from a study using digital health technologies

	63.a.1
	Type of data
	1..*
	Specific types of data that cannot be removed

	64
	Technology selection
	1..1
	Information about prioritizing technologies that meet study needs with the least risk to participants



