
SUPPLEMENTARY FILE A: LITERATURE SEARCH AND SELECTION PROCESS 

We employed a three-step process to select articles that can be used to get an impression of how aspects related to data 

pseudonymization are described in the literature. Our aim was to select articles that focus on concrete systems and 

which emphasize data privacy aspects. 

 

We first performed searches on PubMed, the ACM Digital Library, IEEE Xplore, Google Scholar and Springer. We 

searched for articles which matched any reasonable combination of terms from three different groups in their title, 

abstract or in the keywords. Each group of terms described one specific aspect of medical data pseudonymization: (1) 

“medical”, “biomedical”, “clinical”, “health”, “genomic”, “genetic”, (2) “data”, “information”, “management”, 

“collection”, “storage”, (3) “privacy“, “protection”, “pseudonymization”, “pseudonyms“, “privacy“, “encryption”, 

“coding”, “reversible anonymization”, “pseudo-anonymization”, “key coding”, “honest broker” and “trusted third 

party”. We focused on articles published before August 2016. 
 

In the second step, we then narrowed the set of articles down using eligibility criteria (ECs). To this end, the title, 

abstract and keywords of each article matching the search terms were analyzed individually by each of the three authors 

to determine whether they focus on the collection of pseudonymized biomedical data and/or biospecimens (EC-1). As 

our article focuses on the use of pseudonymization during research data collection, we did not consider articles focusing 

on the secondary use of health data. In the latter scenario, the degree of automatization is typically much higher (e.g. 

there is not necessarily a physician or researcher involved, which verifies the identity of the patient or proband) and 

privacy-preserving record linkage techniques can often be used that do not require a re-identification process (cf. the 

process implemented by the Synthetic Derivative at Vanderbilt UMC [19]). We further focused on articles published in 

English (EC-2). We also checked the search terms and ECs against all articles which were referenced by an article 

resulting from our primary search. This resulted in a collection of 28 articles. 

 

In the third step, each article was read and analyzed by the three authors independently. We considered two additional 

criteria of eligibility. First, articles needed to describe concrete system instances, not only conceptual fragments (EC-3). 

This lead to the exclusion of the following articles: Refs. 1 - 13. Next, we required articles to list specific measures 

which have been implemented to protect the system from attacks (EC-4). This lead to the exclusion of the following 

three articles: Refs. 14 - 16. Finally, we obtained a selection of 12 articles, which were eligible for in-depth analysis. 
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