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[bookmark: _Toc198560108]Supplementary Materials I – Case Study A
This case study provides a structured walkthrough of how the ethical guidelines for geoprivacy can be applied to a hypothetical study. We begin with a brief overview of the study, followed by an assessment using the ethical review applicability matrix, and then proceed to address each of the 62 guiding questions in sequence.
It is important to note that this example is not a full ethics application. Rather, it presents a scenario-based illustration to demonstrate how researchers might evaluate their own project, or how an ethics committee might review a proposed study, using the framework. To make the example concrete, we created a realistic but fictional study design. The responses reflect common considerations, practices, and oversights that research teams often encounter when working with sensitive geographic data.
This example should not be interpreted as a model to copy or as a recommendation for how such a study must be conducted. It is simply intended to show how ethical reflection can be embedded in the planning and review process. All evaluations are made in the context of this hypothetical scenario and should be interpreted with that in mind. Some responses are affirmative (‘yes’), others are more cautious (‘partially’ or ‘not fully’), depending on how the scenario was constructed.
[bookmark: _Toc198560109]S1.1 Study Objective
To investigate how daily exposure to different urban environments influences individual mental health states, particularly stress and anxiety, using high-resolution spatiotemporal data collected via smartphones.
[bookmark: _Toc198560110]S1.2 Study Design and Lifecycle Phases
[bookmark: _Toc198560111]S1.2.1 Data Collection
· Participants: 300 adults aged 18–65 living in a major European city.
· Recruitment: Via social media, flyers in healthcare centers, and university mailing lists.
· Tools: Custom smartphone app developed by the research team.
[bookmark: _Toc198560112]S1.2.2 Data Collected:
· GPS Trajectories: Continuous tracking (every 10 seconds) for 14 consecutive days.
· Ecological Momentary Assessments (EMAs): Short surveys triggered 5 times daily at random intervals, collecting self-reported:
· Stress
· Anxiety
· Perceived environmental qualities (e.g., noise, crowding, greenery)
· Questionnaire: Completed at enrollment, collecting information on demographics, home and work locations, mental health history, and transport habits.
[bookmark: _Toc198560113]S1.2.3 Consent Process:
· In-app consent with plain-language explanations.
· Participants can:
· Choose when tracking is active (e.g., pause GPS during sleep or private events).
· Set ‘do not record’ zones (e.g., home).
· Opt out of any part of the study without negative consequences.
[bookmark: _Toc198560114]S1.2.4 Data Storage
· Storage Environment: Institutional secure server (ISO27001-compliant); end-to-end encryption.
· Data Retention:
· Raw GPS data deleted 30 days after collection.
· Aggregated and anonymized trajectory data retained for 5 years.
· EMA responses and questionnaire data stored separately using pseudonymous IDs.
· Access Control: Role-based access with logging; only PI and data manager can access raw GPS data.
[bookmark: _Toc198560115]S1.2.5 Data Sharing
· Collaborators: One university partner in another EU country for machine learning analysis.
· Data Transfer:
· Only pre-processed, anonymized movement features and EMA outcomes are shared.
· No exact coordinates or identifiable location data are transferred.
· A formal Data Sharing Agreement (DSA) defines responsibilities and prohibits re-identification.
[bookmark: _Toc198560116]S1.2.6 Data Analysis
· Aims:
· Associate environmental exposures (e.g., greenery, noise) with EMA-reported stress and anxiety.
· Use machine learning to detect patterns in mobility associated with higher stress or anxiety.
· Ethical Reflection:
· Bias auditing included.
· Differential privacy tested as a sensitivity analysis.
· Special attention paid to inclusion and model fairness across subgroups.
[bookmark: _Toc198560117]S1.2.7 Results Dissemination
· Academic Outputs: Peer-reviewed articles, conference presentations, and policy briefs.
· Visualizations: Aggregated heatmaps (e.g., average stress/anxiety per urban zone with ≥10 participants).
· Public Communication: No individual paths or sensitive locations shown; results framed with attention to privacy and equity.
[bookmark: _Toc198560118]S1.3 Ethical Review Applicability Matrix
To determine the appropriate level of ethical reflection required for the urban mobility and mental health study, we applied the ethical review applicability matrix from the framework (Table S1). This matrix assesses study characteristics such as data type, spatial and temporal resolution, and participant vulnerability. Based on this assessment, we can identify whether the study requires attention to only high-importance questions or if broader ethical scrutiny is warranted.
Table S1. Ethical sensitivity assessment across 12 criteria.
	Criterion
	Assessment
	Justification

	Type of data acquisition
	High Sensitivity
	Primary data collection: real-time GPS tracking and EMA via custom smartphone app.

	Level of geographic granularity
	High Sensitivity
	High-resolution GPS data (10-second intervals), includes exact locations.

	Temporal resolution
	High Sensitivity
	Continuous spatiotemporal tracking over 14 days.

	Linkage to other datasets
	Moderate Sensitivity
	Linkage to contextual environmental features (e.g., greenery, noise), not highly sensitive but identifiable.

	Type of geographic data
	High Sensitivity
	Dynamic data: continuous GPS tracking.

	Presence of sensitive locations
	High Sensitivity
	Home and work addresses, plus patterns that may indirectly reveal visits to sensitive places.

	Consent structure
	High Sensitivity
	Active consent with dynamic participation options, but data still high-risk.

	Study population vulnerability
	Moderate Sensitivity
	General adult population, but with possible inclusion of individuals with mental health concerns.

	Geographic context
	Moderate Sensitivity
	Urban areas; potential socio-political sensitivities in some neighborhoods.

	Dissemination intent
	Moderate Sensitivity
	Aggregated outputs and policy briefs; some public-facing material.

	Analysis complexity
	High Sensitivity
	Use of machine learning to predict mental health states; behavioral profiling risk.

	Institutional safeguards
	Low Sensitivity
	Secure institutional infrastructure (ISO27001, encryption, access control).



This study meets 7 high, 4 moderate, and 1 low sensitivity criteria. Because more than five criteria fall under the high sensitivity column, this study qualifies for full ethical scrutiny. The research team should therefore address the entire set of questions, including those marked high, moderate, and low importance, to ensure robust ethical oversight and responsible data governance.
[bookmark: _Toc198560119]S1.4 Ethical Questions for Geographic Data Privacy in Research
Q1. Are researchers collecting only the geographic data necessary to achieve their research objectives?
Yes. The study collects GPS data at 10-second intervals, which is justified by the need to assess environmental exposures with high spatial precision. The design reflects a data minimization approach by excluding unnecessary data.
Q2. Have researchers clearly justified the need for geographic data and the specific level of spatiotemporal granularity required for their research questions?
Yes. The project focuses on detecting links between urban environmental features and momentary stress or anxiety. Fine-grained GPS data is essential to match participants’ locations with specific environmental exposures, such as noise or greenery, making the chosen resolution necessary.
Q3. Is the scope of geographic data collection appropriate for the study’s stated objectives, avoiding the inclusion of data that could enable unintended or unrelated future uses?
Yes. The study limits data collection to what is needed for analyzing daily mobility patterns and environmental exposures. Researchers have not included derivative or third-party data sources. However, they should explicitly restrict reuse for unrelated analyses in the data management plan.
Q4. Are researchers clearly informing participants about what geographic data will be collected, how it will be used, and what risks are involved?
Yes. The in-app consent process explains that continuous GPS tracking will be used to study how the environment affects stress and anxiety. Participants are informed that sensitive locations such as home or work may be inferred, and that privacy risks exist even if coordinates are not shared publicly.
Q5. Is the consent process designed to be understandable, concise, and appropriate for the target population?
Yes. The app uses plain-language explanations. To ensure accessibility across diverse education and digital literacy levels, it would be beneficial to pre-test the consent flow with a small group before deployment.
Q6. Do participants have the ability to tailor their level of participation in geographic data collection, including the option to opt out at any time without negative consequences?
Yes. Participants can pause GPS tracking, define ‘do not track’ zones such as their home, and withdraw from the study without penalty. These options are clearly built into the app and support individual control over data collection.
Q7. Have researchers implemented mechanisms to ensure participants remain aware when data collection is occurring?
Partially. Participants can control when tracking is active, but it is unclear whether the app provides recurring reminders or indicators that data is being collected. Adding a daily notification or visual icon would help maintain awareness during the 14-day period.
Q8. Are researchers collecting geographic data that could directly or indirectly identify individuals, and how are those risks being mitigated?
Yes. The GPS traces can reveal identifying patterns, including home or workplace routines. Risk mitigation measures include participant-defined no-track zones, early deletion of raw data, and separation of identifiers from spatial data. These are appropriate safeguards but should be clearly documented in the ethics application.
Q9. Are researchers collecting real-time geographic data, and have they evaluated how its risks differ from retrospective data collection?
Yes. Real-time tracking is used, though data is not shared live. The risks are mitigated by secure transmission and storage, but the team should specify whether local storage or delayed upload options are used to reduce exposure during collection.
Q10. Have researchers designed an appropriate data transmission and storage strategy that minimizes exposure during collection?
Yes. Data is encrypted and transmitted to secure institutional servers. It would further strengthen privacy if GPS data is first stored locally and uploaded in batches, giving participants more control and minimizing exposure during transit.
Q11. Have researchers assessed the data collection platform or device for its impact on geoprivacy and data control?
Yes. The study uses a custom-built mobile app managed by the research institution, which minimizes reliance on third-party services. Researchers should confirm that no embedded services (e.g., map tiles, analytics) send location data to external providers and document this explicitly.
Q12. Are researchers complying with relevant data protection regulations for geographic data collection and processing (e.g., GDPR, HIPAA, or local equivalents)?
Yes. The study is conducted under GDPR jurisdiction and follows principles of lawful processing, data minimization, and user rights. A Data Protection Impact Assessment is recommended to formalize this compliance and ensure alignment with institutional policies.
Q13. Are researchers considering cultural, political, or contextual sensitivities related to specific locations or populations?
Partially. While the study occurs in a large urban European setting, some neighborhoods may carry social stigma or reputational risks if labeled in maps or reports. Researchers should reflect on how results are framed, especially in public dissemination, to avoid reinforcing negative stereotypes.
Q14. Are researchers evaluating how the data collection method may introduce sampling bias, particularly among groups with limited access to technology?
Yes. The smartphone-based approach may underrepresent groups without compatible devices or strong digital literacy. Researchers acknowledge this limitation but should also assess its impact by collecting metadata on device type or connectivity issues during enrollment.
Q15. Have researchers implemented strategies to make participation more inclusive and reduce technological barriers?
Partially. The app includes an intuitive interface and flexible participation options (e.g., pausing tracking), but no alternatives are offered for participants unable or unwilling to use a smartphone. Providing device support or non-app-based methods could improve inclusivity.
Q16. Have researchers considered how post-processing and data cleaning steps might introduce additional bias?
Not fully addressed. GPS data may be missing or inaccurate in certain environments (e.g., tunnels, dense urban cores), and automatic exclusion of poor-quality data could bias the sample. Researchers should document how missingness will be handled and whether it disproportionately affects specific subgroups.
Q17. Are researchers implementing appropriate security measures (e.g., encryption, access controls) to protect stored geographic data from unauthorized access or breaches?
Yes. The institutional server uses end-to-end encryption, access is limited to designated personnel, and logs are maintained. These are appropriate safeguards given the sensitivity of GPS and mental health-related data.
Q18. Are there clear mechanisms in place for securely deleting geographic data once it is no longer needed?
Yes. Raw GPS data is automatically deleted after 30 days, and participants may request full data deletion. The protocol should also specify the deletion method and whether backups are included in the deletion process.
Q19. Have researchers provided an ethical justification for how long each type of geographic data will be retained?
Yes. Aggregated data is retained for up to five years to support analysis and publication. This timeline is justified given the study’s scientific goals and the anonymization of data prior to long-term storage.
Q20. Have researchers justified their chosen level of security based on the sensitivity and type of geographic data being stored?
Yes. The use of high-resolution GPS data and sensitive self-reports warrants strong protection, which the study provides through secure institutional servers, encryption, and strict access control. The chosen safeguards align well with the data’s identifiability and sensitivity.
Q21. Does the data management plan demonstrate awareness of institutional and regulatory requirements for securing geographic data?
Yes. The data plan follows institutional guidelines and GDPR obligations. It includes protocols for access control, data retention, and participant rights. The plan would benefit from explicitly referencing how institutional IT services or data protection officers are involved.
Q22. Have researchers identified who is responsible for data security and what oversight mechanisms are in place?
Yes. The principal investigator and a dedicated data manager are responsible for data handling. Role-based access is implemented, and logs are maintained. It would be useful to specify whether periodic security audits or internal reviews are scheduled.
Q23. Have researchers considered the security and ethical implications of participant withdrawal after data has been collected?
Yes. Participants can request data deletion at any point, and identifiers are stored separately to enable this. The research team should clarify what happens to data that has already been aggregated or included in analyses and whether complete erasure is always feasible.
Q24. Have researchers anonymized or de-identified geographic data where appropriate, and clearly documented the methods used and the inherent limitations of geographic anonymization?
Partially. The study deletes raw GPS data and uses pseudonymization for survey and EMA responses. However, geographic anonymization is not fully addressed. The team should document how trajectory data is generalized or aggregated and acknowledge the limits of re-identification protection.
Q25. Have researchers assessed whether de-identified geographic data could still be re-identified when combined with other datasets?
Not explicitly. The risk exists, particularly with detailed mobility traces and small-area aggregation. The ethics documentation should include a re-identification risk assessment and describe any steps taken to prevent linkage to external data sources.
Q26. Have researchers considered how anonymization choices might introduce bias or affect data quality and representation?
Not directly addressed. If anonymization involves spatial or temporal generalization, it may reduce analytical accuracy or obscure patterns among specific subgroups. Researchers should describe how they balance privacy protection with analytical utility.
Q27. Have researchers justified their choice of privacy-preserving techniques, and clearly explained the trade-offs involved?
Partially. The team plans to delete raw data and store aggregated trajectories, but has not clearly described methods like spatial masking or k-anonymity. A short justification of chosen techniques and their impact on findings would strengthen the protocol.
Q28. Have researchers clearly defined who has access to geographic data, and implemented controls to minimize unnecessary exposure?
Yes. Only the principal investigator and data manager can access identifiable data. Role-based permissions are defined, and temporary access is limited. These practices follow established data protection norms for sensitive geographic information.
Q29. If using cloud-based storage, have researchers ensured that service providers meet institutional and legal data protection standards?
Not applicable. The study uses only secure institutional servers located within the EU. No cloud-based services or third-party platforms are involved in data storage or processing.
Q30. Have researchers clearly justified why geographic data is being shared, and is the sharing ethically proportionate to the study’s objectives?
Yes. Data sharing is limited to one academic partner who is responsible for machine learning analysis. Only anonymized, downsampled mobility features and EMA responses are shared. This is justified as necessary for collaborative analysis while minimizing privacy risks.
Q31. Does the proposed data sharing align with the scope of consent originally provided by participants?
Yes. The consent process clearly states that de-identified data may be shared with research partners for scientific purposes. Participants are informed about who will receive access and what type of data will be shared.
Q32. Have researchers demonstrated that the benefits of sharing outweigh the privacy risks, including in collaborative or multi-institutional settings?
Yes. The collaboration supports advanced modeling that the main team may not have the expertise to carry out. Risks are mitigated by only sharing anonymized and aggregated data under a formal data sharing agreement with strong restrictions on re-identification and redistribution.
Q33. Have researchers applied an appropriate level of anonymization for shared geographic data, distinct from the standards used for internal storage?
Yes. The shared dataset does not include raw GPS data or sensitive location identifiers. Only generalized movement features and time-aggregated summaries are shared. This approach is more protective than the internal dataset, which contains finer resolution data under tighter control.
Q34. Is the geographic data being shared at a resolution appropriate to its intended use, and not at the maximum level of detail available?
Yes. The resolution of the shared data is intentionally reduced, focusing on derived patterns rather than raw locations. This is appropriate given the intended use in mobility modeling and prediction.
Q35. Have researchers considered producing multiple versions of the dataset with varying levels of anonymization or access control?
No. Only a single anonymized dataset is shared with the external partner. While this is sufficient for current collaboration, the team could consider developing tiered datasets in the future if broader sharing or reuse is anticipated.
Q36. Are formal data-sharing agreements in place that clearly define responsibilities, limitations, and conditions for data use?
Yes. A formal agreement defines who holds primary data control, what analyses are allowed, and prohibits redistribution or re-identification. These terms are aligned with ethical data governance standards.
Q37. Do recipient institutions have adequate data protection protocols, and are their researchers trained in privacy and geodata handling?
Yes. The partner institution is subject to GDPR and has appropriate data security infrastructure. However, the main research team should confirm that individuals with access are trained specifically in handling geographic and health-related data.
Q38. Do governance documents address cross-institutional and cross-jurisdictional legal compliance, particularly in international collaborations?
Yes. Since both institutions are based in the EU, data protection compliance under GDPR is consistent. The agreement addresses data controller roles and responsibilities, and confirms that data will not be transferred outside of the EU or to third-party services.
Q39. Do agreements include clear provisions for end-of-project responsibilities, breach management, and participant notification?
Partially. The data sharing agreement includes provisions for data retention and permitted uses, but it’s not clear whether breach notification procedures or post-project deletion plans are fully specified. These should be added to ensure accountability and transparency if issues arise.
Q40. Have researchers considered involving participant or community perspectives in governance structures, particularly in longitudinal or sensitive studies?
No. There is no mention of participant involvement in governance or oversight. While the study is relatively short in duration, involving participants in advisory feedback, especially given the sensitivity of mental health and location data, could strengthen ethical legitimacy.
Q41. Have researchers conducted a thorough risk assessment prior to publicly sharing geographic data?
Not applicable. The study does not plan to share any geographic data publicly. Only aggregated results will be disseminated through publications and reports.
Q42. Have researchers provided clear documentation outlining the appropriate and inappropriate uses of the shared dataset?
Yes. The data sharing agreement defines allowed uses for scientific analysis only and prohibits re-identification or use for commercial or surveillance purposes. This helps limit ethical risk in secondary use.
Q43. Is the dataset shared under an appropriate license that clearly defines permissible uses and restrictions?
Yes. The data is shared under a restricted-use agreement between institutions, not under an open public license. This is appropriate given the sensitivity of the original data.
Q44. If sensitive fixed locations are included, have researchers implemented additional safeguards to prevent unintended disclosure?
Yes. While home and work addresses are collected during the questionnaire, they are not included in any shared or disseminated datasets. These locations are either excluded or generalized before storage or analysis.
Q45. Have researchers justified the spatio-temporal resolution of the shared data, and considered whether coarser aggregation could reduce privacy risks?
Yes. The shared data is already aggregated to avoid fine-grained resolution. The team has selected a level that balances utility for modeling with protection against identification.
Q46. Have researchers assessed whether combining geographic data with demographic or contextual attributes increases re-identification risk, and taken reasonable steps to mitigate that risk?
Partially. While data is anonymized, the combined sharing of mobility patterns and mental health indicators could create re-identification potential in rare cases. The team should evaluate this combination more explicitly and consider suppression or grouping of rare values in shared datasets.
Q47. Have researchers addressed the risk that recurring patterns in the data (e.g., home-work commutes) could be used to identify individuals?
Yes. This risk is acknowledged, and home/work locations are excluded or obfuscated. Raw trajectory data is not shared, and identifiable patterns are filtered or generalized during pre-processing.
Q48. Do sharing agreements or protocols limit the extent of temporal analysis allowed on the dataset?
No. While the data is anonymized and aggregated, the sharing agreement does not explicitly restrict time-based inferences. Including a clause that limits temporal granularity or prohibits reverse engineering of activity timelines would further reduce risk.
Q49. Has the team assessed whether certain timeframes (e.g., nights, weekends) require additional protections due to their personal or sensitive nature?
Partially. The study collects data continuously, but the protocol does not mention whether sensitive timeframes, such as late-night hours, are handled differently. Researchers should consider restricting analysis or visibility of data from periods that could reveal intimate or high-risk behavior patterns.
Q50. Have researchers reviewed the dataset for implicit location references, such as place names in text or identifiable landmarks in images?
Not applicable. 
Q54. Does the sharing plan recognize that aggregate analysis or external tools (e.g., gazetteers, image recognition) can reintroduce geographic specificity?
Not applicable. 
Q52. Have researchers evaluated the risks of location inference using emerging technologies such as natural language processing or computer vision?
Not applicable.
Q53. Have researchers addressed how statistical and spatial accuracy are affected by privacy-preserving techniques applied to the data?
Partially. Aggregation and obfuscation methods are used, but their impact on analysis validity is not thoroughly described. Researchers should include a section on how privacy methods may influence statistical power or spatial precision, and whether any trade-offs were evaluated.
Q54. Have researchers evaluated whether their analytical methods might reinforce or amplify biases present in the geographic data?
Not fully. While bias is acknowledged, the risk of amplifying existing inequalities (e.g., lower-quality data from disadvantaged neighborhoods) is not deeply discussed. The team should reflect on whether their models might underperform or misrepresent certain subgroups due to input data biases.
Q55. Have researchers assessed whether their findings could negatively impact marginalized or vulnerable populations?
Partially. Findings will be aggregated and anonymized, which helps reduce risk, but no specific plan is in place to assess whether spatial patterns could stigmatize certain areas. Researchers should consider reviewing maps and visualizations to avoid unintended harm in interpretation.
Q56. Have researchers critically evaluated whether their datasets and analytical methods appropriately represent and serve diverse populations or regions, especially marginalized or vulnerable groups or regions?
Not directly. The study design does not include targeted outreach to underrepresented groups, and there is no evaluation of whether the analytical methods generalize well across demographic or geographic subgroups. Researchers should assess this representational balance before drawing broader conclusions.
Q57. Are researchers documenting their data analysis methods in a way that supports transparency and ethical accountability, even if full reproducibility is not feasible?
Yes. The team plans to document their preprocessing and modeling pipeline in detail, and to publish their code with synthetic or sample data when possible. This promotes transparency while respecting geoprivacy constraints.
Q58. Have researchers evaluated whether their analytical outputs could be repurposed for harmful or unethical uses (i.e., dual-use risks)?
No. There is no mention of dual-use concerns. While unlikely in this project, predictive models of stress or anxiety could be misused in non-research contexts (e.g., workplace surveillance or commercial profiling). A short statement acknowledging and limiting such uses in the dissemination plan would be appropriate.
Q59. Are researchers presenting geographic results in a way that avoids revealing sensitive or identifiable locations?
Yes. All results will be aggregated spatially (e.g., heatmaps based on zones with at least 10 participants), and no individual trajectories or addresses will be visualized. This approach appropriately reduces the risk of disclosing private locations.
Q60. Have researchers assessed whether public-facing dissemination of geographic findings could lead to misinterpretation, media amplification, or unintended harms?
Partially. While the study emphasizes privacy in visual outputs, it does not explicitly address the risk of media or public misinterpretation, especially when spatial patterns suggest mental health disparities across neighborhoods. The team should review dissemination materials through an ethical lens and consider including explanatory context to prevent stigmatization or oversimplified conclusions.





[bookmark: _Toc198560120]Supplementary Materials II – Case Study B
This case study provides a structured walkthrough of how the ethical guidelines for geoprivacy can be applied to a hypothetical study. We begin with a brief overview of the study, followed by an assessment using the ethical review applicability matrix, and then proceed to address the guiding questions in sequence.
It is important to note that this example is not a full ethics application. Rather, it presents a scenario-based illustration to demonstrate how researchers might evaluate their own project, or how an ethics committee might review a proposed study, using the framework. To make the example concrete, we created a realistic but fictional study design. The responses reflect common considerations, practices, and oversights that research teams often encounter when working with sensitive geographic data.
This example should not be interpreted as a model to copy or as a recommendation for how such a study must be conducted. It is simply intended to show how ethical reflection can be embedded in the planning and review process. All evaluations are made in the context of this hypothetical scenario and should be interpreted with that in mind. Some responses are affirmative (‘yes’), others are more cautious (‘partially’ or ‘not fully’), depending on how the scenario was constructed.
[bookmark: _Toc198560121]S2.1 Study Objective
To analyze how people communicate needs, hazards, and spatial experiences during a natural disaster by examining the geographic content of public social media posts, with a focus on location references embedded in text. The aim is to support emergency response planning through the identification of local needs, coordination gaps, and community-led responses.
[bookmark: _Toc198560122]S2.2 Study Design and Lifecycle Phases
[bookmark: _Toc198560123]S2.2.1 Data Collection
· Data Source: Public posts collected from a major social media platform (e.g., Twitter/X) during a recent flood event.
· Geographic Scope: One metropolitan region and nearby affected areas.
· Time Frame: From 48 hours before the flood to two weeks after its peak.
[bookmark: _Toc198560124]S2.2.2 Data Collected
· Textual Content: Posts containing references to places, services, hazards, or needs (e.g., ‘water rising near City Market,’ ‘need help on Maple Street’).
· Metadata:
· Post timestamps, user language, and (when available) approximate location from geotags or device settings.
· User profile information is collected but not retained for analysis.
· Derived Location Data: Place names and spatial references extracted using named entity recognition and geocoding tools.
[bookmark: _Toc198560125]S2.2.3 Consent Process
· Data collected via public API, in line with the platform’s terms of service.
· No direct participant consent is sought due to the public nature of the posts.
· Ethical justification grounded in public interest, disaster response context, and strict aggregation/anonymization of outputs.
· Sensitive content is filtered, and personally identifiable information is excluded from all analyses and outputs.
[bookmark: _Toc198560126]S2.2.4 Data Storage
· Storage Environment: University-managed secure server with access limited to the core research team.
· Data Retention:
· Raw posts stored for 12 months.
· Processed datasets (e.g., extracted place mentions, classified needs) stored for five years.
· Access Control:
· Role-based access system.
· Personally identifiable data (e.g., usernames) removed during preprocessing and not stored long-term.
[bookmark: _Toc198560127]S2.2.5 Data Sharing
· Collaborators: Public sector emergency response teams and one academic research partner.
· Data Transfer:
· Only aggregated datasets and thematic summaries are shared.
· No raw posts or identifiers shared.
· Formal data sharing agreements include clauses prohibiting re-identification or reuse beyond the original purpose.
[bookmark: _Toc198560128]S2.2.6 Data Analysis
· Aims:
· Identify spatial references to needs, damage, or assistance across affected areas.
· Map thematic content (e.g., requests for help, infrastructure failures) over time.
· Understand community self-organization and information spread.
· Techniques:
· Natural Language Processing (NLP) to extract place names and classify post content.
· Manual auditing to verify critical results.
· Geocoding to map references to known locations, using coarse resolution.
· Ethical Reflection:
· High sensitivity to misinterpretation and dual-use risks.
· All outputs reviewed to ensure they cannot identify individuals or small groups.
· Model transparency and human validation prioritized over automation.
[bookmark: _Toc198560129]S2.2.7 Results Dissemination
· Policy Outputs: Summary maps and reports for emergency services, showing aggregated information by neighborhood or district.
· Academic Outputs: Journal articles on place-based communication patterns during disasters and methodological papers on geolocation from text.
· Public Communication:
· Visual outputs use generalized spatial units (e.g., boroughs or zones).
· No quotes, screenshots, or posts are published without anonymization and paraphrasing.
· Findings framed to support equitable response and avoid harm or misrepresentation.
[bookmark: _Toc198560130]S2.3 Ethical Review Applicability Matrix
To determine the appropriate level of ethical reflection required for the disaster response study using location-based social media data, we applied the ethical review applicability matrix from the framework (Table S2). This matrix assesses study characteristics such as data type, spatial and temporal granularity, consent, and participant vulnerability. Based on this assessment, we determine whether the study warrants a full review or more targeted ethical scrutiny.
Table S2. Ethical sensitivity assessment across 12 criteria.
	Criterion
	Assessment
	Justification

	data acquisition
	Low Sensitivity
	Data is fully secondary and publicly available, collected through the platform’s API without direct participant involvement.

	Level of geographic granularity
	Low Sensitivity
	Geolocation is derived from coarse location references in text; exact coordinates are rarely used and not central to analysis.

	Temporal resolution
	Low Sensitivity
	Posts are timestamped, but the study does not involve continuous tracking or reconstruction of movement.

	Linkage to other datasets
	Low Sensitivity
	No linkage to external datasets beyond basic administrative boundaries or shelter locations.

	Type of geographic data
	Low Sensitivity
	Derivative data: place names and general references extracted from text.

	Presence of sensitive locations
	Moderate Sensitivity
	No intentional collection of sensitive places; posts are screened to avoid high-risk references.

	Consent structure
	Low Sensitivity
	Public content accessed under platform terms; no direct user interaction or data collection involved.

	Study population vulnerability
	Low Sensitivity
	Posts are aggregated and anonymized; no targeting of specific groups or high-risk populations.

	Geographic context
	Low Sensitivity
	Urban disaster setting with limited political or cultural sensitivity in spatial interpretation.

	Dissemination intent
	Low Sensitivity
	Only aggregated patterns are published; no identifiable or high-resolution outputs are shared.

	Analysis complexity
	Low Sensitivity
	Thematic and spatial classification; no predictive modeling or profiling.

	Institutional safeguards
	Low Sensitivity
	Data stored on secure university infrastructure with limited access.


This study meets 0 high, 1 moderate, and 11 low sensitivity criteria. On this basis, it qualifies for a low level of ethical scrutiny, and responses are required only for questions designated as high importance in the ethical geoprivacy framework.
[bookmark: _Toc198560131]S2.4 Ethical Questions for Geographic Data Privacy in Research
Q1. Are researchers collecting only the geographic data necessary to achieve their research objectives?
Yes. The project uses only the location information embedded in publicly available geotagged social media posts and place names mentioned in text. No direct data collection from individuals is performed. Researchers filter posts by relevance to the disaster event and location, and limit analysis to coarse geographic zones (e.g., neighborhoods or districts), ensuring that no more precise location data is used than necessary for understanding population movements and local needs during the disaster.
Q2. Have researchers clearly justified the need for geographic data and the specific level of spatiotemporal granularity required for their research questions?
Yes. The study aims to identify areas most affected by the disaster, shifts in population needs, and patterns of collective response. For this purpose, neighborhood-level granularity is sufficient. Researchers avoid using precise coordinates, and instead aggregate mentions of locations to broader geographic units. Temporally, the analysis is limited to daily patterns over a two-week period surrounding the disaster, which balances analytical utility and privacy.
Q4. Are researchers clearly informing participants about what geographic data will be collected, how it will be used, and what risks are involved?
Partially. As the study uses public social media data, individual consent is not obtained directly. However, the research team includes a public-facing ethics statement and transparency notice on their website, describing the types of geographic information analyzed, the research goals, and potential privacy concerns. While this is appropriate for the data source, additional efforts, such as engaging with platform communities or advocacy groups, would strengthen ethical transparency.
Q5. Is the consent process designed to be understandable, concise, and appropriate for the target population?
Not applicable in the traditional sense, as individual consent is not collected. However, the study’s ethics documentation provides plain-language descriptions of data use and limitations on re-use. Researchers follow platform terms of service, and limit their dataset to posts from users with public profiles at the time of collection. Nonetheless, ethical best practice would be to consider whether users were reasonably aware that their geotagged content might be analyzed in this way, especially during crises.
Q8. Are researchers collecting geographic data that could directly or indirectly identify individuals, and how are those risks being mitigated?
Yes, there is a limited risk. While the study does not collect identifiable data intentionally, geotagged posts may contain combinations of text and location that could identify individuals, especially in sparsely populated or high-profile areas. Researchers mitigate this risk by filtering out posts with precise coordinates, aggregating all spatial data to broader zones, and excluding posts from accounts with low activity or potentially identifiable personal references.
Q12. Are researchers complying with relevant data protection regulations for geographic data collection and processing (e.g., GDPR, HIPAA, or local equivalents)?
Yes. Although the dataset is based on publicly accessible content, researchers process and store it in accordance with GDPR principles, including data minimization and protection against re-identification. A Data Protection Impact Assessment (DPIA) was conducted to ensure that even public data is treated with appropriate caution, and that platform-specific conditions (e.g., Twitter’s developer terms) are respected.
Q17. Are researchers implementing appropriate security measures (e.g., encryption, access controls) to protect stored geographic data from unauthorized access or breaches?
Yes. The dataset is stored on encrypted institutional servers with strict access controls. Only a limited number of researchers approved under the project’s data management plan can access the full dataset. Researchers also maintain logs of data access and enforce two-factor authentication for all users.
Q22. Have researchers identified who is responsible for data security and what oversight mechanisms are in place?
Yes. A designated data steward within the team is responsible for data management and security. Oversight is provided by the institution’s data protection officer, who reviews compliance with GDPR and internal data handling policies. The project includes periodic audits and documentation of data flows to ensure that responsibilities are met and risks monitored.
Q24. Have researchers anonymized or de-identified geographic data where appropriate, and clearly documented the methods used and the inherent limitations of geographic anonymization?
Yes. Researchers remove all precise location metadata from social media posts and use named-entity recognition to extract only place names mentioned in text. These are geocoded to neighborhood-level centroids. They document these steps and acknowledge that de-identification of textual data is imperfect, especially when combined with public-facing content. Posts that mention highly specific or sensitive locations are excluded from the dataset altogether.
Q25. Have researchers assessed whether de-identified geographic data could still be re-identified when combined with other datasets?
Yes. A re-identification risk assessment was conducted to examine potential linkages between de-identified posts and external datasets such as other social media archives, news stories, or disaster records. Based on this, researchers chose to avoid releasing any full-text content or exact timestamps publicly. Shared data consists only of aggregate counts of posts mentioning specific neighborhoods and general sentiment or topic categories.
Q28. Have researchers clearly defined who has access to geographic data, and implemented controls to minimize unnecessary exposure?
Yes. Only three members of the research team, those directly responsible for data processing and analysis, have access to the full dataset. Access is managed using a role-based system. Team members handling only summaries or modeling tasks receive aggregated versions without any spatial or textual detail. All personnel receive training in data privacy and responsible handling of location data.
Q29. If using cloud-based storage, have researchers ensured that service providers meet institutional and legal data protection standards?
Yes. The study uses a GDPR-compliant institutional cloud storage provider hosted within the EU. The provider offers end-to-end encryption, audit logs, and data redundancy controls. A Data Processing Agreement is in place between the institution and the provider, ensuring that no data is processed beyond the project’s scope.
Q30. Have researchers clearly justified why geographic data is being shared, and is the sharing ethically proportionate to the study’s objectives?
Yes. The shared data consists only of aggregated counts of geotagged disaster-related posts per neighborhood, by day, along with inferred topics (e.g., infrastructure damage, health needs). This level of sharing enables collaboration with urban planners and emergency services while minimizing privacy risks. Researchers explain in their ethics application that no raw data or user-level content will be shared outside the institution.
Q31. Does the proposed data sharing align with the scope of consent originally provided by participants?
Partially. While individual consent is not collected, the shared dataset excludes user-level content and remains within the boundaries of what is reasonably expected for publicly available social media data. Researchers document this alignment with platform terms of service and demonstrate a conservative approach to what is made available externally.
Q33. Have researchers applied an appropriate level of anonymization for shared geographic data, distinct from the standards used for internal storage?
Yes. Internally, the team has access to neighborhood-level spatial references and coded text fields. For sharing, all spatial identifiers are aggregated to city district or higher levels, and all personally expressive or low-frequency topics are excluded. Researchers apply k-anonymity principles to ensure that no spatial unit is represented by fewer than a threshold number of posts.
Q36. Are formal data-sharing agreements in place that clearly define responsibilities, limitations, and conditions for data use?
Yes. A formal agreement between the lead institution and two research partners outlines permitted uses of the shared data (e.g., for modeling collective response patterns), prohibits attempts to reverse-engineer individual-level information, and mandates secure storage. The agreement includes conditions on publication, citation, and deletion after the project ends.
Q37. Do recipient institutions have adequate data protection protocols, and are their researchers trained in privacy and geodata handling?
Yes. The partner institutions are public universities with established data governance frameworks. Each has a designated data protection officer and has provided confirmation of staff training in handling sensitive and location-based data. The project’s data use agreement requires proof of compliance and reserves the right to audit security practices.
Q38. Do governance documents address cross-institutional and cross-jurisdictional legal compliance, particularly in international collaborations?
Yes. All participating institutions are located within the EU and subject to the GDPR. The agreement specifies which party serves as data controller, how joint responsibility is handled, and that no data will be transferred outside the European Economic Area or to third-party processors.
Q39. Do agreements include clear provisions for end-of-project responsibilities, breach management, and participant notification?
Yes. The data sharing agreement outlines a retention period of two years post-project, after which all shared datasets must be destroyed. It includes a breach response protocol requiring immediate notification to the lead institution, as well as to affected individuals if a breach occurs involving identifiable content, even if unintentionally included. While the risk is minimal, such precautions enhance accountability.
Q41. Have researchers conducted a thorough risk assessment prior to publicly sharing geographic data?
Yes. Before preparing any data release, the team conducted a geoprivacy risk audit. This included reviewing sample outputs with external experts and simulating potential inference attacks using auxiliary datasets. Based on the findings, the team decided to publish only maps of topic prevalence per district with no access to underlying data. These outputs are accompanied by explanations of privacy safeguards and analytic uncertainty.
Q43. Is the dataset shared under an appropriate license that clearly defines permissible uses and restrictions?
Yes. The aggregated outputs and documentation are shared under a custom institutional license that restricts use to non-commercial, academic research only. The license explicitly prohibits re-identification, redistribution, or secondary use for profiling or surveillance. It also requires attribution and mandates that any derivative visualizations be reviewed for geoprivacy risks before dissemination.
Q44. If sensitive fixed locations are included, have researchers implemented additional safeguards to prevent unintended disclosure?
Yes. During the preprocessing phase, researchers filtered out any posts that directly mention or geotag highly sensitive locations, such as shelters, medical facilities, or religious sites. Place name extraction algorithms are configured to exclude references that appear in a curated list of high-risk locations.
Q59. Are researchers presenting geographic results in a way that avoids revealing sensitive or identifiable locations?
Yes. All spatial visualizations are aggregated to district-level or higher. No point maps or heatmaps of social media activity are produced. Topic maps are filtered to exclude low-volume categories that could suggest sensitive locations or services (e.g., hospitals, shelters). Visuals are reviewed by an internal ethics board before public release.
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