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Table S1. Economic sector by type of fraud
	
	CEO-fraud
	Fraudulent contracts
	Ghost invoices
	Employees in each sector, the Netherlands (2013) 1

	Primary or Secondary2
	32
	21
	22
	26.1% (1+2)

	Tertiary
	62
	70
	73
	73.9%

	Quaternary
	6
	9
	4
	

	N
	100
	100
	99
	100%


Chi-Square= 5.9; df=4, p=.207 (computed for the table with the three types of fraud)
1 Statistics Netherlands (2013), figures for the quaternary sector were not available.

[bookmark: _Hlk38117257]2 The primary sector (agriculture, mining, and forestry), constitutes about 4.4% of the Dutch businesses (Statistics Netherlands, 2020) and 3.3% of the victimized businesses, which is why the primary and secondary sectors were combined.



Table S2. Business type: Industry by type of fraud and Dutch businesses in 2016 per industry (%)1
	
	CEO-fraud
	Fraudulent contracts
	Ghost invoices
	Employees per industry1
	Number of Businesses 2016 Netherlands2

	[bookmark: _Hlk513296048]1 Agriculture. forestry and fishing (A)
	5.0
	2.0
	3.0
	1.3
	4.4

	2 Manufacturing (B/C/D/E)
	18.0
	4.0
	9.1
	11.0
	4

	3 Construction (f)
	7.0
	15.0
	10.1
	5.3
	9.9

	4 Wholesale and retail trade; repair of motor vehicles and motorcycles (G)
	17.0
	13.0
	20.2
	18.3
	13.7

	5 Transport and storage (H)
	7.0
	6.0
	1.0
	5.2
	2.5

	6 Accommodation and food services (I)
	0.0
	7.0
	5.1
	4.2
	3.3

	7 Information and communication (J)
	12.0
	2.0
	3.0
	3.2
	5.3

	8 Financial institutions (K)
	5.0
	1.0
	3.0
	3.7
	5.4

	9 Renting. buying and selling of real estate (L)
	1.0
	1.0
	4.0
	1.0
	1.6

	10 Business services (M/N)
	23.0
	14.0
	28.3
	7.0
	24

	11. Public services (O)
	0
	
	
	10.9
	0.1

	12 Education (P)
	1.0
	3.0
	2.0
	7.2
	4.8

	13 Human health and social work activities (Q)
	3.0
	18.0
	4.0
	18.0
	8.8

	14 Culture. sports and recreation (R)
	0.0
	4.0
	6.1
	1.6
	6.2

	15 Other service activities (S)
	1.0
	10.0
	1.0
	2.1
	6

	N 
	100
	100
	99
	100%
	100%


Chi-Square= 84.5; df=26, p=<.001 (computed for the table with the three types of fraud)
1 The letters in the first column refer to the ‘SBI 2008 - Standard Business classification’ (Statistics Netherlands, 2018b).
2 Statistics Netherlands (2018a)

Table S3. Percentage of fraud notifications and business by type of fraud and business turnover of 2016 per province of the Netherlands
	Provinces
	CEO-fraud
	Fraudulent contracts
	Ghost invoices
	% Business turnover 2016
The Netherlands1

	Groningen
	1.0
	5.0
	4.0
	1.9

	Friesland
	2.0
	4.0
	1.0
	2.1

	Drenthe
	1.0
	5.0
	4.0
	1.6

	Noord-Holland
	30.0
	18.0
	18.2
	22.5

	Flevoland
	1.0
	1.0
	0.0
	1.9

	Overijssel
	5.0
	7.0
	4.0
	4.8

	Gelderland
	4.0
	16.0
	20.2
	9.4

	Utrecht
	9.0
	4.0
	6.1
	6.7

	Zuid-Holland
	26.0
	15.0
	21.2
	25.7

	Noord-Brabant
	17.0
	14.0
	15.2
	15.9

	Zeeland
	2.0
	4.0
	3.0
	1.8

	Limburg
	2.0
	7.0
	3.0
	5.6

	N
	100
	100
	99
	100%


Pearson Chi-Square=33.2, df=22, p=.059 (computed for the table with the three types of fraud)
1 Statistics Netherlands (2017)






Table S4. Amount requested by type of fraud 
	Amount requested (€)
	CEO-fraud
	Fraudulent contracts
	Ghost invoices

	0-99
	0.0
	5.1
	2.0

	100-199
	0.0
	15.3
	62.6

	200-499
	0.0
	49.2
	6.1

	500-999
	0.0
	13.6
	21.2

	1,000-9,999
	0.0
	13.6
	8.1

	10,000–425,000
	100.0
	3.4
	0.0

	Mean  
	86,710
	1,373
	378

	Median  
	91,147
	361
	175

	N
	70
	59
	99


Pearson Chi-Square=295.2, df=10, p <.001



[bookmark: _Hlk520478925]Table S5: Amount requested and paid by type of fraud, in %
	Amount requested (€)
	CEO-fraud
	Acquisition Fraud
	Ghost Invoice

	
	Was the fraudster paid?
	Was the fraudster paid?
	Was the fraudster paid?

	
	Yes
	No
	Yes
	No
	Yes
	No

	€   199 or less
	
	
	16.7
	20.8
	50.0
	65.6

	€   200-499
	
	
	33.3
	50.9
	16.7
	5.4

	€  500-9,999
	
	
	33.3
	26.4
	33.3
	29.0

	€ 10,000 or more
	100.0
	100.0
	16.7
	1.9
	
	

	N
	11
	59
	6
	53
	6
	93


Chi-Square: all statistically non-significant





Table S6. Location of fraudster by types of fraud, in %
	
	CEO-fraud 
	Fraudulent contracts 
	Ghost invoices

	The Netherlands
	1.4
	100.0
	71.0

	Europe (except NL)
	63.4
	0.0
	16.0

	Hong Kong
	35.2
	0
	0

	USA
	0.0
	0.0
	13.0

	Total
	71
	100
	100


Chi-Square= 234.7; df=6, p=.000 
· CEO-fraud: more than 5%: Great Britain=18.3%; Poland=23.9%, Bulgaria=5.6%.
· Ghost invoices: more than 3%: USA=13%; Hungary: 5%; Poland:=3%





Table S7: Amount requested by probable location fraudster, in %
	Amount requested
	The Netherlands
	Europe (except NL)
	USA
	Hong Kong

	€   199 or less
	57.7
	1.7
	0
	0

	€   499 or less
	26.9
	0
	0
	0

	€  9,999 or less
	13.1
	25.0
	100
	0

	€ 10,000 or more
	2.3
	73.3
	0
	100

	N
	130
	60
	13
	24


Pearson Chi-Square=239.2, df=9, p<.0001
· CEO-fraud: more than 5%: Great Britain=18.3%; Poland=23.9%, Bulgaria=5.6%.
· Ghost invoices: more than 3%: USA=13%; Hungary: 5%; Poland:=3%




Table S8: Prediction of fraudster being paid by victimised company (logistic regression) N=2261
 
	
	B
	S.E.
	Wald
	df
	Sig.
	Exp(B)
	95% C.I.for EXP(B)

	
	
	
	
	
	
	
	Lower
	Upper

	1. Business services
	-.48
	.70
	.47
	1
	.49
	.62
	.16
	2.44

	2. Wholesale and retail trade, repairs
	-.97
	.89
	1.19
	1
	.27
	.38
	.07
	2.17

	3. Construction
	-.97
	1.24
	.61
	1
	.43
	.38
	.03
	4.31

	4. Manufacturing industry
	-1.86
	1.32
	1.99
	1
	.16
	.16
	.01
	2.06

	5. Human health and social work activities
	.94
	.89
	1.11
	1
	.29
	2.55
	.45
	14.51

	6. Information and communication, ICT
	-.36
	1.24
	.08
	1
	.77
	.70
	.06
	7.97

	7. Transport and storage
	.72
	1.04
	.48
	1
	.49
	2.06
	.27
	15.78

	8. Amount of money requested
	.68
	.61
	1.25
	1
	.26
	1.98
	.60
	6.57

	9. Business size
	-.01
	.00
	1.71
	1
	.19
	.99
	.99
	1.00

	10. Sector the defrauded SME is active in. Broadly Categorized
	-.48
	.66
	.53
	1
	.47
	.62
	.17
	2.26

	11. CEO fraud
	1.01
	1.57
	.42
	1
	.52
	2.75
	.13
	59.10

	12. Contract fraud
	.43
	.81
	.28
	1
	.60
	1.53
	.31
	7.48

	13. CEO fraud
	.75
	.73
	1.05
	1
	.30
	2.11
	.51
	8.75

	14. Summertime
	-1.48
	.86
	2.96
	1
	.09
	.23
	.04
	1.23

	15. Fraudster in USA or Hong Kong
	.21
	.33
	.40
	1
	.53
	1.23
	.65
	2.33

	Constant
	-3.73
	2.21
	2.85
	1
	.09
	.02
	
	


1 The -2 Log-likelihood of the equation is 119,7, the Cox & Snell R Square is 0.07, and the Nagelkerke R Square is 0.14.
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Table S9: reasons for noticing that a fraud (attempt) occurred (numbers)*
	[bookmark: _Hlk518398420]The business paid
	CEO-fraud
	Fraudulent contracts

	
	Attentive employee
	1
	0

	
	There was a second contact: fraudster wanted a second payment, send wrong details
	3
	0

	
	Employee found contact or email weird
	0
	2

	
	The bank noticed something was wrong
	1
	0

	
	Financial department noticed
	3
	0

	
	Total
	8
	2

	The business did not pay
	
	

	Employee
	
	

	
	Attentive employee
	26
	0

	
	There was a second contact: fraudster wanted a second payment, send wrong details
	1
	0

	[bookmark: _Hlk518399409][bookmark: _Hlk518399437]
	Employee found contact or email weird
	4
	0

	
	Employee requested amount was found absurd
	27
	0

	
	Employee similar previous emails
	4
	0

	
	Employee knowledge on CEO-fraud 
	1
	0

	
	Employee noticed that the company did not exist
	1
	1

	
	Employee noticed attacker did not know company rules
	3
	0

	
	Employee called CEO
	2
	0

	
	Employee saw faulty email address
	2
	0

	
	Insider who did not work at company anymore
	1
	0

	Others
	
	

	
	ICT department – saw similar emails before
	2
	0

	
	The bank noticed something was wrong
	1
	0

	
	Other company noticed
	1
	0

	N
	
	84
	3


* N=87, information on other cases was absent.
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