Digital Health Enterprise Architecture Framework for Uganda's Health System Validation Criteria
This document presents the validation criteria for the Digital Health Enterprise Architecture Framework (DHEAF) for Uganda's Health System. The criteria is anchored on the Enterprise Architecture Framework validation criteria proposed by Hadaya et al. (2020). The validation criteria identify 16 core aspects that need to be considered when evaluating an EA framework for use, particularly in the health sector, which is our research context. The Score for each aspect is based on a 3-point Likert Scale that offers "agree" and "disagree" as to the polar points and a "neutral" option. Please answer 1 for disagree, 2 for neutral, and 3 for agree.
Thank you for accepting to participate in the validation of the Digital Health Enterprise Architecture Framework for Uganda. Your contribution is highly valued.
Key:
Digital Health Enterprise Architecture Framework - DHEAF
Enterprise Architecture - EA
Digital Health - DH

Section 1: Demographics
1. What is your current job title?
………………………………………………………………………………………………………

2. For how long have you worked in the Digital Health environment?
………………………………………………………………………………………………………

3. What is your highest level of Education?
………………………………………………………………………………………….

Section 2: DHEAF Validation Questions

	Aspect 1: Architecture Vision and Goals
	

	An Architecture Vision and Goal is an overview and guide describing how the proposed architecture will transform an enterprise at all levels. It provides a high-level view of the problem or opportunity and explains how the architecture will address the requirements to achieve the desired outcome.
	Score 1-3

	DHEAF has a Digital Health Architecture Vision that articulates the target dream of Uganda's health system 
	 

	The Architecture Goal of DHEAF does clearly articulate the target dream of Uganda's health system
	 

	The DH Architecture Vision of the DHEAF articulates both the target dream and descriptions of how it addresses the DH requirements for Uganda's health system
	 

	Please provide any comments and/or modifications (i.e., additions or subtractions) that you may deem necessary to improve the DHEAF Architecture Vision
	

	 Aspect 2: EA Principles
	

	EA Principles are general rules and guidelines intended to be enduring and seldom amended that inform and support how an organization fulfills its mission. EA Principles may be established within different domains and at different levels of an enterprise. EA Principles usually act as constraints to any digitalization effort
	Score 1-3

	The DHEAF provides Uganda's health system with EA principles that can be leveraged to guide the development and implementation of Digital Health
	 

	The DHEAF provides Uganda's health system with a complete set of EA principles to guide the development and implementation of Digital Health
	 

	The DHEAF provides Uganda's health system with a complete set of principles for core EA domains (i.e., Business, Application, Data, and Technology), including respective rationale and the stakeholders affected by the EA principles 
	 

	DHEAF provides additional EA principles for interoperability, security, and privacy in the four core EA domains 
	 

	Please provide any comments and/or modifications (i.e., additions or subtractions) that you may deem necessary to improve the DHEAF Architecture Principles

  
	

	Aspect 3: EA Development Process
	

	 An EA development process is a well-defined process that describes the steps, inputs, and outputs of each phase of the architecture development cycle. 
	Score 1 – 3

	DHEAF provides Uganda's health system with an EA development process to guide the development of their own Digital Health architectures
	 

	The DHEAF provides Uganda's health system with a Digital Health EA development process that specifies each phase's key steps, inputs, and outputs
	 

	The DHEAF offers templates that can be used in documenting the different layers
	

	Please provide any comments and/or modifications (i.e., additions or subtractions) that you may deem necessary to improve the EA development process 



	

	Aspect 4: Readiness Assessment Tool/Criteria
	

	 A readiness assessment identifies the potential challenges that might arise when implementing new procedures, structures, and processes within an organizational context. In the context of Digital Health, a readiness assessment evaluates the ability of a Health Organization to transform digitally.
	Score 1-3

	DHEAF provides Uganda's health system with a comprehensive tool for assessing digital transformation readiness 
	

	DHEAF offers readiness assessment scoring criteria that can be leveraged to measure the degree of preparedness
	

	Please provide any comments and/or modifications (i.e., additions or subtractions) that you may deem necessary to improve the DHEAF readiness assessment criteria 

 
	

	 Aspect 5: Monitoring and Evaluation Criteria
	

	Monitoring is checking progress against the target architecture. The data acquired through monitoring is used for evaluation. Evaluation is assessing, as systematically and objectively as possible, a completed Enterprise Architecture project or a phase of an ongoing Enterprise Architecture project 
	Score 1-3

	DHEAF provides Uganda's health system with monitoring and evaluation criteria that specify the parameters to measure the performance of Digital Health Enterprise Architecture projects.  
	

	DHEAF provides Uganda's health system with value-for-money measurement metrics (efficiency, effectiveness, and coverage of DH solution)
	

	Please provide any comments and/or modifications (i.e., additions or subtractions) that you may deem necessary to improve the DHEAF Monitoring and evaluation criteria  



	

	Reusable Assets
	

	Aspect 6: Reference Models
	

	Reference models are models/patterns used as references or patterns to accelerate the development of an architecture
	 Score

1-3 

	The DHEAF provides Uganda's health system with reference models that can be leveraged to develop Health Organization-specific architectures.
	 

	The DHEAF provides Uganda's health system with reference models for the four core architecture layers (Business, Data, Application, and Technology).
	 

	The DHEAF provides Uganda's health system with a capability reference model that specifies a modular view of healthcare capabilities that require automation  
	 

	Please provide any comments and/or modifications (i.e., additions or subtractions) that you may deem necessary to improve the DHEAF Reference models

  

	

	Aspect 7: Information Security 
	

	Security refers to the mechanisms to safeguard health information and health information systems from unauthorized access, modification, and denial of service to authorized users. On the other hand, privacy refers to people's right to control access to their personal information.
	

	The DHEAF provides Uganda's health system with a plan/architecture for ensuring the security and privacy of data held by Digital Health systems
	 

	DHEAF provides Uganda's health system with a plan/architecture for the security and privacy of health data covering governance, technology, and operations domains.  
	 

	DHEAF provides Uganda's health system with sources of security requirements as well as mechanisms for monitoring adherence to security controls
	 

	Please provide any comments and/or modifications (i.e., additions or subtractions) that you may deem necessary to improve Security architecture  



	

	Aspect 8: Information Exchange 
	

	 Interoperability is the ability of computer systems or software to exchange and use information. Essentially, interoperability allows different information systems to talk and comprehend information passed to each other
	

	DHEAF provides a Health Information Exchange (HIE) model that clearly shows how the different Digital Health solutions within Uganda's Health system will share data.
	

	The HIE model specifies different registries, business services, repositories, and external systems required to support the seamless sharing of health data.
	

	The HIE model also gives an architecture for the interoperability platform that applies to Uganda's health system.
	

	Please provide any comments and/or modifications (i.e., additions or subtractions) that you may deem necessary to improve the DHEAF Architecture Vision  



	

	Aspect 9: EA Standards
	

	 EA standards are rules governing the specification of enterprise architectures, the arrangement, interaction, and interdependence of parts or elements of an Enterprise Architecture, or the process of developing an EA.  EA standards can be defined for all the core layers of an EA, including security, privacy, and interoperability.
	

	DHEAF offers a set of standard business, data, application, and technology models that Uganda's health system can leverage to document its architectures.
	

	DHEAF specifies a set of standards covering health data terminologies, data use, utilization, and communication infrastructure
	

	DHEAF provides Uganda's health system with a capability reference model that specifies a modular view of healthcare capabilities that require automation  
	

	The architecture specifies skills and competency levels required to support the development and utilization of DH 
	

	Please provide any comments and/or modifications (i.e., additions or subtractions) that you may deem necessary to improve DHEAF EA standards  


	

	Aspect 10: DH Governance
	

	Digital Health governance is the structure and processes required to support the implementation of an Enterprise Architecture. A governance model ensures that architecture projects conform to established principles while enabling business-IT alignment
	Score 1-3

	DHEAF provides Uganda's Health system with a governance structure with clear roles and responsibilities to support the implementation of Digital Health 
	 

	DHEAF provides views with techniques and templates for process tasks
	 

	DHEAF describes an architecture repository that is suitable for supporting the management of Digital Health Architecture artifacts 
	 

	DHEAF provides EA governance processes (i.e., compliance review, dispensation, risk management, repository management, e.t.c.) to support the implementation of Digital Health in Uganda's health system. 
	 

	DHEAF specifies the skills required to support the implementation and use of Digital Health in Uganda's health system.
	 

	DHEAF specifies the proficiency levels of the set of skills required to support the implementation and use of Digital Health in Uganda's health system as the proficiency levels for each skill
	 

	
	

	Please provide any comments and/or modifications (i.e., additions or subtractions) that you may deem necessary to improve the DHEAF governance structure and processes  



	



Section 3: Information System Artefacts’ Evaluation Criteria
	 Aspect1: Complexity
	

	Complexity
	Score 1-3

	DHEAF components are easy to understand and use
	

	DHEAF follows a very simple set of processes
	

	DHEAF structure & language are easy to understood by Uganda's DH stakeholders
	

	Aspect 2: Completeness
	

	Completeness
	Score 1-3 

	Developed DHEAF has complete set of components
	

	DHEAF provides complete guidelines to guide its adaptation to different contexts. 
	

	Aspect 3: Usability
	

	Usability refers to the quality of a user's experience when interacting with a product. Usability in this context is about effectiveness, efficiency, and the overall satisfaction of anyone using DHEA.
	Score 1-3

	DHEAF can be used to address the EA challenges facing Uganda's Digital Health ecosystem
	

	DHEAF can easily be used to develop an EA for any disease domain within Uganda's health sector.
	

	Aspect 4: Adaptability
	

	Adaptability is the extent to which a framework can be adapted according to the specific needs/context. The adaptation may be related to any part of the framework (e.g., methodology, principles, practice guidelines)
	Score 1-3

	The DHEAF can address a specific challenge of Uganda’s health system
	 

	DHEAF can support documentation of any disease domain within Uganda’s health system
	 

	Aspect 5: Acceptability
	

	Acceptability refers to factors that affect the willingness to use an artefact/product. Acceptability in this context refers to factors that influence willingness to rely on the framework to address DH challenges
	Score 1-3

	DHEAF is based on requirements derived from challenges identified from the Digital Health landscape analysis of Uganda's Health system
	

	Key Digital Health Stakeholders have been involved in deriving the requirement upon which DHEA is based.
	

	Aspect 6: Satisfaction
	

	Satisfaction refers to stakeholders being please with a product. In this context, satisfaction refers to DH stakeholders being pleased with both DHEA and the process that was followed.
	Score 1-3

	DHEAF is appropriate to deliver the DH Vision for Uganda
	

	DH stakeholders’ concerns were appropriately addressed by DHEAF
	

	DHEAF components can address all the DH challenges of Uganda’s health system
	

	Please provide any comments and/or modifications (i.e., additions or subtractions) that you may deem necessary to improve the adaptability of DHEAF to different contexts within Uganda's Health system



	



